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Abstract

The RBAC metaphor is powerful in its ability to ex-
press access conbrol pelicy in terms of the way in which
administrators view organizations. The functionality of
simple Role Based Access Control (RBAC) models are
compared to access control lists {ACL). A very simple
RBAC model 15 shown to be no different from a group
ACL mechanism from the point of view of its ability
to express access control policy. RBAC 15 often distin-
guished from ACLs by the inclusion of a feature which
allows a session to be associated with a proper subsct
of the roles {i.e., groups in ACL terms) authorized for
a nuser. Twao possible semantics for Lhis [eature are de-
scribed: one which requires a similar amount of pro-
cessing as thal required by ACLs, and another which
requires significantly more processing than that required
by ACLs. In addition, the capability to define role hier-
archics is compared to an equivalent feature in ACLs.

1 Imtroduction

‘This paper compares simmple Role Based Aceess Control
(RBAC) models and aceess control hsts {ACL). RBAC
has several advantages over ACLs, Even a very sim-
ple RBAC model affords an administrator the oppor-
tunity to express an aceess control policy in terma of
the wav that the organization is viewed, 1.0., in Lerms
of the roles that individuals play within the organiza-
tion., With RBAC, it is not necessary to translate a
natural arganizational view into anolher view in order
to aecommodate an access control mechanisom.
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In addition, most RBAC models have [eatures
which most ACLs do not.  In particular, some
RBAC models[6][2][3] have role hierarchies where one
role can inkeral another. Much of this paper has
been derived from the experiences of the NIST team
which implemented RBAC on the World Wide Web
(RBAC,/Web)[1] for Unix and Windows NT servers®.

This Introduction describes some concepts needed Lo
discusa aceess contral mechanism implementation. Sec-
tion 2 briefly describes simple RBAC models and com-
parcs them to ACLs, Section 2.2 describes how a very
simple RBAC model 13 no different from an ACL mech-
anism which supporte groupa from the point of view of
its ability to express access control policy. Section 2.3
discusses Lhe implementation implications of associal-
ing sessions with a proper subset of a user’s authorized
roles. Section 2.4 describes how hierarchies are somme-
titnes implemented in ACLs.

1.1 Implementation Environment

RBAC maodels are typically independent of the envi-
ronment in which they may be implemented, For ex
ample, RHAC can be embedded in operating systems
or database systems, or implemented at the applica-
tion level. RBAC implementations discussed 1o Lhis pa-
per assume a network environment, All of the objects
which are controlled by RBAC are spread among several
servers connected by a network.

Access control mechanisms require that security ai-
tributes be kept about users and aboul objects,  User
security attributes consist of things like the groups to
which the user belongs and the roles authorized for the
nser. Ohbject security attributes generally consist of the
permissions required to perform operations on the ob-
jocl. Access conlrol mechanisms compare user securily
attributes and chject security attributes in order to de-
Lermineg aceess.

Usually {although not always), ohject security at-
tributes are kept with the object (e.pg., in the header
of a file} and the object resides on a single server. Con-
sequently, when an ohject 18 accessed, ite securily at-
tributes are quickly obtained once the object has been
located. Changes in object securily atiributes need only
be made at a single location,

However, in a nelwork environment, the up-to-date
values of user security attributes must be available to
all servers. Il user security atiributes are kept on a
single server, Lhen Lhat single seever must be accessed
across Lhe network whenever user securily altributes are
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required by another server. Il a copy of user security
atiributes is kept on each server, then when user security
attributes change, those changes must be made on each
SETVET,

1.2 Processing Phases

This paper compares the processing required for simple
RBAC modeals and ACLs from the perspective of the
processing phases associated wilth most access control
mechanisms:

Administration The Administralion phase consists of
crealing and maintaining nser and ohject security
atlributes. Admimstration tools are usually priv-
Heged applications. Administration usually oceurs
the least often of the three phases.

Session The Session phase consists of establishing,
changing the characteristics of, and removing ses-
aioma. A sesgron s A sel of processes, called sub-
jects, which act on behall of a user. Session estah-
lishment mvolves authenticating the user, creating
one or more subjects, and asscciating user sccurity
attributes with each subject. The Session phase
usually oceurs more often than the Administration
phase and less often than the Fnforcement phase,

Enforcement The Enforeement phase consists of com-
paring Lhe user security attributes associaled wilh
the subsject. {i.e.. the suhject security attributes) to
object security attributes in order Lo grant or deny
access. I'he Enforcement phase occurs every time a
subject altempts to access an object and is usually
Lhe most frequently oceurring phase of the three.

1.3 Sessions and Up-to-date User Infor-
mation

The Administration phase defines the rules under which
subjects acceas objects so that when a user is authenti-
caled to a system during the Session phase, a subject, is
created which accesses objects in the name of the user
during the Enforcement phase. Up-to-date wvalues of
user security attributes defined during the Administra-
ticn phase must be available in order for subject secu-
rity atiributes to be created or modified during Session
processing, In a petwork environment, implementations
ensure that the Session phase has up-lo-date values of
user security atiribules by one of the following basie
approaches:

Uncached User Information User information in-
cluding security attributes iz kept on a single server
and thal server is accessed during Session process-
ing.
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Cached User Information User information inelod-
ing security attributes is kept on each server and
Session processing lakes place on each server with-
oul ha.ving Lo access any other server,

Uncached User Information gnarantees that user se-
curity attributes used for Session processing are always
up-to-date but requires a network communication when-
ever a session 15 established. In addition, when a failure
oceurs on the network or on the server where user at-
tributes are located, no sessions can be processed. O
the other hand, Cached User Information does not re-
quire network communication when a session is estab-
lished bul does require that the cache be kept consis-
tent with up-to-date user information whenever user in-
formation, including vser securily attributes, changes,
Most implementations use Clached User Information an
the assumption that the Administration phase ocours
mich less frequenily Lthan the Session phase.  Can-
sequently, network use 15 reduced and servers' ovepall
throughput increased,

2 Implementing Simple RBAC
Models

This section briefly describes simple RBAC maodels and
campares their functionality to ACL mechanisms. The
ACL mechanism of Windows N'T[4] is naed as an exam-
ple ta illusteate the comparison.

In general, RBAC and ACL mechanisms require ap-
proximately the same amount of processing during the
Enforcement phase. However, because of ils increased
functionality, RBAC can require moere processing dur-
ing the Administration and Session phases. Processing
during the Adimimstration phase is usually limited by
the ability of an administration tool to respond in a
timely manner to requests from the administrator. Sig-
nificant additional processing during the Session pliase
and especially during the Enforcement phase can seri-
ously impact the throughput of the entire petwork of
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2.1 Minimal RBAC Model

Sandhu et al [5] define the REAC) Model as the mini-
mal set of characteristics required for an aceess control
mechanism o be considered an RBAC mechanism, The
ABAC, Model has the following components;

L. users, roles, operations, and sessions;
. role/operation association {many Lo many|;

userfrole association (many to many);
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- user/session association (one to many, 1.e., users
may have multiple sessions but a session is only
associated with a single user);



5. session/role sel association [one to one, ie., a user
sossion 15 associaled with a subset of the roles an-
Lhorized for Lhe user and thos subset, often referred
to as the aclive role sed (ARS), may change during
Lhe session’s lifetime).

During a session, the user may successfully perform any
aperations permitted by Lhe roles in the current ARS.
The ARS may or may nol be a proper subset of the set
of anthonzed roles.

Some would require an access control mechanism to
have only the first four componenta of the REBAC
Model in order to be considered RBAC[G]. In this paper,
the BREACy ("M for “"Minimal™) Model is defined as
having the first four components of the RBAC) Model.
In addition, any feature of an RBAC model which pro-
vides the capahility for the ARS to be a proper subset of
Lhe sel of authorized roles is referred to as an Awihorized
fole Subsetting feature,

2.2 HRBACyy vs. ACLs

ACLs typically associate an ohject with a list of users
and groups. Associated with each user or group in an
ACL for an object 15 a set of operations which may be
performed on that ohject. An operation on the object
may be performed by a user if that user or a group to
which that user belongs is listed in the ACL associated
with the object and that operation s associated with
that user or that group. PASC P1003.1e[7] (formerly
know as POSIX.6) and Windows N'T[4] are examples of
specifications which define ACL mechanisms,

Consider an ACL mechanism, ACLg, where only
groups are permitted as entries in the ACL. A Lg may
have an arbitrary number of groups and there are no
restrictions on a user's membership 1n any group or sev-
eral groups. To describe an access control policy using
AC L. an administrator:

1. Creates groups of individuals according to their re-
sponsibilities (i.e., every member of a gronp has the
same responsibilities).

2. Associates with these groups the permissions nec-
eesary for the individuals in the group to carry out
their responsibilities.

1o describe an access contral policy using BBAC )y, an
admimstrator:

l. Creates roles based on the responsibilitics necessary
to meet Lhe poals of Lthe organization.

2. Associates these roles with the permissions neces-
sary Lo carry oul Lhese roles.

3. Associates these roles to individuals.
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ACLg 18 equivalent to HHACy from the point of
view that any access control policy described uvsing
AC Ly can be described by REACyy and any access
contral policy described by REAC )y can be deseribed
by AC L. This equivalence can be shown by creating a
I Loa-capnds CUJ’"!‘H]]-I'_'III'IJ-EI'.I i ].I'L"I.-W'IJ-E]] L]IE E:!'U-LLIJE i.]'.l. 1.-lll!!' i~
cess control policy described using ACLg and the roles
in the access control policy deseribed using RBAC)y .
Given an access control policy described using AC L,
the equivalent aceess control policy can he constructed
nsing fAHAC )y by associating a role with the user if that
uscr 18 & member of the group which maps to that role.
Conversely, given an aceess control policy described us-
g R AC )y, the equivalent access control policy can he
constructed using ACLg by making the user & member
af the group which maps to the role il that user is as-
sociated with that role. Appendix A provides a more

precise description of how these constructions can be
accomplished. Note that:

¢ The functions in Appendix A used to define an ac-
cess conlrol policy based on RBAC Yy or AC Lg ex-
press Lhe capability of REACyy and AC L as a
means Lo represent access control policy. Moreover,
these functions mirror the actions taken by an ad-
ministrator to create the access control policy using

RBACy or AC L

# The constructions used to show the equiva-
lence only depend on user/role, rolefpermisston,
user/group, and group/permission aseociations in
the access control policy representations. How the
permisaions are represented is immalerial to the
constructions as long as the permission represen-

tations are the same in both RBACy and ACLs.

Windows N'T is an example of a network operating
system which supports a group ACL mechanism that
includes the functionality of ACLg. [t 15 possible to

implement RBACyy in such an environment by simply
creating tools o admimister Lhe RBAC lﬂEi.:lE‘:l]jﬂr m:'mg

the ACL mechanism provided. To accomplish this, the
groups of ACLg become the roles of RBACy . Such

tools can usually be implemented as privileged applica-
tions Lthal:

e only require processing during the Administration
phase (see section 1.2), and

* require no cllu.ugu Loy t.tizil.illg prlviitgﬁl sysbern or
kernel processes which provide processing during
the Session and Enforeement phases,

Mot only is it usually possible o implement R ACy in
such a manner given an ACT mechanism which supports
A Lz, 115 also usually possible Lo implement the role
hierarchy, Static Separation of Dutly, and Cardinality
features of the NIST Model[2]2,

fPOSIN.A) has n Suppiementary (Froupa feature, HBEAC




