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ABSTRACT

This paper analyees Lhe cagses of packel ks in a HE-node
urban multi-hop 302_11b network. The patterns and causes
of loss are important in the design of routing and error-
correction protocols, as well as in nelwork planning.

The paper makes the following observations. The disr-
bution of inter-node loss rates is relatively uniform over Lhe
whole range of kes rates; Lhere s no clear threshold sopa-
rating “in range” and “oul of range.” Most links have rela-
Lively stable loss rates from one second Lo Lhe next, though
a small minority have very bursly losses al Lhal Lime scale.
Signal-Lo-notse ratio and distanes have lidkle predictive value
for koss rabe. The large number of links with indermediate
boes rabes is probably doe o multi-path fding rather Lhan
allenualion or inberferonon.

The phenomena discussed here are all well-known.  The
conbributions of Lthis paper are an understanding of Cheir
relative importance, of how they interact, and of the impli-
cations for MAC and routing protocol design.
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1. Introduction

This paper is a meassurement study of the Roolnet mulli-
hop wireless neltwork. Roofnel nodes are computers with
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B2 11b cards in apartments spread over six square Kilome-
Lers of Cambridge, Massachuseits. Each node has a rool
mounted omni-directional antenna. The network™ main
purpdss 5 o provide Interned acocoss via a low wired gale-
ways. The initial implementation stralegy was Lo combdne
existing radio, MAC, and routing technology in order Lo
build a production-quality network as quickly as possible.
This approach led Lo performance [ar less than expecled,
primarily dee Lo assumplions made by MAC and routing
protocsls that were a poor (L Lo the network™s acteal be-
havior. IL B widely understood Lhal wireless dilfers rom
simple abetract models in a number of ways |10; Lhe goal
of this paper is Lo provide insight into which dilferenoes are
important enough o worry aboul, and Lo draw conclusions
redevant Lo Uhe design of luture MAC and routing protoools.

Many rouLing and link-layer prolocols assume Lhe validily
of a “neighbor™ abstraction that partitions all the pairs of
noddes inbo pairs thal can communicate direcily, and pairs
Lhat cannol.  This assumplion justilles the use of praph-
Lhegratic routing algorithms borrowed (rom wired networks,
whore Lhe assumplion is troe, 10 beads 1w the design of MAC
protocods such as 80211 that assume that a pair of nodes will
either hear each olher’s control packels (g RTS/CTS),
or will not interfere. It justifles conservative transmil bil-
rate selection alporithms that reduce the bit-rate afller a fow
packeol losses. Many existing protocols might have Lo be re-
designed il Lhe neighbor abstraction turmed oul w be a poor
approximation of realivy.

In principle the neighbor abstraction & supporied by Lyp-
beal assumplions about the redationship betweon signal-Lo-
notse raLio and bib error rake (5/N and BER). This relation-
ship & Lypically assumed o have a rapid transition rom
easpnlially wero BER Lo a HER high enough Lo corrupl ov-
ery packet. For example, the transition sone for the Inbersil
Prism HFAZETY baseband processor s about 3 dB, regard-
bess of bit rate [1]. Sinoe signal strengih falls ofl rapidly with
distance, one might expect relatively few node pairs Lo lie
in the Lransition xone. As a resull, one might expect almost
all pairs of nodes Lo either be able Lo talk Lo cach olher wilh
bow boess, or nod al all. Some empirical 80211 measuremaenis
sugpest Lhal Lthe neighbor absiraction wseally holds |7, 10,
while oLhers do not |6, 11).

T'his paper starts wilh Lhe observation thal most Hoolned
niodde pairs that can communicale at all have intermediate
boess rabies; that s, Lhe neighbor absbraclion is a poor agprox-



Links with intermediate bes rates are com- | Sec. 3
mioa, wikh no sharp transition bedween high

and bow packel loss rates.

Inter-node distance is not strongly correlated | Sec. 4
with whether nodes can communicate.

Mol links have non-buarsty loss pallorns. | Soc. B
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Figure 1: Summary of major conclusions for wireless
MAC and routing protocol design.

‘__ [ ]
L -
= mwil ™
Bl e -
=3 “. - I*JI_. " - h - - - e ——
P g - L=
. ! 7 af r ' e o
1—-—-’" AR iv'-.p" i S
. 3 e e e g ST - By -
IS . ‘1_'*" - L =
e NG AR S At
LR — -, o
= 1 s & g 4 '_-: _-_I“ -
= F A0 'le 3 l'- 5 ._"...- e X
e F = .
B Ty tE‘ . '_ - - __.._"‘. l--.
- it [ ..._'-F : _b‘. L
T [ " .l- -

Sl 1o

Figure 2: A map of RoofMmet, with a black dot for
each of the 38 nodes that participated in the axper-
iments presented in this paper.

imation of reality. The remainder of the paper axplores a
series of hypotheses for Lthe canses of packel loss in Roolnet,
amnd for the predominance of intermediale boes rates. The
hypotheses include lactors thal allect signal-to-noise ralio
(distance and imerference), choioe of transmit bil rate, and
multipath fmding. Figure 1 liss the paper’s main conelu-
sions aboul these sources of packet bss. The conclusions in
this paper should not be viewed as universal, since they ane
limited by Lthe particulars of Roofnel’s conlliguralion.

2. Experimental Methodology

Roolnet consists of 38 nodes distribuled over roughly six
square Kilkmelers of Cambridge. Kach consisis of a PC wilh
an 82 11b card connecled o an omni-directional anlenna
mounted on Lhe rool. Figure 2 shows a map of Lhe network.

The area s dominated by tightly-packed three- and four-
story houses; most antennas are mounied about two or Lhree
feel. above the chimneys of these howses. There are also a
numbeer of Laller buildings in the area; soven Roolnel nodes
are |located in such buildings. Not all nodes have ool

Figure 3: Architecture of the hardware channel em-
ulator.

mounted antennas: a handful of wsers found il easicer Lo
place Lhe antenna in or hanging outside of a window.

All nides use identical $02.11b cands based on Lhe InLersil
Prism 2.5 chip-se. Excopd as noled, Lthe cards transmil at
2422 GHx (802_11b channel 3) with the transmission power
bewel sol to 423 dBm (200 mW). The omni-directional an-
Lennas provide 8 dBi of gain with a 20-degres -3 dB vertical
bBeam-widlth, Cabling and lighining arresbors intbroduos an
attenuation of 6 o 10 dB depending on Lhe lenglh of cable.

The cards can b conflpgured wo transmit at 1, 2, 5.5, or 11
Mbit/s; Lhe experiments in this paper run with agtomatic
bit-raLe selection disabled. The cards operate in the Prism
25 "psondo-1BS5™ mode, which 5 a simplifled version of
Lhe 8211k IBSS (ad hoc) mode; wse of pseudo-1B55 cir-
cumvents firmware bugs in the 1TBSS implementation that
can cause network partition.

MNodes are located al Lhe apartments of volunteers, who
wore sedeclod wilh no speeial plan beyond basie radio con-
nectivity., The experiments were run wikth Roolned routing
Lurmed ofl, and thus with no Roofnet user craflle. All cthe
experiments were execuied in the early hours of the mom-
ing, 50 Lhe paper's results may underestimale Lhe eflecls of
non- Hoolned radio aclivity.

Most of Lhe Roolnel dala presented in Chis paper s derived
from a single experiment. In Lhis experiment, each node in
Lurn sends 1500-byie 80211 broadeast packels as sl as
il. can, while Lthe rest of the nodes passively listen.  Fach
sender sends or 90 seconds al each of Lhe 3021 1b bit-rates.
The experirment uses 80211 broadeast packels becasse Lhoy
involve no link-level acknowledgments or relransmissions.

Hach packet incledes a unique sequence numbser.  “The
sondder records Lhe Lime at which L sends each packel, and
all the other nodes record each recoived packel’s sequenoe
number, arrival time, and the “R5S17 and “<silenee” values
Lhat the 80211 card reponts.

The experiment was run in Lhe early hours of June 6,
2004, Figure 16 was derived [rom a similar experiment on
June 1, MM, in which dillferent power levols were Lestod.
The authors have axamined the resulls rom many similar
experiments over a period of months and verifled Lhal they
are similar Lo the dala presented in Chis paper.

2.1 Channel Emulator

In addition Lo the Rooined experiments, Lhis paper presenls
resulis from a wireless channel emulavor |8], Lo which two
sondder laplops and a single receiver laplop are conmecloed.
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Figure 4: The distribution of link delivery probua-
bilities for 1500-byie broadeast packets. Each point
corresponds to one sender freceiver pair at a partic-
ular bit-rate. Points were restricted to pairs that
managed to deliver at least one packet during the
experiment. Most pairs have intermediate delivery
probabilities.

The lapiops use Lhe same wireless cands wsed by Roolnel.
Figure 3 shows Lhe emulabor's archilecture.

The outgoing signal of each souree card s (irst atbenealed
and then mixed down Lo baseband where L is digiteed and
soml Lo Lhe digital signal processing (1DS1Y) unil. The DS
then mdependently scales Lhe signals from each source Lo
emulale lange scale path less. A small number of dedayed
copies of a signal may also be prodeced and independently
sealed.  All signals are then summed and then convertad
back o analog. The resulting baseband signal is then at-
tenuated, mixed up Lo RF, and fed Lo Lhe receiver’s 80211
amtenna inpul. The atlbenuation and delay used by the DS
are controlled by cthe Emulation Control Mode which also
conbtrels the transmission of wrallic by the souree nodes.

In the emulator experiments, Lhe receiver node operated in
monitor mode and logged Lhe hesdors of all lrames received.
These logs wore Lthen post-processed Lo penerabe Uhe resulls
discussed in Lhis paper.

2.2 Signal Strength Measurements

The Prism 2.5 chip-sel provides per-lrame measuremenls
called R5S] (reccive signal strengih indication) and “silence
value™ The RSS1 reflects Lhe total power observed by Lhe
radio hardware while receiving Lhe [rame, including signal,
interference, and background notse. The silence value ne
flecis the Lodal power observed just before Lhe start of Lhe
frame. We [ound thal the accuracy of the RSS] and silenee
readings was within 4 dB by comparison with a specirum
analyzer. This paper reports signal-lo-nodse rakios derived
from the HRSS1 and silence values.

3. Distribution of Delivery Probabilities

Figure 4 shows the distribution of inter-node packel de-
livery probabilities on Roolned atl dilferent 802.11 Lransmit
rabes. “The graph includes only node pairs bolwesn which
al least one packel was delivered, and thus refllects dilferent
numbeers of pairs for different bit rates. The data for each

bit-rabe = soried separately, so the delivery probabilities for
any particular r-valpe are nod Lypically from the same pair
of nodes.

AL 1, 2, and 55 Mbit/s, Figure 4 shows Lhal Lhe distry
Bution of kas rates is [airly uniform: there is only a slight
Lendency for pairs o seprogate boelweon working and nod
working. AL 11 Mbit/s, there 8 a more rapid [ll-oll in
delivery probability, bul there are still many links with in-
Lermiediate probabilicies.

The implication of Figure 4 s thal the neighbor abstrac-
Licn does nol apply well w Roofnel: most nede pairs Lhat
can communicale have intermediate loes rates. L would be
difficult o And multi-hop routss through Rooimed Chat did
nod imvolve one of more hops wikh signifllcant loss rates. A
routing probocol cannod ignore Lhis problem by simply ignor-
ing all but Lhe very best links: for example, a one-hog route
with 40% loss rabe has beller Lhroughpot than a two-hop
route with loes-free links |6).

T'he [ailure of Lhe neighbor abetraction in some real-world
wireless environmenis has been noded belore and shown Lo
sorpously reduce Lhe performance of multi-hop routing |11, &,
15]. The [@ilure s perhaps surprising given thal some mea-
surcments of 302,11 and 82 11-like sysiems sugpesl Lhal
noddess Lhal can communicate al all can useally communi-
cate with low loss |7, 10]. The rest of Lhis paper explores
Lhe capses and implications of the prevalence of inbermedi-
ake delivery probabilities, focusing on Lthe reasons for packed
koss in Hoolned and Lhe natwre of the delivery-probabilicy
distribution in Figure 4.

4. Spatial Distribution of Loss Rates

A polential explanation for the dsiribuotion of link de-
livery probabilities in Figure 4 & that it s determined by
attenuation due Lo distanee. Figure 5 shows three samples
of how delivery probability vares with location. Each map
corresponds o a dilferent sonder;, Lhe sixe of each node’s disk
indicates the raction of packets Lhal node received from Che
sendor.

Since Lhe three sanders are close Lo each olher, one might
expoct Lhe Lhree recoplion patlerns o be similar. This is
Lrue o the extent that very close nodes have high delivery
probabilities [or all three senders. Oiher than that, how-
ever, Lthe Lhreo recoplion patlerns are quite dilforent. “The
dilferenees are likely caused by obstacles in Lhe environment,
different antenna heights, and multi-pach fading, implying
Lhat up Lo a ceriain poink receplion is dominated by obsia-
cles and geomedry rather than by free space path hoss.

Figure 6 shows Lhe relationship belwoen distancs and de
livery probabiliy for all Reofnel node pairs, for 1 and 11
Mbit/s. Both bit-rates exhibil a cluster of short links with
high dedivery probabilities, a lew remarkably long links, and
a signiflcant soL of inks with no discernibbe relationship be-
Lween distance and delivery probabilivy.

5. Time Variation of Loss Rate

T'he signillcance of intermediate loss rates depends on Lthe
Lime scale al which kes and delivery alternale. One way in
which a limk might exhibit a 509, loss rate would be Lo deliver
or drop each packel in allernation. Al apolher extreme, &
8% link might alternate 10-second periods of Lotal boss and
Lotal dedivery. Difleront route seloction and arror correcLion
slrategics are appropriate in Lhe teo different sibualions.



