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Browser and Nebtwork
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Microsoft Issues New IE Browser Security Patch

By Eadward Karpeish

& Miosoft has released & seoarnity patch that dosss
soimie majar holes in ks Infernet Explorer benseser

&« Thie so-caled “cumabbhve patch® Flies six diferent 1E
problems ...

w Affected browsers incluce Dnternet Explanesr 501, 5.5
and &.0U

« Miosoft rated the potentizl security breachies a5
“crtical.”

Feb 2002 patch addresses:

&« & bufter owernan associated with am HTML directive
.. Hackers could use this breach to non malicous
codeE o A LSEr's syshem.

& & scripfing wuresrabilky thef would ket an afacker
read fies on & users syshems.

& & vulnerabibiby redates to thee display af Hee names
.. Hackers oould ... misrepresent B name of 2 fke
_.. &ind brick & ussr Info cownioading an unsahe fhe

# & vulnerabidity that waould allow 2 'Web page o
Impropsssrty Imvoks an appdicebion Instalked an 2
Eer's sysiem o opesn 3 file on 2 Web sie.

& . MNE ..

S annownced 20 vulnerabiibes an &pri 13, 20049 1

And then again this year, ...

Windows Security Updates Summary for April 2005
Fublk=hed: Agril 12, 200%

A spoority Issue Bias besn identifed that could alkos an
attacker to compromise 2 comparter runndng Drternet
Explarer ard gain canmtrod ower it You can help proted
wour computer By imstalling this update from Hicoesalt.
After you instzll thils bem, you migy have bo restart your
compiurber,




Browser Security Check
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More informative test site
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Browser security IZﬂFIIEE
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HTTF
H‘,rperTE:::t Transfer Protocol

+Usa:|1a:- request and return data
« Hiethods: =XI, FOST, EXAD,
#5tateless request/response protocol
& Each reguest 15 irdepsndent of previous requests

4 Shabelessress fs 2 significand impact on deskan
and Implemeantation af spplicatons

#Ewolution
&« HTTP L.0: simiple
« HTTP 1.1: mare comphed

HTTP Request
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HTTP Server Status Codes
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Primitve Browser Session
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Store sesdon informabion in URL; Ezasly read o mebancrk

Store info across sessions?
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Browser Cookie Management
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#Cookie Ownership

s Onios a3 cookle B s=2ved an your computer, only the
Wied site thaf created the cookkee o2n read |

#\Varigtions
& TEMporary Cookies
Shiwie] unbl iy qual Foui Drssaddi
& PersEtent cookes
DLdmriann o [l Chieti=] o e
& Third-party oookies
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Third-Party Cookies

#Yahoo! Privacy Center
« Fahoo! serds meost af the advertisesments you see

& However, we also allow ... thind-perty ad semeers
to seve acwertisements

& BECaUsE your web browser must recguoest theese ..
Froimi Ehe ad mebsank web sie, these companies
can send thelr osm cookies o your cookle file ..

+ Opting OQut of Third-Party Ad Sersvers
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Example: Mortgage Center
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