Browser and Metwork
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# Ssceptible to nebwork attacks
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Ir v Microsolt has redeased 5 Sanirily pabch thal doses
Sonme majar holes in S Intemet Explones Bromses

® The so-Callesd “cormulative pabch™ foeg gy diferent IE
probleis .

» Allected browsers indude Intermed Explorer 5.00, 5.5
arel 6.0,

e Mioreenf rated D poteniial secirity breaches 25
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Latest patch addresses:
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= A bulTer owernun associabed wilth an HTHL directie
-.. Hackers could use this breadh o nun malicous
oideE O B sy E"‘.'-.EI‘_'Ir'I.

= A seripting vulinerability that would et an attacker
read fikes on a user's Systems

o A vulnerability redated to the display of lile names
- Hackers could .. misrepresent the name ol a filke
- and trick 3 user into downloading an unsalea fe.

o A vudnerabiity that would dlow a Web peoe Lo

improperty invake an applcation instalkad on a
iser"s. System o apen a ik on a 'Wed site.
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Browser Security Check
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Browser security topics

#Cookies

= Cookia mechanian, JunkBuster, P3P
#Privacy

o AnOrTyTniDes
#Mobile code
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Basic Browser Session

Aooumulate session information in URL

Store info across sessions?

#Cookies
= A cookes B 8 e crested by an Intemet Site o
store information on your computer
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Cookie Management
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#Cookie Ownership
= 0 8 OO0k B Sl on your computes, only the
Wl il thal crested the oookie Gn rasd it
#\Variations
» TEmporary Cookies
= Shiwie] unfil o quat Four brsssia
= Persistent Cookie
= Himian w1l o] o Eape
» Thire-party conkies

= Lirymalah on o S0l I0 aresdr Wah Sle




Third-Party Cookies
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#Yahoo! Privacy Center
o ahoo! oorgds mdest of U adverimaments wol Ses=
o However, we also alow ... thind-party ad servers .
I sorye atbveriiserenis
# Bers e your vl Brosseser must request these
Froem the: ad nebwork wed site, hese companies
can send thesr ovwn codkies o your ooakie fle ...
+ Dpting Out of Third-Party Ad Servers
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Example: Mortgage Center
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Cookie issues
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#Problems

» Cpokies maintain record of your Browsing habits
iy ikl i i et & el Sl bridead alaiul iy
o Sites can share thes information (ed., doubledick)
# Brieser attacks could invade sour “privacy™
(5 Pcer 28
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Managing cookie policy via proxy
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#Proooy intercepts request and res
#Mzy modify cookies before sending to Browser
#Can do other checks: filker ads, block sites, atr,

Sample Proxy: JUNKBUSTERS

#Cookie management by policy in cookisfie
o Delauls gl oodkies are sikently orundhed
» Cobions
Allom Coobis otk g Troen CaTant Saless
Bl corsbinis T brovadir’ (but allory o sorein’]
Bl ‘wannilla waliers proaloe
#Block URLs matching any pattern in bloackile
» Dapimphs: pafterm M5 ad ekl
kit S mornatterwhere. oo imadges adweril'g 3487 gif
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Preserving web privacy
#Your IP address may be visible to web sites

= This may revesl your esnployer, ISP, eic.

= ICEn ik achvilies on dilferent stes difTerent Grnes
#5ome mechanisms exist to keep sites from

leaming information abouwt you

= ArciyTiizes

Sovgle fala That hades orgen of wab reguest
= Crowecls
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