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ABSTRACT

The shared nature of Lthe network in Leday’s muolti-Lenant
dalacenters implies Lthal network performance for Lenants
can vary significantly. This applies o bolh production data-
cenbers and cloud environments. Nelwork performance vari-
ability hurls application performanee which makes Lenantl
cosls unpredictable and cases provider revenoe loss. Mo-
tivated by these [actors, Lhis paper makes Lhe case for ax-
tending Lhe Ltenant-provider interface Lo explicitly account
for the network. We argue Lthis can be achieved by provid-
ing Lenants wikh a virtual nelwork connecling their compuie
instances. To this efect, the key contribution of Lhis paper
i the design of virteal neltwork absuractions Lhal capluore
the Lrade-oll bedween Lhe performance guaranbecs oflered Lo
Ltenants, Lheir costs and che provider revenuoe.

T illustrate the feasibilivy of virtoal networks, we develop
Oktopus, a system Lhal implements Che proposed abstrac-
tions. Using realistic, large-scabe simulations and an OkLopas
deployment on a 25-node Lwo-Lier Lestbed, we demonsirate
that the wse of virtual nelworks yields signiflcantly belier
and more predictable lopant performance. Furtbher, using a
simple pricing model, we find Lhat the our abstractions can
redluce Lenant cosks by up Lo T4% while maintaining provider
revenuwe neairality.

Categories and Subject Descriptors: C.23 |[Compuler-
Communication Networks|: Network Operations

General Terms: Algorithms, Design, Performance
Koeywords: Datacenter, Allocation, Virtual Network, Band-
widih

1. INTRODUCTION

The simpliciy of Lhe interface between cloud providers
amnd tenants has signiflcantly contribuved Lo the increasing
popularivy of cloud datacemters ollering on-demand use of
computing resources. “Tenants simply ask for Lhe amound of
compule and storage resources Lhey require, and are charged
o A pray-as-you-go basis.

While attractive and simple, this interface misses a critical
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resource, namely, Lthe (intra-cloud) network. Cloud providers
do nod olfer guaranteed nolwork resources Lo Lenanls. In-
skbead, a tenanl’s compule instanoes (virteal machines o, in
short, VMs) communicabe over Lhe nelwork shared amongst
all Lenants. Consequently, the bandwidih achieved by tral-
Me boltwesn a tenant’s VMs depends on a variely of lac-
Lors oulside Lhe tenant’s control, such as Lthe network load
and placement of the enant’s VMs, and is [urther exacor-
bated by Lhe oversubseribeed nature of dataconier network
Lopologics [14]. Unavoidably, this leads o high wariabilicy
in the performance offered by Lhe closd network 10 a ten-
ant [13,23,24, 30| which, in Lurn, has several negalive conse-
quendces [or bolh tenants and providers.

Unpredictable applicalion performance and lenand mosl. Vark
able network performance i one of the leading canses for un-
predictable application performance in the cloud |30], which
iz a key hindrance Lo clowd adopiion [10.26]. This applics Lo
a wide range of applications rom wser-facing web applica-
Lions |18,3)] Lo transaction processing web applications |21)
and MapHeduce-like data intensive applications [H)L 38|, Fur-
Lher, sinoe tenants pay based on Lhe Lime Lhey occupy Lheir
VMs, and this time & influenosd by the network, Lenands
implicitly end up paying for Lhe network traflle; yol, such
communication is supposedly [mee (hidden cost).

Lamiled clond applicability. The lack of puarantesd network
performano: severely impedes Lhe ability of the clowd Lo sup-
pori varions classes of applications Lhal rely on prediclable
performance. The poor and variable performance of HIMC
and scieptiflle computing applications in the cloed 5 well
documented |[17.5F. The same applies (o dala-parallel ap-
plications like MapRoduce that rely on Lhe nelwork Lo ship
large amounts of data al high rales [38). As a4 matter of
fact, Amaxon’s ChesterCompube [2| addresses Lhis very con-
corn by giving Lenanls, al a high eost, a dedicated 10 Ghps
network with no oversubscriplion.

Imeflictencies tn produciion doloceniers and revenue [oes
The arguments above apply Lo nol jest cloed dalacentons,
bt Lo any datacenter with multiple tlenants ( prodoct groups),
applications (scarch, advertisements, MapReduce), and sor-
vices (HigTable, HIDFS, GFFS). For instance, in produection
datacenters running Mapheducs jobs, variable network por-
formano: leads o poorly performing job schedules and sig-
niflcantly impacis datacenter throughput |731). Also, such
networ k-indueed application unpredictabilicy makes schedul-
ing jobs qualitatively harder and hampers programmer pro-
ductivity, nol Lo mention signiflcant loss in revenae | 7).

These limitations result from the mismaich between Lhe
desired and achioved nedwaork performance by tenants which



huris both tenants and providers. Molivaled by Lhese [ac-
tors, Lhis paper tackles the challenge of extending Lthe in-
terface between providers and Lenants Lo explicitly account
for nelwork resources while maintaining ks simplicity. Our
overarching goal is w allow Lenants Lo express Uheir nedwork
reqquirements while ensuring providers can (lexibly account
for them. To this end, we propose “virteal networks™ as a
means of exposing wenanl requiremncnls W providers. Ten-
ants, apart [rom gelling compute instances, are also ollered a
virtual nelwork conneciing their instances. The virlbeal net-
work isolates Lenant performanes [rom the underlying inlras-
tructure. Such decoupling benefits providers oo they can
moedily their physical topology wilthout impacting enants.

The notion of a virtual nelwork opens up an important
quesiion: What should a wniual neiwork topology look Hike #
(n one hand, the abstractions offered Lo Lenanls must suwil
applicaLtion requirements. On Uhe olher, Lhe abstraction goy-
erns Lthe amount of multiplexing on the underlying physical
network infrastruciure and henes, Lhe number of concurrent
tenants. Guided by Chis, we propose two novel absuractions
that caler Lo application requirements while keeping Lenant
cosls low and provider revenoes atiractive. The (rst, termed
wiriual elusler, provides Lhe ilhsion of having all VMs con-
necied Lo a single, non-oversubscribed (virtual) switch, This
s gearad Lo dats-intensive applications like MapReduee thal
are charactermed by all-to-all tralle patterns. The seoond,
named wrinal oversubecribed clusier, emulates an oversub-
seribeed Lwo-tier cluster thad suits applicalions fealuring local
communicalion pallerns.

The primary coniribulion of iz paper 5 the design of vir-
tual network abstraciions and the exploration of the trade-ofT
between the quaraniecs affered Lo lenant2, he tenand cost and
proadder revenae. We further present OkLopus, a system thal
implements our abstractions. Oktopas maps tenant virtwal
networks w Lhe physical network in an online sedting, and
enforces Lhese mappings. Using extensive simolations and
deployment on a X-node Lestbed, we show Lhal expressing
reqquirements through wvirteal networks enables a symbiotic
relationship belwesn tenanis and providers; Lenanis acheve
bedier and predictable performance while the improved dal-
aconier Lthroughpuat (25 435%,, depending on Lhe absburaction
amnd the workload) increases provider revenuoe.

A key takeaway [mom Okiopus s thal our absiraciions can
be deployed today: they do nol necessilale any changes Lo
tenant applications, nor do Lthey require changes Lo roulers
and swiltches. Further, ollering puaramtesd nelwork band-
width Lo Lenanls opens Lhe door lor explicit bandwidih charg-
ing. Using today’s clowd pricing dala, we find Lhal wirbueal
networks can reduce median Lenant costs by ap Lo T4% while
ensuring revenee neabralicy for the provider.

Omn a more general nole, we arpue Lhal predictable ned-
work performance is a small yet important step Lowards Lhe
broader goal of oflering an explicit cost-versus-performandses
tradeoll Lo tenants in muliFienant datsconbers 36] and
henee, removing an important hurdbe o cloud adoplion.

2. NETWORK PERFORMANCE
VARIABILITY

Notwork performance lor tentants in shared dalacenlers
depends on many [actors beyvond the Lenant’s control: Lhe
vidume and Kind of competing tralie (TCPUDP), place
ment of tenant VMs, ebe. Here, we discuss Lhe extent of net-
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Figure 1: Percentiles |1-25-50-75-99°*) for intra-
clowd network bandwidth observed by past studies.

work performance variability in cloud and production data-
COnLers.

Cloud datacenters. A slew ol recent measurement studies
charactorise Lhe CIPU disk and network performance offered
by cloud vendors, comment on Lhe observed variability and
ils impact on application performance |1:3,23,24 30,35 We
contacied the authors of Lthese studies and summarize Lheir
mcasurements of Lhe intra-cloud network bandwidih, e
Lhe TCP throughput achieved by transfers botween VMs in
Lhe same cloed dalacentier. Figure 1 plois the percentiles (o
Lhe nelwork bandwikith observed in these studies (A |15,
B |30, C-K |23, F-G |35, H |24]). The figure shows Lhat
Lenant bandwidih can vary signiflcantly; by a foctor of floe
or more 40 some sludies (A, B, F and H).

While more work is needed Lo determine the rool-cause
for such bandwidih variations, anecdotal evidence sugpests
Lhat the variability is correlated with system load (EU dal-
acenbers, being lightly leaded, offer betler performance than
US dataconters) [0, 31, and VM placement {eg., VMs in
Lhe same availability zone perform belier Lthan ones in dil
fereml wones) M. Furiher, as mentioned i Section 1, such
network performance variability leads w poor and unpre
dictable application performances | 18,21 30 38|
Production datacenters. Production dataceniers ane ol
Len shared amongst multiple tenants, different | possibly com-
peting) groups, services and applications, and these can sul-
fer [rom performance varation. “To characterioe such vana-
Lion, we analyze data rom a production datacenber running
data analylics jobs, each comprising muolliple Ltasks. This
data iz presented in [T while our resulis are discussed in 8.
Hrially, we [Ind that runtimes of Lasks belonging Lo the same
job vary signiflcantly, and Lhis can sdversely impact job com-
pletion times. While many [ctors conbribute w such vari
ability, our analysis shows Lthal a fir fraction (=20%) of the
variabililty can be directly attributed o variable network
bandwidih. Furither, we lnd that the bandwidih acheved
by Lasks that read data across ceross-rack links can vary by
an order of magnitude.

In summary, we observe signiflcant wvariability in nelwork
performance in both clond and prodection dataceniers. This
negatively impacts application performancs. Evaluakion in
Socton b5 also shows Lhal in bolh sollings, the mismalch
beetwoen required and achieved nelwork performance hurls
datacenter throughput and henee, provider revenue. Sinee
our proposed abstractions cover bolh clowd and production
datacenters, we will henceforth use Che term “muolti-Lenant™
Lo refer Lo bodh.
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Figure 2: Virtual Cluster abstraction.

3. VIRTUAL NETWORK ABSTRACTIONS

In multi-tenant dalaceniors, Lenants request virtoal ma-
chines {VMs) with varying amounts of CPPU, memory and
storage respurces. For ease of exposition, we absbrack away
details of the non-network resources and characierme sach
Lenant request as < N = the number of VMs requested. The
fact Lhal wenants do nod exposs Cheir nelwork requirements
huris both tenants and providers. This motivales the need
Lo extend the Lenanl-provider interface Lo explicitly accountl
for Lthe network. Further, the interface should solate Lenants
from Lhe underlying nedwork infrastrecture and hence, pre-
venl provider lock-in. Such decoupling beneflts Lhe provider
oo, it can complotely alter i infrastructure or physical
Lopsnlogy, with Lenant requests being unallfected and unaware
of such a change. “To this end, we propose virtual nelworks as
a means of exposing lenant nelwork requirements Lo Lhe pro-
vider. Apart from specilying the type and number of Y Ms,
tenanis also specily the virtual network connecting Lhem.

The “wirteal® nature of Lhe network implies Lhal Lhe pro-
vider has a lod of freedom in terms of the Lopology of Lhis
network, and can offer dilferent oplions w Lenants for dil-
ferent cosls. Beyond Lhe overarching goal of maintaining Lhe
simplicily of Lhe nterface beiwoen tenants and providers,
our Lopologies or wrisal network abslimacions are puided by
Lwo design poals:

. Tenond suftabilily. The abstracltions should allow Lenants
Lo reason inan inbuikive way aboul the nelwork perfor-
manee of Lheir applications when running atop Lhe virtaeal
melwork.

2 Provider lextbility. Providers should be able Lo multi-
plex many virtual networks on Lheir physical network.
The greater the amount of sharing possible, the lesser
Lhe Lenanl cosis.

To Lthis allect, we propose Lwo novel absiractions for vir-
tual networks in the following sections.

3.1 Yirtual Cluster

The “Yirtueal Cluster™ abstrsciion is molivaled by the ob-
servalion Lhatl in an enlerprise (or any privale seiling), Lon-
ants wypically run Lheir applications on dedicated clusters
with compute nodes conneclted through Eihernel swikches.
This absiraction, shown in fgure 2, aims Lo olfer Lenants
with a similar setup. With a eirinel clueler, a enanl e
quest < N, B> provides Lhe lollowing Lopology: each Lenantl
machine i connectod Lo a virtual switch by a bidirectional
link of capacity M, resulting in a one-level Lree Lopology. The
virtoal swilkch has a bandwidih of & « M. T'his ensures thal
the virtual nelwork has no oversubscription and the max-
imum rate al which the lenant VMs can exchange dala s
N« B, Howewer, Lhis dala rale is only leasible il the com-
munication matrix for Lthe Lenant application ensures Chal
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Figure 3: Virtual Owversubscribed Cluster abstrac-
tiomn.

each VM sends and receives al rate B Alternatively, if all ¥
Lenant VMs were o sond dala Lo a single destination VM,
Lhe data rale achieved will be limited Lo B

Since a wiriual cusler ollers Lenanks a nelwork with no
oversubscriplion, it s suitable for data-intensive applica-
Lions like Maphedoos and BLAST. For precisely such appli-
cations, Amaxon’s Cluster Compute provides Lenants wilh
compute instanoes conneclied Lhrough a dedicaled 10 Ghps
network with no oversubscription. This may be regarded as
a specific realization of Lhe mriual cduster abstraction with
< N, 10 (Fbpa=.

3.2 Virtual Oversubscribed Cluster

While a network with no oversubscripdion is imperative
for data-intensive applications, Lthis does nol hold [or many
oLher applications [19,34]. Instesd, a lob of cloud bound ap-
plications are siructured in the [orm of components wilh
more Inbra-com ponent communication Lhan inler-componeant
communication |16,25]. A “Yirtual Oversubscribed Cluster™
is better suited lor such cases; iL capilalies on application
struciure Lo redoce the bandwkdith needed rom Lhe under-
Iying physical infrastructure compared Lo virteal clusters,
Lheraby improving provider [exibality and reducing tenant
CiLE.

With a virtsal orersubseribed clusier, a lonant request
<N, B, 5 0> entails the topology shown in Figure 3 Ten-
ant machines are arranged in groups of ske S, resulting in 2
groups. VMs in a group are connecbed by bidirectional links
of capacity Hioa (virtual) group swikch. The group switches
are further connected using a link of capacity B 54-':,‘5 Lo
a {virtual) root switch. The resulting Lopology has no over-
subscriplion lor mlra-group communicalion. However, imLer-
group communicalion has an oversubsceriplion factor £ Lo
Lhe agprogale bandwidih at the VMs & O times grealer than
Lhe bandwidith at the rood swikech. Henece, Lhis abstraction
closely [odlows Lhe structure of typical oversubseribed data-
conler nebworks. Node, howower, Lhal O neilier depends wion
nor requires physioal lopology oversubacriplion.

Compared Lo wirfual clusler, this abstraction does nol of-
fer as dense a connecLivity. However, Lhe maximum data rate
wiLlh this Lopology is still & « B, The localised nature of Lhe
Lenant s bandwidih demands resulting from this abstraction
allows Lthe provider Lo (IL more Lenants on the physical nold-
work. This, as our evaluatlon shows, has Lhe polential Lo
signiflcantly limit tenant costs. By incenlivizing enanls Lo
expose Lhe [lexibility of their communication demands, the



