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ABSTRACT

Active networkz allow their users to injsct
customizsd programs into the nodss of the network An
extreme case, in which we are most interasted. replaces
packets with “capsules” — program fragmenis that are
executed at each network roufer/switch they fraverss.

Active architectures permit a massive increase in the
sopkistication of the computation that iz performsed
within the network  They will enabls new applications,

especially those bazed on application-specific multicazz,
nformation fusion. and other services that lsverags

network-based computation and storags. Furthermovs,
they will accelerate the pacs aof inmovation by
decoupling network servicesr from the underlving
hardware and allowing new zervicss to be loadsd into
the imfrastructure on demand

In thiz paper, we dezcribe our vision of an active
network architschure, ouwtline ouwr approack to itz design,
and swrvey the technologiss that can be brought 1o bear
on itz implementation. We proposs that the research
communily mournt a joirt gffort to develop and deplov a
wide area ActiveNer.

1. INTRODUCTION

Tradihional data networks passrvely transport bats
from one end systemn to another. Ideally, the usar data
1z fransferred opaquely, 1.e., the network 15 mssnsifive
to the bits 1t cames and they are tramsferred between
end svstems without modificaton. The role of
computation within such networks 15 extremely hmited,
&, g header pr-:--:es..—.mg n packet-zwitched networks

and sigraling i commaction-orented networks.

Active Metworks break with tradition by allowme
the network to perform custormzed computahons on the
user data. For example, a user of an active nebwork
could send a customized compression program to a
node within the network (e.g., a router) and request that
the nods execute that program when proceszing their
packets. Thess networks are “actrve™ m two ways:

» Switches perform computations on the user data

flowing throuzh them.

» Indriduals can mject programs mto the network,
thereby talloning the node processing to be user-
and application-specific.

We have 1dentified several architectural approaches
to active networks. Omne approach, which we find
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particularly mmteresting, replaces the passrve packets of
present day ardmev:hrez with active “capsules™ —
mumature programs that are execoted at each router
they traverse. This chanse m architectural perspective,
from passive packets to active capsules,
simultanecusly addresses both of the “actirve”
propertiez deseribed above. WUser data can be
embedded within these mim-programs, m much the
Way a page’s contents are ambedded within a frazment
of PostScnipt code.  Furthermore, capsules can imvoke

pre-defined program methods or plant new ones within
network nodes.

Our work 1z metivated by both technolegy “push”
and uszer “pull”. The technology “push™ 1z the
emergence of “active” technologies, compiled and
mmterpreted, supporting the encapsulation, transfer,
mterposition, and safe and efficient execution of
proegram fragments. Today, active technologies are
applied within mdividual end svstems and above the
and-to-end network laver; for example, to allow Web
servers and clients to exchange program frazments.
Our mmovation 1= to leverage and extend these
technologies for use within the network — mm ways that
will fundamentally chansze today’s model of what 15
“m” the network.

The “pull” comes from the ad hoc collection of

firewalls, Web proxies, multicast routers, mobile
proxies, video gateways, ete. that EI!ﬂ'.‘lI'.I'.‘EI.]JH-EI’d.‘I’.I’-.

computation at nodes “within™ the network., Dezpite
architectural mjunchions against them, these nodes are
flounizhing, sug_e.ﬂ.ti.nr uzer and management demand
for thewr services. We are developing the architectural

support and common programmng platforms to support
the diversity and dynamic deployment requiremnents of

these “mterposed” services. Chur zozl 15 to replace the
mumerous ad hoc approaches to their mmplementation
with a genenc capabibity that allows uszers to program
their networks.

There are three principal advantazes to basing the
network architecture on the exchange of active
programe, rather than passive packets:

+ Exchanring code provides a basis for adaptive

protocols, emabling nicher interactions than the
exchange of fixed data formats.

* Capsules provide a means of mplementing fine
sramed application-specific funchons at
stratepic poimnts within the network.

An earlier version of thiz paper was delrvered dunng the

keynote sezzion of Multimedia Computing and Networkme, San Jose, CA, Jamuary 1996,



» The programmung abstraction provides a
powerful platform for user-drrven customization
of the mfrastrocture, allowms new services to be
deployed at a faster pace than can be sustamed
by vendor driven standardization processas.

Thiz paper presents our vizion of an actrve network
archifecture and the approach we are followinsz towards
the deployment of an operational ActrveMNet. The
actrve network approach opens a Pandora’s box of
safetv, secunty, and resource allocation i1zsues.

Although we do not present a2 complete design, we
identify a2 number of specific research 1ssues, ocuthne

the approach we are followme towards their resolution
and identify the technologies we mtend to leverage.
Our plan 15 to bootstrap a wide area ActvelNat using
similar techmiques to those used by the prototype
MEBONE, 1.e., by locating platforms at stratezic
locations and “tunneling™ throush existing transmmsszion
facilities, such as the Infernat

In the next saction we provide a descnption of zome
of the “lsad user™ applications that motivate an
architecture that facilitates computation within the

network. In section 3, we provide an overview of
active networks, a high-level perspective on how we
propose to arﬂanuetharphﬁi:m and an mtroduction
to the ressarch 1ssues that must be addressed. Section
4 desenibes the “instruction =28 1zzmes aszocizted with
an interoperable programmme medel and how “actree
technologies” can be leveragad to effact the zafe and
effiment evaluation of capsules. We then dizcuss the
management of node resources, such az storage and
link bandwidth, followed by our plan for the
deplovment of a ‘ressarch ActiveMet We realize that

our work challenses some key assumphons that have
smded recent metworking research and so the final

sections of this paper discuss the architectural and
stroctural questions raised by our approach

1. LEAD USERS

Fecently, there has been considerable mtersst in-
agent technologies, which allow mobile code to travel
from chentz to servers; and m Web applets, which
allow mobile code to travel from servers to clients.
Active networks bridge this dichotomy by allowng
applications to dispatch computation to where 1t 15
neaded.

We are encouraged by the observation that a
number of lead uzers have pressing requiraments for the
transparent interposition of computation within the
network. These meclude the developers of:

» Frrewalls, which are typically located at

admmistrative boundaries.

+ Web proses and other zemices, such az DINS
and mulhcast routers, that form strategic vertices
of copy, fusion and cache “trees”.

» MobileT™omadic zateways, placed near the
edeges of the network whare there are sigmficant

discontinurties 1 the available bandwadth, ez,
the basa stations of wireless networks.
Thesze lead applications demonstrate that thers 1z
user “pull” towards achve networks. In the absance of
a ccherent approach to mterposition they have adopted

variety of ad hoc stratepies. In many cazes the
mrerp-::-_-.ed platforms present the facade of network

layer routers, but actually perform application- or user-
specific funchons. Active networks will rationalize
these drvarse achvihies by providing a uwmiform platform
for network-bazsed computahion.

Firewall=

Firewalls implement filters that determine which
packetz should be passed transparently and which
should be blocked. Although thevy have a peer
relationship to other routers, they 1mplement
application- and user- specific funchons, m addihon to
packet routing. The need to update the firawall to
anable the use of new applications 13 an mpediment to
their adoption. In an Active Network, thiz process
could be automated by allowing applications from
approved venders to authenticate themsslves to the
firewall and 1mject the appropnate medules into it

Web Proxies

Web promies are an example of an application-
specific service that 13 taillored to the serving and
caching of World Wide Web pages. Harvest [1]
emplovs a herarchical scheme m which cache nodes
are located near the edges of the nmetwork, 1e., within
the end user orgamizations. This svstem 1= scalable and
could be extended by allowang nodes of the luerarchy
to be located at strategic points wathm the networks of
the access providers and mter-exchange cammiers. An
inferesting problem 15 the development of alzonthms
and tools that automatically balance the hierarchy by
re-positioning the caches themsel es. not just the
cached information. Schemes such az dynamie
hierarchical caching [2] and zecgraphical push-caching
[3] beem to address this 1zsus.

A further arzument 1 faver of usmmeg active
technologies for web cachmg 1z that a zigmficant
fraction of web pages are dymamically computed and
not susceptible to tradibional (pazsrve) caching. This
sugeasts the development of web proxy schemes that
support “active” caches that store and execute the

programe that zenerate web pagss.

AMobile Nomadic Computing

Interposition strategies are used by a number of
researchers addressing mobility. For exampls,
Elemnrock [4] describes 2 “nomadic router™ that 1s
mterpozed between an end system and the network.
Thiz module observes and adapts to the means by

which the end system 1= conneactad fo the network, a2,
through a phone line i a hotel room versus through the

LAY in the home office. It mught decide to perform

more file caching or link compression when the end
syvstem 13 connected through a low bandwadth lnk



and'or mvoke additonal secunty, such as encryphion,
when operatine away from the home office.

Similarly, “nomadic agents and gatewayvs” [4] are
nodes that support mobility. They are located at
strategic peoimnts that bridge networks with wvastly
different bandwidth and reliability characteristics, such
as the junctions betwesn wired and wireless networks.
Apphcation-neutral work on TCP snoopme [3] mmproves
the performance of TCP connections by retaiming per-
connection state information at wireless base stahons.
Apphicahion-specific services performed at sateways
include file caching and the transcoding of 1mages [6].
The InfoPad [7] takes the process even further, by
instanfiating user-specific “pad servers” supporhnz a
ranze of applications, such as voice and hand-writing
recognifion, at mtermediate nodes.

MNew Applicaton Domains

There 1z an untapped ressrvorr of applications that
require sophisticated nefwork-based services to support
the distribution and fusion of mformation. One
promusing direction 1= the development of mulh-point
commumcation strategies that are more flexible than
the emishing IP mmlticast service, which performs a
very limited computation on the user data, 1e.,
copving. Applheation-specific multicast, for example,
would provide the mechamsm to realize the quality of
sarvice filterins suggested mn [8] for videc-conferencing.

Information fusion 1= an example of a2 domamn that
mav leverage mterposed compufation. Applications
such az sensor fusion, simulation and remote
manipulation, allow users to “see” composite mmazes
constrocted by fusing information obtained from a
number of sensors. Fuzing data within the network
reduces the bandwidth requrements at the users, who
are located at the peniphery of the network Placing
application-specific computation near where 1t 1z
needed also addresses latency limrtations by shortenine
the critical feedback loops of mmteractive appheations.

3. ACTIVE NETWORKS

In this section, we provide an overview of active
networks — highly programmable networks that perform
computations on the user data that 1z passing throush
them  We distinpmizsh two approachez to active
networks, discrete and integrated, depending on
whether programs and data are camed discretely, 12,
within separate messages, or 1 an mntesrated fazshion.
Wea then provide a ligh-level descnphion of how actrve
nodes might be orzanized and describe a2 node

programming model that could provide the basiz for
cross-platform mteroperability.

3.1 Programmable Switches — A Dizcrete Approach

The proceszame of meszsagas may be architecturally
sgparated from the businessz of imjecting programs into
the node, with a separate mechamsm for each fimchon
Userzs would send theirr packets through such a

“programmmabla” node much the way they do today.

When a ]:-m:h:et arrrves, 1ts headsr 13 examuned and a
program is dispatched to operate on itz contents. The
program actively processes the packet, possibly
changing 1tz contents. A degree of customized
computation 1= possible because the header of the
message identifies which program should be mun — o o
15 possible fo arrange for different programs to be
axecuted for different users or applications.

The separation of program execution and lcading
might be valuable when 1t 1= desirable for program
loading to be carefully controlled or when the
mndrviduaal programs are relatrvel large. Thiz approach
1z used, for exampls, m the Intellizent Network being
standardized by CCITT. In the Internet, program
loading could be restricted to a router’s operator who 1s
furnished with a “back door™ through which they can
dyvnamacally load coede. This back door would at
minimum authenticate the operator and mught also
perform extensive checks on the code that 1= being
loaded. Note that allowmg operators to dymamucally
load code mmfo their routers would be useful for router
extensibility purposes, even if the programs do not
perform appheation- or user-specific computations.

3.2 Capzulez — An Integrated Approach

A more extreme view of active networks 1z ons mn
which every message 15 2 program. Every message, or
capsule, that passes between nodes contamns a program
fraement (of at least one mstruction) that may meluda
embedded data. When a capsule amves at an active
node, itz contents are evaluated, 1 much the zame
way that a PostScnpt printer ZiJ]‘I:EI!'pI!’E‘tE the contents of
aach file that 1= zent to it

Figure 1 provides a conceptual view of how an
active node might be orgamized. Bits amving on
mecoming links are processed by a2 mechamizm that
1dentifies capsule boundaries, possibly uszmg the
framing mechamsms provided by tradihional hink layer
protocals. The capsule’s contents are dispatched fo a
tranzient execotion environment where they can safaly
be evaluated We hypothesize that programs are
composed of “primutive” imstructions, that perform
basic computations on the capsule contents, and can
also mmvoke externmal “methods”, which mayv provide
access to resourcez external te the transzient
anvironment. The execohon of a capsule results m the
scheduling of zaro or more capsules for transmission on
the cutzoing links and may change the non-transient
state of the node. The fransient amvironment 1s
destroved when capsule evaluation temminates.

3.3 Programming With Capsules

Our distinchion betwsen the discrete and mtesrated
approaches 15 one of perspective, primanly useful as a
baziz for comparing two wayvs of thimkmmg about
networks and therr programming. In practical farms. a
network based on the mmtegrated approach could be
programmed to emulate the discrete approach and
vice-versa. Monetheless, we are mtnigued by the



