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Abstrace— An ad hor wirelezsz network 1z amn an-

tonomou: zelf-organminge system of mobile nodes con-
nected by wirelezs links where nodes not in direct range
communicate via intermediary nodez. Routing in ad hoe
networks 1z a challenging problem az a rezult of highly
dynamic topology az well az bandwidth and energy
constraintz. In addibion, zecurity 1z critical m theze
networks due to the acceszibihity of the shared wirelezz
medinm and the cooperative nature of ad hoc networks.
However, none of the exizting roufing alsorithmsz can
withztand a dvnamic proactive adverzarial attack, The
routing protocol presented im thiz work attemptz to
provide throushput competitive route zelection against
an adapirve adverzary. A proof of the conversence time
of our algorithm iz prezented az well az preliminary
simulation results.

I. BACKGROUND

The bazic service offered by every node m an ad-
hoc network 13 that of rowing packeiz from their
source to their ultimate destination. In general, rout-
ing protocols are susceptible to a wide vanety of
attacks. For example. a malicious node may perform a
demal of service attack by selectively jamming some
areas of the network.

A preat deal of work haz been done m terms
of puaranteeing practical secunty considerations
exizting network protocols (zee descniphion of existing
work provided in Section II). In practice, adversarial
attacks observed and documented m ad hoc networks
might not be overly sophisticated. The ease of access
to the medium has allowed extremely basic attacks
to causze a preat deal of damape Consequently, such
attacks can be thwarted by simple vet effective meth-
ods.

Existing work in the literature conzidered a mumber
of strong adversarv models. For example, [1] connd-
ers a random fault pattern; [1] deals with a static fanlt
pattern and [3] deals with an obiiviens (non-adaptive)
pattern.

Our goal 1z to design routing protocels for net-
works that are provably telerant of arbitrary adapiive
DO5 attacks. The adversary that we will conzider

selectively attacks packetz on 2 given node or lmk.
Thiz adversary benefits from kmowledge of the fraffic
pattern (ncluding packet contents); this includes all
current traffic and all past traffic hostory,

Az a result, the algonthms and analysis techniques
used m the previcus work will not apply. Existing
methods that do mot ignore sophisticated adaptive
attacks erther uze brute force (Hooding) or assume
the existence of some trusted servers or routers (zee
section IT). We do not wish to make such resinicting
assumptions. As a result, the fask of designing a
throughput competitve routing alzomthm 1z much
harder.

It may that our adversarial routing model
may lead to impractical algorithms i bempn (non-
adversanal) sethngs. However, routing algenthms
similar to the one studied here were developed
and tested in real network emironments by Bntish
Telecomm and NTT for both wired and wireless
networks with supenor results [6], [20], [9], [7], [17].
[18], [3]. [10]). AniNet, a particular such alporithm
was tested in routing for data commmumication net-
works [6]. The alzorithm performed better than OSPF,
distributed Bellman-Ford with varnous dynamic met-
ncs, and vanous modifications of shortest path wath
a dyvnamic cost metnc [4], [17].

Ouwr coniributfion: \We propoze a new algomthm
for adaptrvely selechnz routing paths m a network
with dynamic adversanal edge falures, and we give
a nigorous mathematical analyvaiz of ths algonthm,
proving that itz packet loss waill match the mimmal
cumulative lozs of any path, up to an addrinve error
which 1= sublinear n the number of inals. The general
framework we propose 1z appropnate for analyzing
routing protocols for networks operating under the
exiremely strong adversanal model specified above.
such strong models have not been comsidered n
the Interature fo the best of our kmowledpe. In fact,
adaptive dynamic demal of service attacks are suf-
ficient to break most existing algonthmic work. (In
section I, we bnefly descnbe why DoS attacks are
s0 devastating )



What distmpmshes the presemt work 13 our m-
sistence on proving that under completely arbitrary
adversanal behavier, with essentially no assumphons
about the nefwork, the packet lozs of our protocel wall
eszentially match the mimal cumulative leoss (1.e,
sum of losses of mdridual links) of any path. While
it may seem counter-inturtive that such a goal can be
achieved, the key 13 that although we assume an ar-
brirary dyramic adversary, we compare the algonthm
against the best sfaric path; if the adversary works
hard to damage the alzonthm’s throughput, it must
necessarily mmflict a large cumulative losz on every
path i the network.

At this point, one could debate whether such so-
phusticated adversanes are ever gomng to surface m
reality, or whether they are onlv monsters m our
imagination. Our counter-arpument 13 that if, as we
theorize, ubiquitous wireless networks become the
underlying fabric that binds our society together, we
cannot afferd not to plan against an adversary with
arbitrary powers.

The rest of thiz paper 1= orgamzed az follows.
In Sections II and II, we review zome of the ex-
isting work m thiz area and survey some of the
challenges which illusirate why our problem 13 not
solved by smmpler approaches. In Sections IV we
outhne the mam ideazs underlying ouwr algenthm,
which 1z specified precizely m Section V, analvzed
mathematically m Section VI, and expermmentally
tested in Sechon VII. The algonthm comtams some
tunable parameters, e.g. a “zampling rate” 4 and a
“learnimg rate™ 4. Adjusting /7 allows one to smoothly
interpolate between the preedy alpomthm (7 near 0)
and algorithmsz which are less responsme but more
robust against an adaptive adversary (7 near 1). The
mathematical analysiz m Sechon VI mdicatez that
setiing /7 verv close to | guarantees good performance
against an arbitrary adaptive adversanal attack; how-
ever in many circumstances (e.z. random edge fail-
wres) greedy approaches achieve faster convergence,
which leads one to expect supenior performance from
a zsmaller value of 4 m such circumstances. These
theoretical considerabions are substanhiated by the
experiments in Section VII, where the algenthm is
tested in a vanety of network topologies with random
edge falures. and smaller values of 7 mdeed achieve
faster comvergence.
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II. EX1sTING WORE

al Algorithmic Work: The only algonthmic re-
sults that possibly work under this strong adversanal
model are based on a computational learming frame-
work [12], [8]. Near optimal learning algorthms, with
reliable global irgformation for finding a shortest path
m a graph, where at each time a different own cost
13 aszigned to each edge, were studied m [12], [8];
theze solutionz have an exponential computational
overhead Schemes with polynomial computational
overhead were recently supgested by [21], [11]. The
soluhions m [12], [8] and [21], [11] correspond to
“lmnk-state™ routing, and the caze where the adversary
can only exercize dymamic DOS attacks, but cannot
cheat Byzantine behavior causes such algonthms to
collapse. Most recently, “on-demand™ routing apamst
an oblivieus adversary was suggested in [3]. In this
model, an adversary cannot cheat and the pattern of
cheafing and blocking 15 azsumed to be oblrious, 1.,
this work does not handle dymamic DOS attacks.

b Reinforcemermt Learning: The “Swarm In-
telligence”™ paradigm 13 an approach to roufing m
distnbuted networks of cooperative agents, mnspired
by studving the process by which swarms of ants
comverge to the ophmal route to a food source by
progreszively reinforcing the successful paths using
pheromone secretions. Interest i applications of ant-
bazed routing in mobile ad-hoc networks (MANETS)
haz nzen, and many recent papers have addreszed
the subject [14], [4]. Gunes et al [15] considers an
ant-based approach to routng in MANETs, with a
completely reactrve alponthm Marwaha et al. [16]
studies a hybnd approach uwsing both AQDV and
reaciive ant-based exploration. Baraz et al [4] de-
scribes a2 new algonthm that utilizes the inherent
broadcast nature of wireless networks to multicast
control and zignalmp packets (ants). ARAMA [14]
uses an analogous approach Work on the Swarm
Intellipence paradipm iz desenbed m [13], [6], [20],
[91. [71. [17]. [18], [3]. [10], [14]. [4].

III. BEsEARCH CHALLENGES

¢} Past performance is no guaraniee of futiure
success: The problem iz that we are making decizions
n an cnlme environment, where the online algonthm
needs to forward packetz by zelecting routezs while
hawving only information regarding past packets, and
ne mfermation regarding the fohwre condibons. We
make no assumptions about the adversary’s behavior



or the sequence of fault pattemns generated. Moreover,
it 15 alzo assumed that there mayv be a powerful ad-
versary generating the worst poszible mput sequence
for the online algorithm A fimdamental question
regarding online algonthms 15 how to evaluate their
performance. It 15 rare, and m some cases outright
impossible that one determumistic algonthm abwvays
outperforms another determimishc algonthm. One
clazszical method has been o assume a model where
the future resembles the past (Le. a sfochastic model)
regarding packet loszes, and compare the performance
of different alponthms on the same model. However,
in an adverzanal settng, there 15 no reason why the
adversary should follow the mlez of any parhicular
stochastic model. If anything, a malicious adversary
will do exactly the the opposife of what our model
would predict. (There iz no reazon to hope that the
adversary will not lmow cur model )

One may be tempted to think that comvergmg to
the best fixed route may be easily accomphshed by
uhilizing a “greedy” heunstic: keep track of past emor
rates on different links, and simply select the path
with the smallest overall failure rate, namely the sum
of the falure rates of 1tz links. For example, existing
work on routing in overlay networks, such as RON
[1] nns a greedy stratery for windows of a specific
zize. The mnhntion 13 very sirong: extrapolate the past
fallure pattern mto the fiture. Thiz may work if the
fallure pattern 1z static or if there 1z a stahistical
model of faillures. However thiz methed wall fail quite
spectacularly in the case of dynamic adversanes. For
example, consider 100 ophons for choosmp a relay
point between the sender and recerver, which define
100 different paths. At fime z, path : (module 100) 1=
under the conirol of the adversary, and 15 failling all
packets; at all other times the path 1z perfect The
sreedy algonthm will always pick the worst path
even though at any moment mn time only 1% of the
paths are faulty.

To zee the principal flaw m thizs greedy strategy,

consider the performance of an imvestor who tries to
follow the best performing stock on the stock market,
with the nave azsumption that “past performance 15 a
suarantee of future resuliz ™ In fact n an adversanal
zetiing (e.p. the stock market) 1t may very well be the
case that past performance comrelates negaiively with
future results, and algorithms must not be fooled mto
thiz easy trap.

d) Our path seleciion must withsiand competi-
iive analysis: In general, there may not be an 1deal

fanlt-free path, but vet we can define the best path
m terms of accumulated lozs on that path. Cur poal
13 to make path selechions, such that our overall
performance 13 comparable to that of the “best path ™

Our goal 1z thus to find a robust randomized algo-
rithm that works well on all mputs, in the sense that
the expected behavior of our algorithm i1s comparable
to the optimum fixed path on each mput. The goal of
this paper 13 to introduce novel routing algorithms for
route selection m an adversanal emvironment that are
provably opiimal in the zense that the total number of
messages lost in our algonthm exhibit a very small
additive gap with respect to the opfimmwm presciern
route aszignment. The optimum assignment 13 made
with complete Imowledge of the adversary’s achons
m the past, present, and future, and has mfinite com-
putational power. The only restrichon on the optimum
route 15 that 1t must change semewhat less frequently.
The loss of performance of the alzorithm that we are
seelong should be based on competitive analvais [19].
We compare the performance of our online algenthms
to the best stafic offline zelechon. Namely the offiine
algorithm zelectz a fixed path and uses 1t dunng all
time steps. Our results bound the difference (referred
to mn the hiterature as regrer) between the cost of the
best static offline selection and our online algorthms.

For example, consider a wireless network with 200
uszers, 1000 potenhal wireless links, and at least ome
fixed path of 7 hops between szender and recerer
that has an average link fault rate of 0.01 %, Le
00.00% of the time the whole path 1z relhiable. The
only problem iz to select one out of around 200
possible paths, while only having mformation about
past experiments over theze paths. In this caze, cne
can construct a counter-example in which the greedy
algorithm may mever succeed in delrvering a single
message, Le. It has a 100% fault rate, m spite of
always selecting the best of the 2007 paths so far!
The explanation for this counter-mburtive fact 13 that
any deterrmimstic algonthm can be eazily fooled by
an adversary, forcing 1t to pick a path that always
fals.

In contrast, the “competiive” randomized algo-
rithm that we are seelang should be able to “zero
m”~ on the reliable path or at least pet comparable
performance. The algorthm we are seelang should
puarantee, for any adversanal behavior (zubject to the
adversary’s “pledge” to keep some path of length 7
hops being 50 99% reliable on each link), a fault rate
of just below 7-0.01% — 0.07% over long sequences.



