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RSA (Rivest, Shamir, Adelman) N

- A dominant public key algorithm
— The algorithm itself is conceptually simple
— Why it Is secure Is very deep (number theory)

— Use properties of exponentiation modulo a product of
large primes

"A method for obtaining Digital
Signatures and Public Key
Cryptosystems®, Communications
of the ACM, Feb., 1978 21(2)
pages 120-126.
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PENNSTATE

RSA Key Generation =

+ Pick two large primespand q 1. p=3, g=11
+ Calculate n = pq

- Pick e such that it is relatively g ;;i{g) 1=1 (Zﬁ%) - 20
prime to phi(n) = (@-N)(>-1) 4 £ -7 6CD(20.7) = 1
— “Euler’s Totient Function” | “Euclid’s Alg-::lrit:hm”
* d~=e1mod phi(n)
or 5. d=7-1 mod 20
de mod phi(n) = 1 d=7mod20 =1
d=23
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