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The Andrew File System (AFS)

The Andrew File System was introduced by researchers at Carnegie-Mellon

University (CMU) in the 1980°s [H+88]. Led by the well-known Profes-
sor M. Satyanarayanan of Carnegie-Mellon University (“Satya”™ for short),
the main goal of this project was simple: scale. Specifically, how can one
design a distributed file system such that a server can support as many
clients as possible?

Interestingly, there are numerous aspects of design and implementa-
tion that affect scalability. Most important is the design of the protocol be-
tween clients and servers. In NF5, for example, the protocol forces clients
to check with the server periodically to determine if cached contents have
changed; because each check uses server resources (including CPU and
network bandwidth), frequent checks like this will limit the number of
clients a server can respond to and thus limit scalability.

AF5 also differs from NFES in that from the beginning, reasonable user-
visible behavior was a first-class concern. In NF5, cache consistency is
hard to describe because it depends directly on low-level implementa-
tion details, including client-side cache timeout intervals. In AFS5, cache
consistency 15 simple and readily understood: when the file is opened, a
client will generally receive the latest consistent copy from the server.

AFS Version 1

We will discuss two versions of AFS [H+88, 5+85]. The first version
(which we will call AF5v1, but actually the original system was called
the ITC distributed file system [5485]) had some of the basic design in
place, but didn’t scale as desired, which led to a re-design and the final
protocol (which we will call AF5v2, or just AFS) [H+88]. We now discuss
the first version.

One of the basic tenets of all versions of AFS is whole-file caching on
the local disk of the client machine that is accessing a file. When you
open () a file, the entire file (if it exists) is fetched from the server and
stored in a file on your local disk. Subsequent application read () and
write () operations are redirected to the local file system where the file is
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49.2

OPERATING
SYSTEMS
[VERSION 0.80]

Testhuth Test whether a file has changed
(used to walidate cached entrieszs)
GaetFileStat zat the stat info for a file

Fetch Fetch the contents of file

Store Store this file on the searver
SetFilestat Set the stat info for a file
ListDir List the contents of a directory

Figure 49.1: AFSv1 Protocol Highlights

stored; thus, these operations require no network communication and are
fast. Finally, upon close (), the file (if it has been moditied) is flushed
back to the server. Note the obvious contrasts with NES, which caches
blocks (not whole files, although NF5 could of course cache every block of
an entire file) and does so in client memory (not local disk).

Let's get into the details a bit more. When a client application first calls
open (), the AFS client-side code (which the AFS designers call Venus)
would send a Fetch protocol message to the server. The Fetch protocol
message would pass the entire pathname of the desired file (for exam-
ple, /home/remzi/notes.txt) to the file server (the group of which
they called Vice), which would then traverse the pathname, find the de-
sired file, and ship the entire file back to the client. The client-side code
would then cache the file on the local disk of the client (by writing it to
local disk). As we said above, subsequent read () and write () system
calls are strictly local in AFS (no communication with the server occurs);
they are just redirected to the local copy of the file. Because the read ()
and write () calls act just like calls to a local file system, once a block
is accessed, it also may be cached in client memory. Thus, AFS also uses
client memory to cache copies of blocks that it has in its local disk. Fi-
nally, when finished, the AF5 client checks if the file has been modified
(i.e., that it has been opened for writing); if so, it flushes the new version
back to the server with a Store protocol message, sending the entire file
and pathname to the server for permanent storage.

The next time the file is accessed, AFSv] does s0 much more effi-
ciently. Specifically, the client-side code first contacts the server (using
the TestAuth protocol message) in order to determine whether the file
has changed. If not, the client would use the locally-cached copy, thus
improving performance by avoiding a network transfer. The figure above
shows some of the protocol messages in AF5v]. Note that this early ver-
sion of the protocol only cached file contents; directories, for example,
were only kept at the server.

Problems with Version 1

A tew key problems with this first version of AF5 motivated the de-
signers to rethink their file system. To study the problems in detail, the
designers of AF5 spent a great deal of time measuring their existing pro-
totype to find what was wrong. Such experimentation is a good thing;
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TiP: MEASURE THEN BUILD (PATTERSON'S LAW)
One of our advisors, David Patterson (of RISC and EAID fame), used to
always encourage us to measure a system and demonstrate a problem
before building a new system to fix said problem. By using experimen-
tal evidence, rather than gut instinct, you can turn the process of system
building into a more scientific endeavor. Doing so also has the fringe ben-
efit of making you think about how exactly to measure the system before
your improved version is developed. When you do finally get around to
building the new system, two things are better as a result: first, you have
evidence that shows you are solving a real problem; second, you now
have a way to measure your new system in place, to show that it actually
improves upon the state of the art. And thus we call this Patterson’s Law.

measurement is the key to understanding how systems work and how to
improve them. Hard data helps take intuition and make into a concrete
science of deconstructing systems. In their study, the authors found two
main problems with AF5v1:

« Path-traversal costs are too high: When performing a Fetch or Store
protocol request, the client passes the entire pathname (e.g., /home /
remzi/notes.txt)tothe server. The server, in order to access the
file, must perform a full pathname traversal, first looking in the root
directory to find home, then in home to find remzi, and so forth,
all the way down the path until finally the desired file is located.
With many clients accessing the server at once, the designers of AF5
found that the server was spending much of its CPU time simply
walking down directory paths.

¢ The client issues too many TestAuth protocol messages: Much
like NF5 and its overabundance of GETATTR protocol messages,
AF5v] generated a large amount of traffic to check whether a lo-
cal file (or its stat information) was valid with the TestAuth proto-
col message. Thus, servers spent much of their time telling clients
whether it was OK to used their cached copies of a file. Most of the
time, the answer was that the file had not changed.

There were actually two other problems with AF5v1: load was not
balanced across servers, and the server used a single distinct process per
client thus inducing context switching and other overheads. The load
imbalance problem was solved by introducing volumes, which an ad-
ministrator could move across servers to balance load; the context-switch
problem was solved in AF5v2 by building the server with threads instead
of processes. However, for the sake of space, we focus here on the main

two protocol problems above that limited the scale of the system.
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