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ABSTRACT

A security evaluation of Multics for potential use as a
two-level (Secret / Top Secrel) sysiem in the Air Force
Daita Services Center (AFDSC) is presented. An overview
15 provided of the present implementation of the Muliics
Securily controls. The report then details the results of a
penetration exercise of Multics on the HIS 645 compuier.
In addition, preliminary resulls of a penetration exercise
of Multics on the new HIS 6180 computer are presenied.
The report concludes that Muliics as implemented today
5 not certifiably secure and cannol be used in an open
use multi-level system. However, the Multics security
design principles are significantly better than other con-
temporary sysiems. Thus, Multics as implemenied foday,
can be used in a benign Secret f Top Secref environmeni.
In addition, Multics forms a base from which a certifiably
secure open use mulli-level system can be developed.

1 INTRODUCTION

1.1 Status of Multi-Level Security

A major problem with computing systems in the mili-
tary today is the lack of effective multi-level security con-

trols. The term multi-level security controls means, in the
most general case, those controls needed to process sev-
eral levels of classified material from unclassified through
comparimented top secret in a multi-processing multi-user
computer system with simultaneous access to the system
by users with differing levels of clearances. The lack of
such effective controls in all of today’s computer operat-
ing systems has led the military to operate compulers in a
closed environment in which systems are dedicated to the
highest level of classified material and all users are re-
quired to be cleared to that level. Systems may be
changed from level to level, but only after going through
very time consuming cleanng operations on all devices in
the system. Such dedicated systems result in extremely
inefficient equipment and manpower utilization and have
often resulted in the acquisition of much more hardware
than would otherwise be necessary. In addition, many

operational requirements cannot be met by dedicated sys-
tems because of the lack of information sharing. It has
been estimated by the Electronic Systems Division (ESD)
sponsored Computer Security Technology Panel [10] that
these additional costs may amount to $100,000,000 per
year for the Air Force alone.

1.2 Requirement for Multics

Evaluation

This evaluation of the secunty of the Multics system
was performed under Project 6917, Program Element
64708F to meet requirements of the Air Force Data Ser-
vices Center (AFDSC). AFDSC must provide responsive
interactive time-shared computer services to users within
the Pentagon at all classification levels from unclassified to
top secret. AFDSC in particular did not wish to incur the
expense of multiple computer systems nor the expense of
encryption devices for remote terminals which would oth-
erwise be processing only unclassified matenal. In a sepa-
rate study completed in February 1972, the Information
Systems Technology Applications Office, Electronic Sys-
tems Dhivision (ESIVMCI) identified the Honeywell Mul-
tics system as a candidate to meet both AFDSC’s mult-
level security requirements and highly responsive advanced
interactive time-sharing requirements.

Security

1.3 Technical Requirements for Multi-Level
Security

The ESD-sponsored Computer Security Technology
Planning Study [10] outlined the security weaknesses of
present day computer systems and proposed a development
plan to provide solutions base on current technology. A
brief summary of the hindings of the panel follows.

1.3.1  Insecunty of Current Systems

The internal controls of current computers repeatedly
have been shown insecure though numerous penetration
exercises on such systems as GCOS [9]. WWMOCCS

GCOS |8, 18], and IBM O5/360/370 [16]. This insecunty
15 a fundamental weakness of contemporary operating sys-

* This articks 15 a repnnt of a techmical report [19] published 1n June 1974, The program hstings from the appendices have been omitted, due to space
constramnts. The text has been retyped and the hgures redrawn, but wath no substantive changes. The references have been updated, as some were not yet

i final form in 1974,



tems and cannot be comected by “patches”, “hx-ups”, or
“add-ons” to those systems. Rather, a fundamental re-
implementation using an integrated hardware/software
design which considers secunty as a fundamental re-
quirement 15 necessary. In particular, steps must be taken
to ensure the correciness of the security related portions
of the operating system. It 15 not sufficient to use a team
of experts to “test” the secunty controls of a system.
Such a “figer team”™ can only show the existence of vul-
nerabilities but cannot prove their non-existence.
Unfortunately, the managers of successfully penetrated
computer systems are very reluctant to permit release of
the details of the penetrations. Thus, most reports of
penetrations have severe (and often unjustified) distribu-
tion restnictions leaving very few documents in the public
domain. Concealment of such penetrations does nothing
to deter a sophisticated penetrator and can in fact impede
technical interchange and delay the development of a
proper solution. A sysiem which contains vulnerabilities
cannot be protected by keeping those vulnerabilities se-

cret. It can only be protected by the constraining of physi-
cal access to the system.

1.3.2 Heference Monitor Concept

The ESD Computer Security Technology Panel intro-

duced the concept of a reference monitor. This reference
monitor is that hardware/software combination which

must monitor all references by any program to any data
anywhere in the system to ensure that the secunty rules
are followed. Three conditions must be met to ensure the
security of the system based on a reference monitor.
a. The monitor must be tamper proof.
b. The monitor must be invoked for every reference
to data anywhere in the system.

c. The monitor must be small enough to be proven
correct.

The stated design goals of contemporary systems such
as GCOS or O5/360 are to meet the hirst requirement (al-
beit unsuccessfully). The second requirement 15 generally
not met by contemporary systems since they usually in-
clude “bypasses” to permit special software to operate or
must suspend the reference monitor to provide address-
ability for the operating system In exercising ils service
functions. The best known of these is the bypass in
05/360 for the IBM supplied service aid, IMASFZAP

(SUPERZAP) |2]. Finally and most important, current
operating systems are so large, so complex, and so0 mono-
lithic that one cannot begin to attempt a formal proof or
certification of their correct implementation.

1.3.3  Hypothesis: Multics is "Securable”

The computer security technology panel identified the
general class of descriptor driven |:|-|'1:n-c:1;::?.:-'.-l:nrs1 as extremely

| Descnptor dnven processors use some form of address translation
though hardware interpretation of descnptor words or regsters. Such

useful to the implementation of a reference monitor. Mul-
tics, as the most sophisticated of the descnptor-driven sys-
tems currently available, was hypothesized to be a poten-
tially securable system: that is, the Multics design was suf-
ficiently well-organized and oriented towards security that
the concept of a reference monitor could be implemented
for Multics without fundamental changes to the facilities
seen by Multics users. In particular, the Multics nng
mechanism could protect the monitor from malicious or
inadvertent tampering, and the Multics segmentation could
enforce monitor mediation on every reference to data.

However, the question of certifiability had not as yet been
addressed in Multics. Therefore the Multics vulnerability
analysis described herein was undertaken to:
a. Examine Multics for potential vulnerabilities.
b. ldentify whether a reference monitor was practical
for Multics.
c¢. ldentify potential interim enhancements to
Multics to provide security in a benign (resincted
Access) environment.

d. Determine the scope and dimension of a
certification effort.

1.4 Sites Used

The vulnerability analysis descnibed herein was carried
out on the HIS 645 Multics Systems installed at the Massa-
chusetts Institute of Technology and at the Rome Air De-
velopment Center. As the HIS 6180, the new Muliics
processor, was not available at the time of the study, this
report will descnibe results of analysis of the HIS 645 only.
Since the completion of the analysis, work has started on
an evaluation of the security controls of Multics on the HIS
6180, Preliminary results of the work on the HIS 6180 are
very briefly summanzed in this report, to provide an under-
standing of the value of the evaluation of the HIS 645 in
the context of the new hardware environment.

2 MULTICS SECURITY CONTROLS

This section provides a bnief overview of the basic Mul-
tics secunty controls to provide necessary background for
the discussion of the vulnerability analysis. However, a
rather thorough knowledge of the Multics implementation
15 assumed throughout the rest of this document. More
complete background malerial may be found in Lipner
[21], Saltzer [25], Organick [22], and the Multics
Programmers’ Manual [4].

The basic security controls of Multics fall into three ma-
jor areas: hardware controls, software controls, and proce-
dural controls. This overview will touch briefly on each of
these areas.

systems include the Burroughs 6700, the Dhgital Equipment Corp.  PDP-
I 1745, the Data General Nova 840, the DEC KI-10, the HIS 6180, the
IBM 37(V138 and 168, and several others not hsted here.



2.1 Hardware Security Controls

211 Segmentation Hardware

The most fundamental security controls in the HIS 645
Multics are found in the segmentation hardware. The
basic instructions set of the 645 can directly address up to
256K’ distinct segments’ at any one time, each segment
being up to 256K words long.! Segments are broken up
into 1K word pagf:ss which can be moved between pn-
mary and secondary storage by software, creating a very
large virtual memory. However, we will not treat paging
throughout most of this evaluation as it i1s transparent to
security. Paging must be implemented correctly in a se-
cure system. However, bugs in page control are generally
difficult to exploit in a penefration, because the user has

little or no control over paging operations.
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Figure 1. Segmentation Hardware

Segments are accessed by the 645 CPU through seg-
ment descriptor words (SDW's) that are stored in the de-
scriptor segment (DSEG). (See Figure 1) To access
segment N, the 645 CPU uses a processor register, the
descriptor segment base register (DBR), to find the
DSEG. It then accesses the Nth SDW in the DSEG to
obtain the address of the segment and the access nghis
currently in force on that segment for the current user.

2 IK = 1024 umts.
3 Current software table sizes restnict a process to about 1000 segments.

However, by increasing these table sizes, the full hardware potennal
may be used.

4 The 645 sofiware restncied segments w0 64K words for efhiciency
reasons.

5 The 645 hardware also support 64 word papes which were not used.
The 6180 supports only a single page size which can be vaned by held
modificabon from 4 words to 4096 words. Imbally, a size of 1024
words 15 being used. The supervisors on both the 645 and 6180 use
unpaged scgments of length O mod &4,

Each SDW contains the absolute address of the page ta-
ble for the segment and the access control information.
(See Figure 2.) The last 6 bits of the SDW determine the
access righis to the segment - read, execute, wrile, etc.”
Using these access control bits, the supervisor can protect
the descriptor segment from unauthornzed modification by
denying access in the SDW for the descriptor segment.

0 17 (18 29| 30 3 32 [ 33 35|

ADDR | OTHER | WRITE | SLAVE | OTHER | CLASS
PERMIT | ACC.

Meaning of CLASS field
0 =FAULT
1=DATA

2 =SLAVE PROCEDURE

3 =EXECUTE ONLY

4 = MASTER PROCEDURE

5, 6,7 = ILLEGAL DESCRIPTOR

Figure 2. SDW Format

21.2 Master Mode

To protect against unauthonzed modification of the
DBR, the processor operates in one of two stales — master
mode and slave mode. In master mode, any instruction
may be executed and access control checks are inhibited.’
In slave mode, certain instructions, including those which
modify the DBR, are inhibited. Master mode procedure
segments are controlled by the class held in the SDW.
Slave mode procedures may transfer to master mode pro-
cedures only through word zero of the master mode proce-
dure to prevent unresiricted invocation of privileged pro-
grams. [t 1s then the responsibility of the master mode

software to protect itsell from malicious calls by placing
suitable protective routines beginning at location zero.

2.2 Software Security Controls

The most outstanding feature of the Multics security
controls is that they operate on basis of “form™ rather than
the classical basis of “content”. That is to say, the Multics
controls are based on operations on a uniform population

of well defined objects, as opposed to the classical controls
which rely on anticipating all possible types of accesses
and make security essentially a battle of wits.

221 Protection Rings

The primary sofiware secunty control on the 645 Mul-
tics system 1s the nng mechanism. It was onginally postu-
lated as desirable to extend the traditional master/slave
mode relationship of conventional machines to permit lay-
ering within the supervisor and within user code (see Gra-

& A more detmled descnpoon of the SDW format may be found in the 645
processor manual [11].

7 The counterpart of master mode on the HIS 6180, called pnvileged
miade, does not inhnbit access control checking.



