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Mumber Theory: Applications

Rresults from Number Theory haee conntiess applications im
mathematics as well a5 in practical applicatsons including scourity,
memory managemont, authentication, coding theory, et We will
only cxamine (in breadth) a fow hese.

* llash Funchions (Sect. 3.4, p. A5, Dample 7)

= Pscudorandom Mumbeors (Sect. 3.4, p. 208, Dample 8)

= Fast Anthmetic Operations (Sect. 3.6, p. 223)

*= Lincar comgruences, CR.T., Oryptography (Sect. 3.6 & 3.7)
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Hash Functions |

Some notation: £, — {0,01,2,....m 2.m 1]
Dcfine a hash fonction b : & &, as

A{k] — k mod m

That &, & maps all integers inko 3 sshset of 9ze m by computing
the remainder of k/'me

MNotes




Hash Functions |l

In general, a hash fumction should have the following propertics

= It musst be casily computable

* |t showld distribuste: items 25 cvenly a5 possible among all
walues addresses. To this end, m s u=sally chosen to be 2
primec number. [t is also common practice to define a hash

fumction that i dependent on cach bit of a ey
= It must be an onto function (surjectrec).

| ashing & 50 usrful that mamy languages have support for hashing
(perl, Lisp, Python).
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Hash Functions Il

| bowerwer, the function is clearly not one-to-one. 'When two
dlements, x3 / 3 hash to the came value, we cll it 2 coflison

There are many methods to resobee collisons, here aee just 3 fiow.

= Open |lashing (aka separate chainimg) — cach hash address &
the head of a linked list. When collisons ooour, the new key is
appendod to the end of the list

= Closed |lashing (aka open addresang] — when collisions occur,
wr: attempt to hash the item into an adjacent hash address
This & known a5 fincar probing.
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Peeudorandom Numbers

Many apphations, asch a5 ardomized algonthms, reguire that we
hawe acoess to a random source of information (random nembers).
| bowever, there is not traly ramdom sence: in eastenoe, only weak
randam sources sources that appear random, but for which we: do
not know the probability distnbution of ceenis.

P=oudorandem numbers are nambers that are generated from weak
random sowrces such that their distnbution is “andom cmough™ .
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Pseudorandom Numbers |

Lirncar Compneemee Method
One method for generating pecsdorandom numbers & the near
congrucatial methiod.
Chonose four integors

i g, the modsles,

» a, the maltiplicr,

= & the increment and
i 1y the seed

Suach that the following haolbd:

[ R
= e 1

B ] = r, < m
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Pseudorandom Mumbers ||
Lincar Comenamee Method
Our goal will b to generate 2 sequence of pseodorandom mumbers,

[%a fa*
with (1 < ¥, < m by u=ing the congruence

Zopn — [az, | £) mod m

For certain choioes of m, a, ¢, rg. the sequoence |2, ) booomes
ponodic. That is, after 3 oortain point, the sequence begins to
reprat. Low periods lead to poor gencrators.
Furthermore, some choices are better than otheors: 3 generator that
oreates a sequencos %, 0 5,0 4, . . . is obwsous bad—its not
uniformly distributed.

For these reasons, wery large numbers are used in praction.
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Linear Congruence Method
Exmm pl:

Drampl:
Let e — 17,2 — 5, — 2 7y — 3. Then the sequence is as follows
= Tni1 o (@ | ) maod m

» 17— (5-2p | 2) mod 1T -0
» 1y — (51 | %) mod IT — 2
w3y (5-xz | ¥) mod 1T - 12
» oy~ [5-xy | %) mod 17 — 11
» ry— (5-x | 2) mod 1T — &
» 15— [5-1n | ¥) mod 17 — 15
» rr— (525 | %) mod 1T — 9
w ay — 527 | 2) mod 1T — 13 ctc.
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