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The time-trigpered archzteciure (TTA) provides o conruding -
fractoructure for the design and implementation of deperndable dis-
tribured embedded systens. A lavee reai-1ime application [5 decom-
posed into nearly mutonemous clusters avd nodes, gnd 4 fmudt-tol-
gra global time base af buown precizion o gemended ar svery
rode. Jn the TT4, this global time [ wsed to precisely specifi the
Jrajﬁrmmmrgmsm o simplify the commsdcation aud
gereemany protocols, fo perform prowgw error detectiony, and fo
Suargies the fiwmeliness of real-itwe appiicetions. The TT4 sup-
pors a neo-phaced design methodelogy, architecture desien oad
component desien Thaing fhe marekdtectune desion phase, the @-
feracions among the distributed components and the mierfices
af the comporerss are v specifed in the value domaim aad s
e teviporal domain. Th the succeeding component Mplemenianion
Phase, the componenss are buill lokmg these posrface specifica-
fions ar constraris. This neo-phased desion methodolosy s a pre-
requisite for the compazability of appiications implemented in the
TTA awd for the rewse qf prevalideted componenils Within the TT4.
This paner presents the avchitecture model of the TTA, expiains the
dezion ntione, discusses Re ime-IrigEersd conmuAIicanion pro-
socols TTPAC and TTP/A, and ilhstrates how trovsparent ot tol-
grance o be glemerited in the TT4

Eeywords—Disrributed Dustens, ewmbedded syvetems, meal-rime
Dwsleny, sqien~critical Dertews, me-trigsered architeciure (TTA4),
TTPAC

I. INTRODUCTER]

Computer architectures estabhsh a blueprnt and a frame-
work for the design of a class of computing systems that
share a commeon set of charactenstics. The thme-trigsered
architecture (T 1A) generates such a framework for the
domain of large distnbuted embedded real-tme systems mn
high-dependahlity emaronments. It sets up the computing
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mirastructure for the implementation of applications and
provides meechamizms and gmdelines to partiion a large
applicabon mtc nearly autonomous subsysterns alons
small and well-defined mterfaces m order to control the
complexity of the evohane arbifact [1]. Architectors desizn
15 thus interface design. By defining an architectural stvle
that 1= observed at all component interfaces, the architecture
avolds property musmatches at the mterfaces and elmunates
the need for unproductre “zlue”™ coda.

Charactenshic for the TTA 15 the treatment of (physical)
real time as a first-order quantity. The TTA decomposes a
laree embedded application mmto clusters and nodes and pro-
vides a fault-tolerant zlobal time basze of known precision at
evary node. The TTA takes advantase of the avalabihty of
thiz global time to precisely specify the mterfaces amons the
nodes, to simphify the commumication and asreement proto-
cols, to perform prompt error detection, and to guarantee the
timelmess of real-time applications.

Eazaarch work m the feld of distmbuted dependable
real-time computer architechmwss for safety-cntical apph-
cations started more than 30 years ago with the design of
the STAR computer [2] and the Software Implemented
Fault Tolerance [3] and Fault Tolerant Multiprocessor [4]
projects. Thess projects were carefully evaluatad and zave
nze fo new desizns about ten vears later: Fault-Tolerant
Parallsl Processors [3], Mulbcomputer Architecturs for
Fault Tolerance [6], and the architectural comcepts of the
Aarbus fhight control system [7]. In 1992 the first paper on
SAFEbus [8], the architecture that was later daploved m the
Boemz 777 amrcraft for fheht confrol, became available. In
excellent pubhcations by Lala [9], Avizems [10], Rechin
[11] and Lapne [12], the fimdamental concepts and archi-
tectural primciples for the design of dependable systems
are clanfied at about that time. For exampls Lala states

that field exxpenance with appromimate voting was not at all
sahsfine. At about the same tme, 2 heated debate started

concernme the cost efficiency of desizn drversity for the
tolerance of desizn faults [13]13]. The mmportant ARTNC
178E standard [16], published m 1992, that deals with
software development for safetv-cntical aviomics systems
contams no clear statement about the use of software dezizn
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drverzity. Thiz 1ssue has not been resohred unfil today:. In
Europe, DELTA 4 [17]. a ressarch project fimded by the
Em-apeanﬂhatengmaammefnrRa&amhmlufmmahm
Technology (ESPIRIT), mestizated fomdamental 1ssues m
the design of distnbuted dependable architectures at the
beginmng of the 1990s and wcovered 2 number of fimda-
mental concepts concermng state recovery m distmbuted
systams. Although the research commmmuty at that tme was
m aereement that 3 conscienfious architectural design phasza
that estabhzhes the arclutectural style 15 of utmost mpor-
tance for the development of large dependable distmbuted
real-tme systems mdustnal praxs took a different view
The General Accoumting Office’s report [18] about the
expenences with the airr-traffic control project, presumably
the largest diztnbufted real-tme system project of 1ts time,
pamts a vrvid picture of the practice of system development
m that period.

Ammd all these research actmities, the work on the TTA
started m 1979 at the Techmical Unreersity of Berlin wath the
MMamtamable Architecture for Eezl-Time Svstems (MARS)
project. A first report on the MARS project [19] appeared
m 1982 and was later publishad at the IEEE’s 15th Inter-
national Symposmm on Fault-Tolerant Computing m 1983
[20]. After 1932 different versions of the MARS architectura
hae been mmplemented at the Vierma Unrversity of Tech-
nology [21], [22], and 1t became clear that a hardware-sup-
perted fault-tolerant clock ssmchronization 1= a fimdamental
bulding block of 2 TTA. At about that time, the 1mportant
concept of temporal accuracy of real-hme mformation was
miroduced by Kopetz and Kim [23], [24]. The TTP/C pro-
tocol, which mchudes a clock synchromzation semnce and
a membership serice, was first publizhed m 1993 [23]. A
prototype version of the TTA mecluding a new clock sym-
chronization chip [26] was bult in the context of the Eu-
ropean Predictably Dependable Computing Systams project.
Thizs new prototvpe implementation has been subject fo ex-
tensrve fault impection experiments [27], [28]. From these ex-
penments, 1t became evident that an mdependent suardian
must be mmplemented m order to avord “babbling 1diot”™ fal-
ures 1 a dismbuted safety-critical system baszed on shared
commumiczhon channels. In 1995, a ressarch cooperation
with DaimlerChryzsler resulted in an industnal “procf of con-
cept” by demonstrating a tme-tnzgered protocol-egqupped
“brake-bv-wire” car by 1997 [29]. In 1998, the first TTP/C
commumuczhon controllar chup, developad wath the support
of the European ESPEIT project TTA, was fimshed. Also
m 1958, a ligh-tech spmoff company of the Vienna Umi-
veraty of Technology was founded with the muszion to fur-
ther develop and market the ime-trigeered (1T1) technolosy
[30]. In 1995, Alcatal nreestizated the TTA and decided to
use 1t mn safety-cntical tram control apphications. In 2000,
Honevwell selected the TTA for flight contrel, and Aud: de-
c1ded to use the TTA m future “drmre-bv-wire” apph-:ah-:-m
In the last faw years, the TT tecknology recerved imcreasine
attention for the desien of safetv-cmfical real-tme applica-
tionzs. A number of new time-tngzered protocols, m addi-
tion to SAFEbus and TTE, have recently been publizhed:
TTCAN [31), FlexBay [32], and Spader [33]. An excellent
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recant survey by Bushby [34], [33] contams a companson of
some of these commumicahon architectures.

This paper on the TTA 15 orgam=ad as follows. Secton I1
deals with the architacharal model of the TTA, prezants the
modal of a sparse time base, elaborates on the important con-
cept of temporal accuracy of real-ime information, and dis-
cuzzes the fimdamental differences between the event-tnz-
gered and TT wiew of reahty. Secton III presentz the prin-
ciples that suidad the design of the TTA- the provizion of a
consistent dizimbutad computing baze, the vmufication of m-
terfaces and the temporal firewall concept, compozability n
the domains of value and tme, scalabality, and cperness to
the mtesration of legacy systems and the mformation infra-
strocture, and the fransparent implementahion of fault toler-
ance m order fo control the application software complexaty
m fult-tolerant real-time systems. Section IV daals wath the
commumcation mfrastruchore of the TTA: the TTP/'C pro-
tocol, the TTP/A protocel, and the implementation of event
charmels on top of the bazic TT commurication serace. Sec-
tion V 1z devoted to the 133ue of transparent mmplamentation
of Gult tolerance. Finally, Section III presents the two-phase
dezsien methodolozy of the TTA and discuszas the architec-
tura from the point of view of valhidation. The paper fimzhes
with a conclu=mion m Section VI

II. ARCHITECTURE MODEL

The computational model that suides the dezien of the
TTA 1= the TT model of computation [36].

A Modsl of Time

The model of time of the TTA 1= based on Newtoman
phyzicz. Feal time progreszes alonz a densze timelme, con-
sisting of an mfimte sot of instants, from the past to the futurs.
A duration (or mterval) 15 a sechion of the timelme. dehmated
by two mstants. A happemng that occurs at an instant (1.8, 2
cut of the tmehne) 15 called an event. An observation of the
state of the world 1= thus an event. The time stamp of an event
1= astablished by azsignming the state of the nods-local global
time to the event immediately after the event occurrence. A
fault-tolerant internal clock synchromzation algomthm estab-
hizhes the global time 1n the TTA Owang fo the imposzibility
of ssmchromizing clocks perfectly and the denseness property
of real time, there 1= always the possibliy of the followane
sequence of events: clock m node § ticks, event ¢ occurs,
clock m nede & ticks. In such a situation, the smzla event
1= tme-stampead by the tie clocks ;) and & with 2 difference
of one tick. In a distnbuted system, the fimite precizion of the
global time base and the digntalization of fime make t—n
general—mpoeszible to conzistently order events on the bazis
of their zlobal time stamps. The TTA sohres this problem
b the mmtroduction of a sparze time baze [37, p. 33]. In the
sparza-tme model, the contmuoum of time 1= partitioned mto
an mfimte sequence of altematms durations of actraty and
silence, a3 shown m Fig. 1. The durahion of the actmaty m-
terval, 1e., a granule of the global tme, must be larger than
the precizion of the clock synchromzation.
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From the pomt of v1ew of temporzal ordernz, all events
that occur withm an mterval of actnrty are considared to
happen at the same time. Events that happen m the distmbuted
system at diffarent nodss at the zame global clock tick are
thus considered spmultanecus. Events that happen duning daf-
ferent durations of actrvity and that are separated by the re-
quired mterval of silence can be consistently temporally or-
dered on the basis of therr global time stamps. The arch-
tecture must make sure that sigmficant events, such as the
sending of a meszare, ocour only dunne an mterval of ac-
troity. The time stamps of events that are cutside the control
of the distmbuted computer system (and therefore happen on
a denze timehne) must be zzz1zmed to an agreed duration of
actrvity by an agresment protocol.

In the TTA there exists a vnuform external representation
of time that 1z modeled according to the global posthioning
gystem ((ZPS) time representaton. The time stamp of an -
stant 15 represented m an eight-byte mteser, 1.2, two words
of a 32-hut architectura. The thres lower bytes contain the -
nary fractions of the second, grvme a srannlanty of about 60
ns. This 1= the accuracy that can be achieved with a precize
GPS recerver. The frve upper bytes count the full seconds.
The external TTA epoch assigns the value 2™ to the start of
the GPS epoch, 1.8, 00:00:00 Coordinated Unrrarsal Time
on Janoary 6, 1980. This offset has bean choszan 1n order that
also mstants before January 6, 1980 can be represented by
positive mtegars m the TTA Thus, events that occurred be-
twean 8710 vears before Jamuary 1980 and 26 131 vears after
January 1980 can be time-stamped with an accuracy of 60 ns.
There are differant mternal tome representations m the TTA
that match the tme format to the capahilihes of the hardware
(8-, 16-, or 32-nt arclutectures) and the requirements of the
applhicahon. Smnce not all tirme stamps are basad on a global
time with a precizion of 60 ns, an attnbute field 1= mtroduced
m the exfernal representation indicating the precision of a
time stamp [3E].

B Tims and State

In absfract sy=tem theory, the notion of state 15 mtroduced
m order to separate the past from the future [39, p. 45]: “The
state enables the determmation of a future ocutput solely on
the basis of the fithure mput and the state the system 1z 1. In
other words, the state enables 2 “decouphine™ of the past from
the present and futurs. The state embodies all past lnstory of
a systermn. Knowms the state “supplants” kmowledze of the
paszt. Apparently, for this role to be meaninegful the notion of
past and fiture must be relevant for the system considerad ™

Takang this view, it follows that the notions of state and
time ara mseparable. If an evant that updates the state cannot
ba za1d to comeide with 2 well-defined fick of 2 global clock
on a sparse time basza, then the nofion of a systemunde state

becomes diffuze. It 1= not known whether the state of the
svstem at a green clock fick mncludes this event or not. The
sparse fime base of the TTA, explained previcushy, makes it
pozzible to define a systermande nohon of time, which 1= 2
prerequizite for an mdisputable borderline batween the past
and the fiture, and thus the definttion of a systermmnde dis-
tnbutad state. The “mterval of =silence™ on the sparzs tume
base forms a systemwnde consistent drnding lme between the
past and the future and the mnterval when the state of the dis-
tnbated system 15 dafined. Such a conzistent view of time and
state 13 very mmportant if fault tolerance 15 mplemented by
replicahion, where faults are masked by voting on raplicated
copies of the state residing m different fault contamment re-
gions. If there 1= no global sparse fime baze ava one
often recourses to amodel of an abstract time that 15 based on

the crder of meszazes sent and recerved across the mterfaces
of a node. If the relahionship between the physical ime and
the abstract tome remains unspecified, then this model 1= m-
precise whenever ths relationship 15 relevant. For example, it
may be difficult in such a model to daternune the precize state
of a system at an mstant of physical fime at which voting on
replicated copies of the distnibutad state mmst be performed.

C. Real-Time Entities and Real-Time Image:

In the TT model, a distnbutad real-hme computer system
1z modeled by 2 zet of nodes that are mferconnected by a
real-time commmucation svstem as shown m Fig 2. All
nodes have access to the zlobal fime. A node consisfz of 2
communication controller (CC) and a host computer. The
common boundary between the CC and the host computer
within a node 1= called the commmication network mterface
{CHI) (the thick black hne m Fig. 2), the most important
mterface of the TTA.

The dynamics of a real-tme applhicahion are modeled by
a set of relevant state vanables, the real-hme antihes (BT
entities) that change their state as time progresses. Examples
of BT enttes ars the flow of 2 hqwd 11 a pipe, the satpomt
of a control loop, or the mntended posifion of a confrol walve
An BT entrty has static atinbutes that do not change durme
the hfstime of the BT entity, and has dvnamic atinbutas that
change with time. Examples of stafic attnbutes are the name,
the tvpe, thevalue domam, and the maxmum rate of chanza.
The value zat at a particular mstant 1= the most mportant
dvnarme atimbute. Ancther example of a dynamuc atinbute
15 the rate of change at a chosen mstant.

The information about the state of an KT entity at a partic-
ular 1mstant 15 captured by the notion of an obsaraton. An
obszarvation 1s an atonuc data structure

Obszervation = (MName, Value, /g

consisting of the name of the BT entity, the mstant when the
obzervation was made ({ g}, ). and the observed valoe of the
ET entty. A contmicus ET entity can be observed at any
mstant whiles a dizcrete ET enfitv can only be obseryad when
the state of this BT 15 not chanems.

A real-tme mags (BT 1magzs) 13 a temporally accurate pue-
ture of an BT entity at mstant /. if the durahion between the
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