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Media broadcasziz often require personailv-identiffable visual pgbrmation to be
obflucated fo preserve anewmity of withesses, suspects, and minors. Currenily, thic
Process rFequires @ wanudl posi-processing step, Incurring a significant delay thar
prevents content from being mievized lhve. The media fitering problem impozes
unigue consiramnls on rhe object recognition problem, particwiarly the mabiliny to
pre-train the svstem from mwiniple views of the targer object. Using scale-imvariant
Jemture rangforms, a clulermg siem that com awomaiically dersifv and
obflccate the rarger object m subsequery video frames wa developed Using
dimamic leamwing of farpet fearures along with “farget” and “decoy” femurs
databases and a weighted voring scheme, Re SVItem ManEaing awareness af similar
subjects, avolding obfuscation of incorrect object: while racking the rarger. The
Systemi uses am ellipsoid approximation of the olject 1o track throuen 3D rotation
and an active comfour correciion of [z projection onto the mage plane fo determing
the fearure learning region I each frome The fustem demonsirates fhe
effecivvensss of using SIFT featuwrer to track Ruwum focer as well as false objects.
The zystem Fengralies mooth, confmuous movemert of the obflscarion region

acrpss frames.
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1 Inmtroduoction

Live media broadcast= often require perzonallv-identifiable visual mformation
to be obfuscated to prezarve anonvmity (faces, licenze plates, addreszez etc). Thiz
1z aspecially true when video footaze mmclades minors or wimesses. To do zo for a
stationary mferview is simpls. However, if moton relative to the camera is
mvolved, a painstakineg human posi-procezzing step 1z oumently required before
broadcast the subject must be manually censored. This rezults in a sismificant dalay
and prevents many programs from live airing

The right and dssire of the viewing public to s2e svent: broadcast in real-time
must be balanced with an mdividoal's nght to privacy. Thiz conflict i= most
pronouncad in broadcaszt: of sansitive event: involving legal culpability such as
police actionz and court procesdinez.  Viewers demand live broadcast of these
events, vei the privacy of suspectz, viciims and witnesses must be presarved. It has
been conchided that “Broadcasting the identityv of a crime victim most often only
adds to the person's gmef, ansmish and tranma™ [CBCO5], while broadcasting the
identity of a suspsct can jeopardize the faimess of crimimal procesdings.
Governments have sousht reazonable compromize [TEXXASDD), but the conflice
remainz, exacerbated by the fact that presemvation of anoovinity demand: a
broadcast delay of minutes to hours.
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Fizure 1: Pixilated image of 8 13-vear-old murder suzpect turnmg himselfin to the
police (the vouth's face bas been obscured because be is a juvenile)
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Prazervation of privacy 1= not necessanly suarantesd by a system hmited to
fackal occhizion. Addifienal scene: may require obfi:cation of other perzonalh-
1dentifiable information (PII), such as license plates or addresses. By enabling a
camera-operator to identifv PII while filming, aatoenatic object obfuscation could
bazin. allowing the output of such a svstem to be broadcast Ive. A couriroom scene
could be broadcast live without the rizk of privacy violation if the camera or
protectad subject moved.

In the live broadcast scenario, the primary objective is to enable a camera
oparator to rapidly locate and specifyv an object in the first frame then antomatically
track and obfuscate the object throughout the stream. This scenarno prezenis some
unique conditions that differantiate it from other face and object recosnition tazks:

« No pre-training. Data about the target object pmst be acguired
immedigtaly prior to brogdcast i the first sef of frames. Omly one view of
the complex 3D object is available. Target objects are prezsnt at the start
of brogdcast, and can be specified by a camers oparator uzing an intesrated
interface.

# Scene ranzformation. Inm lve broadcast, the camera and object position
and onentation are indspendently dvnamic and unpredictabls. Tracking
must be mvariant to translation, rotation, 2cale and hightme change:

« Fotation The feature: in subsaguent frames may reflect a completely
different rezion of the primary target object due to rotation.

# PFeacquizition. "When the target object is temporanly occluded, out-of-
focus, rotated out-of-view or out of the zcens I subsequent frame: no
obfiscation iz required. In all cases reacquizsiton must occur nmediatelr
and obfiascation resumad once the objact re-enters the visible zcens.

« Differentistion. Similar objects can enter and leave the scens throushout
thiz process, vet the system should conzistently track onhv the target object.

# Temporal coherence.  While movement in the zcens may be rapid
reazonable temmporal coherenmce between object features can be assumed.
Diata is recorded at 30 frames-per-zecond, and it can be azzumed that the
camera oparator will be profeszional and deliberate.

# 21D resuli. The end result need not be a full 5D reconstruction or 3D
transformation. The zoal 1z the obfuscation of the element’s identifiable
features in imags-space.

Exizting solutions deal zsparately with vanations of two basic problams:
tracking and object recogmition. While thess methods may be partialhv applicable,
our specific global tracking problem differs in zeveral significant ways: from the
problems addreszzad by existing solitons.
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