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3 Do not store passwords in clear. Store hashes.

Passwords

—> Subject to offline attack

3 Encrypt the hash storage.
—> Where do you keep the master key?

3 Do not transmit passwords in clear.

a Use password as a key to encrypt a challenge.

= Cryptographic Authentication
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