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The RSA cryptosystem

*> First published:
* Scientific American, Aug. 1977.

(after some censorship entanglements)

*» Currently the “work horse” of Internet security:
* Most Public Key Infrastructure (PKI) products.

* SSL/TLS: Certificates and key-exchange.
* Secure e-mail: PGP, Outlook, ...



The RSA trapdoor 1-to-1 function

e - encryption exponent. gcd(e, ¢(N)) =

1

* Parameters: r[r-.l=pq. N =1024 bits. p.,q =512 bits.

* 1-to-1 function:RSA(M) = M= (mod N)

where McZ,~

»> Trapdoor: d - decryption exponent.
Where e-d =1

> Inversion: RSA(M)" = M =
(mod N)

(mod ¢(N) )
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> (n,e,t,g)-RSA Assumption: For any t-time alg. A:

Pr[ A(N,e,x) = x** (N) : pjgrrmggit
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