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Abstract

Integvated solutions and imtercommectivity impoze a
demanding challenee to auromotive mduztry including
Fequirements, such as sqfety, high imhsvent reliability,
and fauli-tolsrance. Dvive-bv-wire applications mply
not only the replacement of mechanical and kvdraulic
componenis by electronic systems butf it also introduce
mew functionality, such az collision avoiding cars,
enhanced vehicle handling and driving behaviowr, and
improved vehicls durability

The Time-Iriggeved Architectwre (TI1A) providss a
systematic solution to realize these objsctives. The
primary emphasis in the development of TTPE (Tims-
Iriggaved Protocoll was sqfety at all timss which was
driven by the sxperience of asvozpace industrv and flv-
bv-wire svstems. As am open standard, TTP has besn
Figorously reviewed and scrufimized bv research amd
sciemcs  imstitufion: worldwide. This techrology in
conjunction with the availabiity of hordwars and
development software tools hasz led to the first zevial
applications: of TIFP in agerospace automoiive, ard
railway system applications.

1. Introduction

The nomber of electromic control umts 1n cars has
mcreased remarkably mm recent years. Foture x-bu-ware
systerns like brake-by-ware, stesr by wire, and the
electromic vehicle dynamics control demand networking
of components with mereased mutual dependency of
syvstern fimctions. Thiz step to an imtegrated slactromics
architecture leads to mew requrements 1n the areas of
safety, availability, and fault tolerance. The testability,
safety of system mntezration and component updates, as
well az dizaenoseability m the field have to mprove -
even m the presence of complexity mecreases - dus to
high cost sensitty.

A comrmmucation architacturs, which excesds the
Imutations of exishing event-tnzeerad technology, 13
essential for these mmovatons [11][12]. Eegqmrements
for new protocols for the next generation of automotive
applications mclode [4]:

# Fault-tolerance to replace mechanical and hydraulic
components by computer control

# Prowvizion of a global fime baze for distmbuted
control algonthms

¢ Determimizm  provided by the tmme-tnggered
paradiem, 1.e., guaranteed latency vwath manmmal jitter

¢ Bandwidth up to 23 Mbat'sec.

¢ Umform bus system withm vehicles and support of
different phy=ical layers (fber-optics, electrical)

s Support of scaleable redundancy

* Prompt error detechion and error reperting

s Flexibilify, expandabbity and easv configuraton m
automotive apphications.

2. Time-Triggered Architecture

In accordance with these requirements Time-
Triggered Architechmrs (TTA) haz been developed
durmz a penod of 20 years at Vienna Unrversity of
Technology [1] together with mdustnzal paritners and
other leading research mstrtutions. Comer stone of TTA
1z the Tmme-Tnegered Protocol TTP® [1]. The vanant
TTP/C refers to safety-critical, fault-tolerant lugh-speed
networks; TIE/A 13 a low cost dermative for smuart
sensor and actuator networks [3]. (Fiz. 1)

TDMA (tme drvsion mulbple access) bus access
strategy acts as the basic functional principle of TTP [6].
An a pnon defined time scheduls confrols all activties
of thiz commumication zyvstem. All memberz of the
communication svstemn know their assigmed sending
slotz. A distnbuted alsonthm establishes the global time
baze wath steady clock synchromization [3]. To prevent
the so-called babbling 1diot problem and sheghth-out-of-
specification (S05) fallures, TTP/C provides an
mdependant bus-guardian that guarantees exclosrve
access to the bus.

Precizaly defined mterfaces m value and time domain
ensure the compeszbility of TTP based systems. In
conseguence components can be developed and tested
mdrdually since funchionalifies establizshed and tested at
the subsystemn level are guaranteed to work at the system
level. Thiz dramatecally redoces fest and wvahdation
efforts [6]. The TTP/C protocol contamns a membership
sarvice to prompthr detect node faitlures and fo detect
mconsistent states m a distributed control system [7][10].
It allows mplementing an efficient never-give-up (2NGL)
strategy. TIP/C  supports  different  phnmical



mterconnection structures, a bus confisuration and a star
or multi-star confimration that can be applied on fiber-
optical as well a= on slectrical phy=ical layvers. Bazad on
the a2 pnon kmown commeucaton scheduls, the

comrumcation overhead 15 reduced to 2 munrmmm.
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Figure 1. Time-Triggered Architecture
3. TTP Communication

3.1 Time synchronization

Thsa network con=ists of n nodes. Each node sands at
itz pradefined timeslot and listens to all other nodes.
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Figure 2. TDMA Bus access scheme

To be able to send at the night time all nodes have to
be well synchromzed to a global time. Smce there 1= no
bus master there 1= a2 distnbuted alsorthm for time
synchromzation. One requirement for thiz alzonthm to
work 1= that sverv node starts commmmcation at the
bagmming of itz zending zlot Each node reads the
schedule from s MEDL (MAMessage descriphon list), =o
every node knows exactly, when it's time for the other
nodes to send.

Mode A compares the scheduled time for node B to
the actual time, when the meszage of node B 13 recerved
and corrects the value by the system kmown propagation
delay from node A to node B. MNode A stores thiz value
and does the same for node C. When it has a set of four

values (which need not be the last four nodes, 1t can be
any four nodes m the network) 1t throws away the biggest

and the smallest one and corrects its own time by the
mean of the remaming twe valoes. This means the nodes
are not fully synchromzed, but withm a specified

3.1 Start-up Communication

At start-up there 1z no global time and the nodes of
the TTP/C network do not wake up at the zame time. But
every node haz a differant timeout for sendmz and
recelving by desien. So at the beginnmmg there 15 silence
on the bus, evervbody 1= histening. Then the first recerve
timecut occurs and thizs node starts commumication by
sepding an I-frame (Intializathion-frame). An I-frame
consists of frame header the C-state and a CRC. The C-
state contamms mformation of the Global Time, the
MEDL pomton, the cuwrent mode, pending moede
changez and the mambership vector. As zoon as the first
[-frame was recerved every node 15 able to join the
commumication by sending an I-frame at itz schaduled
time. After start-up fime one node suggests to zo to
another mode, for mstance the apphication mode. At the
end of the cwrrent cluster cyele the meode chanege 15

exacuted.
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Figure 3. Frames, TDMA rounds, -E.‘-:,n;:les

The start-up penod 15 the onhr one where colhisions
on the bus can happen. If for example node A and nede

D decide o send at the same time the CEC of that I-
frame would be mecomect and therefore the I-frame 1s

mvalid. Dhfferent timeouts on different nodes ensure that
a colhizion can only take place once at start-up.

3.3 Implicit membership zervice

In safety cribical systems 1t 13 mportant to know
which nodes are "alrve® and wiich are mot. TTP/C
therefore offers an mphcit membershup service to detact
node fallures. Every node stores 2 memberzhip vector
and the global time m 1tz so-called C-state. The
membership vector has a bit posttion for sach node, up to
64 nodes per cluster. With each frame a CRC 1=
transmutted, which 13 calculated from the user data and
the C-state of the current node. If for example node A
haz a different C-state than node B, then node A would
realize the CEC of B 1z not correct and therefore resat
the membership-bit of B. Mode B alzo would realize that
the CRC of A 1z mcorrect and resst the membarship-bit
of A. If 2 node detects more nodes with wrong CECs
than comrect CRCs durmng a TDMA round ot withdraws
itself from the bus and waits for the nmext I-frame to
resvachromze. Thiz 13 a democratic decizmion that



prevents cluster banlding wathin the syztemn. In case of
byzamtmme faultz (frames get dishorbed durng
tran=smuzzion and not all nodes recerve the same data) or
shghthr-out-of-specification farlures (leadmg to the same
problem, that not all nodes recerve the same data) at least
two closters are formed. The cluster contamme more
members will win the competition, all other nodes have
to resynchromse. This ensures that parts of the system

will contimue working even m case of failura.

3.4 Implicit acknowledgement

For salf-diagno=iz 1t 153 mportant for a node to get
feadback from the other nodes. To learn if node B for
mstance thinks the fransmssion of mode A was ok, node
A calculates the CRC for the frame of node B twace:
once with the own membership vector bat zet to 1 (B
thinkz A 1= ok) and second wath the ovwn membership

vactor bit set to [ (B thinks A 15 not ok, or B 13 not ok.)
S0 node A can eazily see what the other nodes think of

the last tramsmussion of A amd take consequences if
HNecessary.

4. System configuration

Independent of the physical laver there are two
poszible svstem configurations:

4.1 Bus configuration

In the Bus confisuration every mode has its owm
independent bus-guardian, which allows wrnite-access to
the charad bus only at scheduled tmeslots. This
suzrantess a collizion free commumication on the bus.

Figure 4. Bus Configuration

4.1 Star configuration

In the Star configuration a cenfral bus-guardian (for
each of the two channels) connects the nodes. It allows
only one node to speak at a fime, according to the
MEDL. The star configuration also allows a reshapings of
the bus siznal for distant nodes.
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Figure 5. Star Configuration

5. The Host Interface (CNI)

In a dismbuted system not all nodes necessanly need
to work symchromized, but the commmumication, 1o case of
TTP, has to. Thiz results 1 at least two clock domams mn
one node.
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Figure 6. Clock domains

These clock domams are decoupled by temporal
firawzalls. A temporal firewall works like a2 like 3 letter
box:
¢ Umdirectional: vou can only “wrte’ to a letter box

not ‘read’ messages from it

* A pnory known access scheme: the letter box 15
emphed at regular, known times (defined by a
‘global time) by the “cormmumicahion subsystem”

s Bfate mformation and vahdity span: the mformation
content of a letter, vahd at the time of wntmg the
letter, stays vahd for some amount of time.

« A faled update by the “wrder’ 1= mmediatelr
vizible: no letter m the latter box.

s By postinz a letter (1e., writing to the firawzll), the
comrmumcation system’s fiming 1z not mfluenced at
all.

s BUT: a real lefter box can contain zaveral letters. A
temporal firewall can not - any wpdate cverwrites the
previous confent of the firawzll

o AND: a letter has exactly one recerver. Temporal
Frrewall data 15 mdependent of the recerver and 1=
deliverad smmultanecushy to all recervers m a
broadcast system.



