Web Site Security

Typical website architecture

Website Security

#+ Metwork security — cover later
# Sarpre e comnecton Bebsm=n Brovws=r and s=ro=r
= gty =nd conficemnit=iby of cais

# Denial of service

s ODO% affmck
# Scripting vulnerabilities

* Similar to othier sttacks on buggy cod=

» Soripling languages have their oan pobilems
# Authentication hacks

+ Lats of good stores .

General guidelines  [stein, Wt S=curity)

# Dizsable unneceszary features
+ Sutomatic drectory listings, =ymbalic link
foliowing, CGI soripls and server modules, server-
=ide= includes, umer-supported denectories

+ Start and Stop server without requiring root

# Run in change-root environment

+ Limit denial of sarvice

+ Monitor performance and integrity of system
+ System logs, web server logs

# Back up your system




10 Principles [Viega and McGraw]

Sarpre T ywmekeel ink

Praclios defen== in depth

Fail z=cunsly

Follaw the principle of k=ast privilege
Compartmentalize

Keeg it simple

Promale privecy

Femember that hiding = hand

% B= p=luctant to brust

» Lio= your communily resources

How disaster strikes ...
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Routers Blamed for Yahoo Outage
&y Declan McCullagh and Joan
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Routers Blamed for Yahoo Outage
by Dedan McCullagh and Joan

w =T Schiller, MITS nefaoic manager, sk that 2 denial of
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