Chapter 9

Secret Codes as Munitions and Money

Encryption Becomes Unbreakable

9.1 Senator Gregg Reconsiders

September 13, 2000: Fires were still smoldenng im the wreckage of the World Trade Center when
Judd Grege of New Hampshire rose to tell the Senate what had to happen. e recalled the warmings
sned by the FIBI vears before the country had been attacked: that the FBIDs most senous problem
was “the encryption capability of the people who have an intention to hurt Americea.” ¥t used
to be,” the senator went on, “that we had the capability to break most codes becaose of our
sophistication.”! No more. “The technology has outstripped the code breakers™ he warned. Fven
civil hibertanan cryptographber Phil Zinmermann agreed that the terrorsts were probably encoding
their messapes. Zimmermann’s software had been posted on the Internet m 1991 for use by human

rights workers aroumd the world, but be had to acknowledge that the bad guvs also “would want

to hide their activities using encryption.™

Encryption 15 the art of encoding messapges s0 they can’t be understood by eavesdroppers or ad-
versaries into whose hands the messages might fall. De-serambling an encrypted messape requires
knowing the sequence of symbols  the “key”™  that was used to encrypt it An encrypted messape
may be visible to all the world, but without the key, it may as well be hidden in s locked box.

What was peeded, Senator Gregp asserted, was “the cooperation of the community that s bald-
myg the software, prodocing the software, and buillding the eguipment that creates the encoding:
technoloey.,”  Cooperation, that s, enforced by legislation. Whoever made encryption software,
senator Greep proposed, would have to enable the povernment to bypass the locks and retneve
the decrypted messapes. What about encryption programs wntten abrosd, which could be shared
arcund the world in the blink of an eyve, as Zimmermann’s had been? The US should use “the
market of the Umited States as leverape” in petting foreiern manufacturers to follow requirements
for “back doors” that could be used by the UUS povernment.
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By September 27 Gresp's lemslation was beginning: to take shape. The kevs used to encrypt
messapes would be beld o eserow by the government under tight secunty. There would be a
“tpuasi-judicial entity,” appointed by the Supreme Court, that would decide when law enforcement
had made 1ts case for release of the keys. Civil hbertanans squawked, and doubts were rasesd as to
whether the key escrow des could actually work., No matter, opined the Senator in late September.
“Nothing’s ever perfect. If you don’t try, vou're never going to accomplish it.™4

And then abruptly, Senator Grepr dropped his legislative plan. “We are not working on an encryp-
tion hill,” said the Senator’s spokesman on October 175

On (October 24 Congress puessd the UUSA PATRIOT Act, giving the FBI sweeping new powers to
combat terronsm. Bot the PATRIOT Act does not even mention encryption. No senous attempt
has been made to legmslate control over eryptographic software since Gregp’s proposal. Why not”

9.2 Why Not Regulate Encryption?

Throughout the decade of the 1990s, the FIBI had made control of encryption its top lemslative
priority. Senator Grege's proposal was a milder form of a bill, drafted by the FIBI and reported
out favorably by the Howse Select Committee on Intellipence in 1997, that would have mandated a
bve-year prison sentence for selling encryption products unless they enabled immediate decryption

by anthorized officials 8

How could regulatory measures deemed entical for hghting terrorism by 1S law enforcement in
1997 drop completely off the lepislative apenda four years later  n the aftermath of the wonst
terrorist attack ever suffered by the Umnited States of America?

Mo technoloeical breakthrough in ervptography i the fall of 2001 had legmislative siegnibcance. There
were oo diplomatic breakthroupghs either. Nothing else transpired to make the use of encryption
by terronsts and criminals ummportant. It was just that something else about encryption had
become more important. And that was to ensure that encryption tools could be in the hamds of
banks and their costomers, airhines amd their ostomers, Ebay and Amason and L. L. Bean and
their customers. That 15, 10 the hands of anyone using the Internet for commernce.

For a decade, povernment officials had been debating the tension between secure conduct of elec-
tromic commerece and secret commumication among outlaws. Senator Grepsr was but the last of the
vorces calling for restnctions on encryption. The National Research Counctl had ssoed a report
of nearly TO0 pages in 1996 weighing the alternatives. The report concluded that on balance, ef-
forts to control encryption would be meffective, and that therr costs would exeesd any mmamnable
reward.’ The intellipenoe amd defense establishment remained unpensnaded. FBI Director Loas
Freeh testified before Congress in 1997 that ancontrolled public aceess to encryption “ultimately

will devastate our ability to fight crime and prevent terrorism.™®

Yet only four years later, even in the face of the September 111%™ attack, electronic commerce
demanded encryption software for every business in the country and every home computer from

which a commercial transaction moght take place. At the moment when Freeh was cantioning
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Congress about encryption software, elected officials might never have bought anyvthing on line
amnd their famibies might never have used computers. By 2000, computers bad become consamer
appliances, Internet connections were common in American homes  and averape citizens were well
aware of electromic frand. Consomers did ot want therr credit card oombers amd social security
numbers exposed to everyone on the Internet.

Why 15 encryption so mmportant to Interpet communications that Congress was willing rsk ter-
rorists wsing encryption, so that Amerncan businesses and consumers could use 1t too? After all,
mformation securnty 15 not a new wea. People commumicating by postal mail bave reasonable
assurances of privacy without any wse of encryption.

The Internet s different from the postal system, despite the metaphor of electronie “mail.” Data
packets apping across the Net are not hke envelopes with an address on the outside and contents
sealed mside. Packets are more ke posteards, with everyvthing exposed for anvone to see. Every
data packet passing through the Internet gets handled at every router: stored, examined, checked,
analysed, and sent on 165 way. The routers are not under any form of central control or security
certification. Fven if the routers could be controlled and all the hbers and wires subject to wiretap
regulations, wireless networks allow bits to be grabbed out of the ar without detection. Indeed,
by 2001, a lot of bits were traveling though the air, and snoopers could easly ook at them.

The way to make Internet communications secure  to make sure that no one but the intended
recipient knows what 15 iIn a messagre 15 for the sender to encrypt the information so that only the
recipient can decrypt it. If the contents of data packets are encrypted, then routers, sniffers, and
eavesdroppers along the route from sender to receaver can examine the packets all they want., All
they will hmd 15 an undecipherable seramble of bits.

In 2001, electronic commernce accounted for less than 1% of retail sales in the UUS. That percentage

has prown to 3% today, around $130 billion. A preat deal of the money that fuels the American
economy now moves from consumers to busmesses, amd between businesses, only as bhits, Altenng
those bits would be tantamount to stealing money.?

As the world awakened to Internet commerce, encryption could no longer be thought of as it had
been from ancient times until the torn of the thord millenomium: a5 armor wsed by generals and
diplomats to protect information critical to national security. Suddenly, encryption was more like
the armored cars used to transport cash on oty streets, except that coerygone nesded thesse armored
cars. Encryption was no longer a manition; it was more like money.

The commoditizzation of a entweal mohitary tool was more than a technoloey shaft. It sparked

reconsideration of fundamental notions of privacy and of the tension between secunty and freedom
i A demoeratic society.

“The question,” possd MIT s Ron Rivest, one of the world’s leading eryptographers, dunng: one of
the many debates over encryption policy, s whether people should be able to conduct private con-
versatone:, immune from government survelllance, even when that survelllance 15 fully anthorkeed
by a Court order.” 10 By 2001 commercial realities had overtaken such debates. The same technol-
opy that protects your credit card snmbers when you place an order over the web also enables you
to conspire to overthrow the government without the povernment knowing what vou are saying.



