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Adaptive Fault Management of Parallel
Applications for High Performance Computing

Zhlmg Lan, Member, [EEE and Yawel L1, Studemt Member, [EEE

Absirace—A= the scale of hizh performance computing (HPC)
continues to grow, application fault resiliemce becomes crucial
In thiz paper, we prezent FI-Pro, an adaptive fanlt manage-
ment approach that combine: proactive misration with reactive
checkpoimting. It aims to enable parallel application: to avoid
anticipated failorez via preventive migration, and in the caze of
unforeseeable failures, fo minimize their impact through zelec-
tive checkpointing. An adaptation manager i= dezigned to make
runiime deckion: in responze to fallure prediction. Extenzive
experiments, by means of stochaztic modeling and case studies
with real applications, indicate that FT-Pro outperform: periodic
checkpomting, m terms of reducing application completion times
amd improving resource ufilization, by up to 43%.

Index Terms—Adapine fanlt management, Parallel applica-
tions, High performance computing, Large-scale svstems.

I. INTRODUCTION

M the field of high performance computing (HPC), the -
Isaliah]e demand for more computational power 1n science
and engmesnne has drrren the development of ever-growmsg
supercomputers. Produchion systems with hundreds of thou-
sands of processors, ranzimg from tightly-coupled propnetary
clusters to loozely-coupled commodity-based clusters, are ba-
g dezignad and deployed [1]. For systems of this scale, rali-
ability becomes a cnifical concemn as the system-wide mean
time between failures (MTEF) decrsaszss dramaheally wath
the mereasms count of components. Studies have shown that
MTEF: for teraflop- and petaflop-scale zvsterns are onlv on
the order of 10-100 hours, even for systems based on ultra-
reliable components [2], [3]. Meanwhila, to accurately model
rezlistic problems, paralle] applications are desizned to span
across a substantial number of processers for dayvs or weeks
untl completion. Unforfunately, the current state of parallel
processing 15 such that the farlore of 2 smele process usmally
aborts the entire application. As a consequence, large applica-
tions find 1t difhicult to make any forward progress becanse of
failures. Thiz sifuation 15 hikely to detencrate as svstems get
bigger while applications become larger.

Checkpointing 15 the comrentional method for fault toler-
ance. It 1= reactive by penodically savinz a snapshot of the
application and uzing it for restarting the execution 1n casa of
falures [4], [3]. When one of the application processes expe-
rniences a fmlure all the processes, mcluding non-faulty pro-
ceszes, have to roll back to the previcush saved state pnor to
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the fallure. Thus, sigmbicant performance loss can be meurred
due to the work loss and failure recovery. Unhke checkpomnt-
mg, the newly emersed proactive approach (e.g. process mu-
gration) tzkes preventrre actions before failures, therebhy pre-
venting failure experiencmmg and avoiding rollbacks [6], [7].
Nevertheless, 1t requires accurate fault prediction, which 13
hardly achievable m practice. Hence, proactrve approach alone
1= unlikely sufficient to provide a rehable solution for fanlt
manzgement 1n HPC.

In thiz paper, we present FI-Pro, an adaptive approach
for fault manazsement of parallel applications by combmnz
the ments of proactnre mugration and reactrve checkpointme.
Proactrve actions enable applications to avoid anficipated faults
if poszible, and reactre actions intend to mumimize the mpact
of unforesseable failurez. The goal 1= fo reduce application
complation fime m the presence of failurez. While checkpoint-
g and process migration have been studied extensreely, the
kav challenze facing the desizn of F1-Pro 13 how to gifectively
salect an appropriafe action ot runtims. Towards this end. an
adaptation manager 1= desizned to choose a best-t action from
opportumstic skap, reactre checkpointing, and preemptrre mu-
gration by conzidermz a number of factors.

We demonstrata that F1-Pro can enhance fault resibience of
parallel applications and consequently mmprove thewr perfor-
mance, by means of stochastic modealing and case studies with
parallel apphications. Our results mmdicate that FI-Pro cufper-
forms penodic checkpomfing, m temms of reducing application
complation time and mproving rescurce utihzahion by up fo
43%. A modest allocation of spare nodes (lass than 5%) 1=
usually sufficient for F1-Pro to achieve the above gamm. Adds-
tionally, the overhead causad by FI-Pro 1z less than 1%

FT-Pro 1= bmlt on the belef that technological mnovaton
combined with advanced data amalysis makss it pozsible to pre-
dict farlures with a certain degree of accuracy. Fecent studies
with actual failure traces have showm that with a proper sys-
temn momitoring facility, crfical events can be pradicted wnth
an accuracy of up to 30% [8]-{12]. A dishmgmshme feature
of FI-Pro 1= that 1t does not reqmre perfact fallure pradichon
to be effectrve. Az we will show, FI-Pro outperforms pen-
odic checkpointing as long as failure prediction 1z capable of
capturing 0% of falures, wihach 15 feasible by wsing existins
pradictive technologes.

FT-Pro 1= mtended to bnidge the gap between failure pre-
diction and fault handling techmques by effectrvely explorms
farlure prediction for better fanlt manasement. It complements
the research on checkpointing and process migration by pro-
viding adaptree stratesies for rumtime coordimation of these
techmiques. The propesed F1-Pro can be mtesrated with state-
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of-the-art failure predictors and eusting fault folerance tools
[9]. [10], [13}H20] to provide an end-to-end syvstem for adap-
trve fault managemant of parallal applications.

The remamder of thiz paper 1z orgamized as follows. Sec-
tion II brmefly discusses the related work. Sechon I zrves
an overview of FI-Pro, followed by a detailed description of
itz adaptation manager mn Sechion IV. Section V descmbes
our stochastic modelng and simulation results. Section VI
prezents case studies with a nomber of parallel applications.
Finallk, Sechon VII summanzes the paper and pomts out
future drechions.

II. RELATED WORK

Checkpomting, 1n varnous forms, has been studied exten-
sively over the past dacadss. A detaled dezcniphion and com-
panizon of diffarent checkpomnting techniques can be found 1
[4]. In the field of HPC, 2 number of checkpomfing librares
and tools have been developed, and examples inchide hibekpt
[16], BLCE [17], open MPI [15], MPICH-V [13], and the
(™ (Comell Checkpoint (pre)Compiler) [15]. Checkpointing
ophmuzahon 15 generally approached by salecting an optmal
mtervals [21}{23] or reducing the overhead per operahbion
such az copv-on-write [24], meremental checkpomting [23],
diskless checkpomting [26], [27], double in-memory technique
[28], ete. Generally speaking, checkpomfing 15 a consarvatmve
methed. It requires mereasimg number of checkpoints to deal
with hugher failure rates as the computing scale mereasas,

Muoch progress has beean made m falure analysis and pre-
diction. On the hardware side, modem computer systems are
designed with vanous features (e.z. hardware sensors) that can
monitor the degradation of an attnbute over time for early de-
tection of hardware errors [29}{32]. On the software zide, a
vanety of predictrve techmiques have been developed to infar
mmphicit and useful fault patterns from historical data for fail-
ure prediction. Theyv can be broadly clazzified az model-based
or data-driven. A model-based approach dermvezs an analyhi-
cal or proballistic medel of the system and then tngzers a
warning when a deviation from the model 13 detectad [33]-
[37]. Data mumine, ;n combmation with mtelhigent syztems,
focuszes on leamme and classifying fault pattems without as-
sumng a priorl modal ahead of tme [E]-{1l1]. In addihon,
leading HPC vendors have started to mfegrate hardware and
software components m their systems for fault analysis, such
as the Cluster Monitoring and Control System (CAMCS) service
i IBM Bloe Gene syvstems and Cray EAS and Management
aystem (CEMS) m Cray XT zeries zystems [38], [39].

Leveraginz the ressarch on failure predichon, there are
growing mterestz m utibzme falure predichion for proactree
fault manaremant. For exampla, the HA-OSCAR project pro-
vides ligh-availabahty for head nodes m Beowulf clusters by
using a fallover strategy [40]. There are several research ef-
fortz on fanhure-aware schaduling [41], [421]. Process or ohject
migration 15 2 widely used proactrve techmique [7]. Most ma-
graton methods adopt the stop-and-restart modsl for the mo-
gration of paralle]l applications, 1 which the applhcation takes
a checkpoint and then restarts on a new set of resources - af-
ter swappmg the falure-prone nodes with healthy ones [43].

There are several active rezsarch projects on providing Jhve mi-
gration support for MPI applications [19], [20], [44]. While
proactrve approach 1z cost efficient, 1t requires accurate fail-
ure prediction. In practice, predichon musses and false alarms
are commmon. Predichon misses can lead to sigmficant perfor-
mance damage, whereas false alarms can introduce mtolerable
overhead. Hence, solely relvinz on proactrve approach 1= not
sufficient for HPC.

Becogmizine the lmitatons of reactrve and proactive ap-
proaches, FT-Pro amms at getting the best of both worlds by
mtelligently coordmatng process muzration with checkpoint-
mg. Smilar to cooperative checkpomting [43], FI-Pro 1znores
unnecessary fault tolerance requests when failure mmpact 1=
trrvial. Further, 1t enables an application fo avoid mmment
failures through preventriye migration. The adaptation betwaan
process migrafion and selective checkpomting 12 bnlt upon a
guantitattye modsling of apphcation performance.

The 1dea of uvming adaptation for fault management 1= not
naw. It has been used mn the fields such a= miszion-critical
spacecraft: and storage zystems [46], [47]. Nevertheless, to
the best of our knmowladee, we are among the first to exploat
adaptrve fault management for high performance computme.
Different from the above research that mamly focuses on of-
ficiently utilizing duplicated components for high availabilify,
this work centers upon reducing application completion time
by dvnamically choosing between proactree and reactmve ac-
Tons.

ITI. OVERVIEW OF FT-PRO

We define a fatlure as anyv event m hardware or software
that results mn an mmediate termumation of a ninmng applica-
tion. To be effactrve, F1-Pro requres the presence of a failure
predictor. Predicinve techmgues mentioned m Sechon I, as
well as cur own previous work [11], [48], [49], can be used to
provide such an engine. Failure prediction can be either cate-
gorical where the predictor forecasts whether a fallure svent
will occur or not m the near future, or momerical where the
probability of faithures 15 provided for a zrven time window.
MNumerical results can be sasily translated mto catezorical re-
sults by applying threshold based sphtting; hence 1n this paper,
we uniformly descnibe failure prediction as a process that pe-
nodically estimates whether a node wall expenence failures mn
a grven time window (e.g. a few muinutes to an hour). Such a
predichon mechamsm 15 generally measurad by two accuracy
metrics: precizion and recall. Precizion 13 defined as the pro-
p:an:L-::ur:L of comrect predichons to all the predictions made (1Le.
T]TIEP;:' and recazll 15 the pr-.':-p-.':-rtlun of comect predichons to

the number of fa1lures (1.2 Tﬁ-—] Here, Ty 15 number of cor-
rect predichions {1.e. frus pesitives), and Fp 13 number of falze
alarms (1.2 falze positives), and F}, 1= numh&r of mussad fail-
ures (1e. falze regatives). Obvicusly, a good predichon engine
should achieve a lugh value (closer to 1.0) for both metnies.
A user can set fault tolerance requests dencted az adapiation
points for the appheation execution, and FI-Pro makes run-
time decizion upon thess pomnfz to determine which achon
should be taken [30]. For example, a user may st adaptation
pomts to where the apphcation completes a segment of useful
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Fiz. 1 The Main Idez and Steps of FT-Pro.

work, 1.e. the computation that 1z not redone due fo a farlure
[31]. Three achions are currently considered m F1-Pro:

+ obilP, where the fault tolarant request 1= 1znored. This ac-
tion 15 taken to removve urmecessary achions when failure
1mpact 15 trmaal.

« CHECKPOINT, where the application takes a checkpomt.
Thizs action 1= to reduce application work loss caused by
unforeseezbla failurss,

o MIGRATION, where the processes on suspicious nodes
(1.e. the nodes predicted to be farlure-prone m the near
fiuture) are transferred to healthy nodes. This achon 13
to vold an 1mminent failure. Currently, we aszume that
process migration 15 conducted by taking a coordinated
checkpont followed by a stop-and-restart mugration [43].

The main 1dea of FT-Pro 12 illustrated 1n Figura 1, where the

useful work 15 segmented 1nto mntervals denoted by [, Suppose
the applicabion runs on {Fy, P, ..., Pw ] and one spare node
denoted az FPgq 1z allocated for proactive actions. Spare nodes
can be etther reserved at the application submizsion or alle-
cated through the resource manager during executicn. Upon
sach adaptation pomt AF;, FT-Pro first consults the failure
predictor to get the statuz of each computabion node. It then
tnzeers the adaptation managsr (discussed m Sechon IV) to
determune z best-fit achon m response to failure predichion,
followred by 1meoking the comesponding action on the applica-
tion. Here, the cost monitor component keeps track of nimtime
overhead different fault tolerance actions. If the applcation
fa1ls durmg checkpomtng or mugration, it rolls back to ths
mozt recent chackpoint. Let's take a look at 2 fow axamplas:

#« FI-Pro alwayvs grants the first fault tolerance request at
AP by talang a checkpoint.

« At AP where the farlure predictor does not anticipate
any failure m the near future, green that faillure mmpact
durmng the next mterial 15 frraal, FT-Pro 1gnores the re-
quest by takine a SKIP action. Simularly, F1-Pro takes a
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Fiz 2 Dizzem of Adepiztion Alsorithm

SKIP action at AFy.

« At AP considenns that the work losz would be =ie-
mificant if an unforeseeable failure occurred mn the next
mterial, FT-Pro decides to take a coordinated checkpomnt
althousgh no failure warning 15 1msued at thiz pont.

# At APy where the predictor forecastz a failure on Py
(which tums oot to be a true positrve), FT-Pro transfers
the process from Pw to the zpare node Py, The applica-
tion 1= first checkpomted, followed by a process migra-
tion. Once repaired, Pl becomes a spare node.

s At AF, where the predictor fails to wamn the upcomungs
fallure on P45 (e.g. a false negatrve), FT-Pro takesz a SKIP
achon. The application, therefors, loses the work done
batoreen AF; and the failure occurrence, suffers from
fallure recovery, rolls back to the last checkpomt com-
pletad at AFy, recomputes the work due to the failure,
and proceeds to the next adaptation pomt AFs.

¢ In caze of false alarms. such as at AF; where the pre-
dictor errcnecusly zrves a warning (e.g. a falze positive),
FT-Pro takesz a checkpomnt.

IV. ADAPTATION MANAGER

The adaptation manager 1= responsible for determuning the
most surtable achon upon each adaptation poimt. Desizning an
efficient managar 15 challensme. First, it must consider a range
of factors that may 1mpact apphecation performance. These -
chade not only the available zpare nodes, but also costs and
banefits of different fault tolerance actions. Second, zrven that
a failure pradictor 1= subjected to false negatrves and false pos-
itres, 1t must take account of both emrors dunns i1ts decizmon
makme process. Lastly, it must make a timehr decizion wathout
cauzing noticezable overhead on applicabion performance.

Brv considering the above requirements, we develop an adap-
tation manager, which 15 illustrated m Figure 2. It takes ac-
count of three sats of parameters for decision making, namely
pradichion accuracy, operation costs of different achons, and
the number of available resources for proactrve actions. Be-
fore presenfing our detailed zlgorithm, we first list 3 zet of
nomenclatures that will be frequenthy uzed in the rest of the
paper (see Table I).

Upon each adaptation pomt AF,, if the falure predictor
anticipates any failure on a computation node, the manager
takes account of predichon precizion. Spectfically, 1t est-
matas Fner - the expected time for the application to reach the
next adaptation pomt AF; 1 - and selects the action rhat min-
imizes Epyppp. Suppose the curmrent interval mdex 15 [aypeen-
Dhe to the uncertamty of the exact falure time, a conserative
view 1z adopted by assuming that the farlure wll ocour mme-



