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ABSTRACT

Launching a demal of service (Dol) attack 15 trmaal, but detec-
tion and response 15 a pamfully slow and offen 2 mamal process,
Aufomafic classification of attacks as smmgle- or multi-source can
halp focus a responss, but current packet-headar-baszed approaches
are susceptible to spochine. This paper mnfroduces a framework for
clazsifinne Dol attacks baszad on header content, transient ramp-up
bahaor and novel techrmiques such as spactral analyais. Althoush
headerz are easily forsed, we show that charactenishies of attack
ramp-up and aftack spactrom are more difficult to spoof. To eval-
uate our framework we monitored access lmks of a rezional ISP
detecting 30 Irve attacks. Header analyzis 1dentified the mumber of
attackars m 67 attacks, wihile the remaiming 13 attacks were clas-
sified based on ramp-up and spectral analy=is. We valhidate our re-
sultz throuzh montonng at a sacond site, confrolled expeniments,
and simmlzhon. We use experiments and simulafion to understand
the underlyingz reasons for the charactenstics observed. In addrhon
to helpms understand attack dymarmes, classification mechamsme
such as ours are important for the development of realistic modsls
of DoS traffic, can be packazad as an automatad tool to a1d m rapd
responsa to attacks, and can also be used to estimate the level of
DoS actrvity on the Internet.

Categories and Subject Descriptors
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1. INTRODUCTION

The Infernet commects hundreds of mullions of computers across
the world nmnme on multiple hardware and sofftware platforms.
It serves uncoumtable personal and profes=ziomal neads for people
and corporations. However, ths mtercommectmiaty among comput-
ars also enables malicious users to msuse resources and mount de-
mal of service (Dod) attacks against arbitrary sites.

In a demial of serice attack, a mahciows user exploits the con-
nectrvity of the Intemat to cripple the zervices offered by 2 vichm
site, oftan simply by faoding a victmm with many requests. A Dod
attack can be etther a single-source attack, onginating at onlv one
host, or a multi-zource, where multple hosts coordimate to flood the
vichm with 2 barrage of attack packets. The latter 1= called 2 dis-
tnbuted demial of sarvice (DD0S) attack. Soplisticated attack tools
that automate the procedurse of compromizing hosts and launchine
attacks are readily vailable on the Intemet, and detailed mstroc-
tions allow evven an amateur to wse themn effectrvel.

Demal of service affacks cause sipmificant fmancal damage av-
ary vear, makms 1t eszenfial to devise techmgques to detect and re-
spond to attacks quickly. Development of effectrie response tach-
miquas requires intmnate kmowledze of attack dynanucs, vet little
mformation about attacks m the wild 1= pubhished m the research
comrmmuty. Moore et al pronade msight mfo the prevalence of
DoS actrerty on the Intermet [24], bat thewr anabmis 1= bazsed on
back-scattar packetz and lacks the level of detail required to study
attack dynarmics or generate hizh-fidality models needed for DoS
research. Momtonne toels today can detect an attack and 1dentify
bazic properties such as traffic rates and packet types. However,
because aftackers can forse most packet mformation, characteriz-
mg attacks as single- or mult-source and identifying the mumber of
attackers 1= difficult.

In thiz paper, we develop a framework to classify attacks based
on header analv=iz, ramp-up behavior and spactral analysis. First,
we znalyze the headsr content to get a rapid charactenzation of
the atfackers. Smce headers can be forged by the attacker, we de-
velop two new techmgues to analyze packet stream dyvrarmes us-
me the ramp-up behavior and the spactral characteristics of the at-
tack traffhic. The absence of an muhal ramp-up susgests a snsle
aftacker, whereas a slow ramp-up (several hundred mulhizeconds or
more) sugsests a mulh-source attack. Smee ramp-up 12 also eazly
spocfed, we 1dentify spectral charactenstics that dishimemsh sinsle-
from multi-source attacks and show that attackers cannot eamly
spoof spectral content without reducms attack effectrveness. We
dezcribe the alsorithms uzad n our framevork m Secton 4 and
dizcuss robustness to counter-measures m Saction 7.

The contnbuhion of this paper 1= an autormnatad methodology for
charactenzimg Dol attacks that adds new techmiques of ramp-up
analyzizs. In addihon to providing a better understandmmg of DoS
affack dynmamacs, our work has several direct apphications. Ths
1dentification framework can be used as part of an automated Dos
detachon and responss system. It can prowade the clazsification
component of a real-time aftack analy=is systam to aid network ad-



mumstrators n selacting an appropriate response depending on the
tyvpe of ongoms DoS attack. For example, iof an attack consists of
only a single source using fraceback to 1dentify the culprt 1= trmvaal,
but as the nomber of attackers mereasze traceback becomes rapidhy
mtractable. Thus one apphication of our framework 1= to judicioushy
decide if actmvation of traceback 1z appropriate during a partcular
attack. Thiz analyzis can also be u=ed to create and vahdate med-
els of Diod and DDwS attacks for simmulation and expenmentation
Fmally, long-term automated measurements of DoS attacks can be
used fo estimate the level of Dod attack actraty 1n the Internet. We
descnbe these applications m Section &.

We anvzluated our framework on traffic collacted from fwo peer-
mg hnks at Loz Nettos, a resional ISP m Los Anseles. Chrer a pe-
nod of frve months we observed and analyzed B0 attacks. We could
clazaify 67 attacks as simgle- or mulh-source with header amaly-
z1z; the remaiming 13 attacks were classified based on ramp-up and
spectral behawior. We validate cur algonthm and conclusions m
three ways. First, we momtor a second site at Unmrersity of South-
ern Califormia and compare the obzarved attack dynamics. Sacond,
to understand the spectral characteristics of aftacks we conduct a
zaries of expenments with synthetically generated attack trafhc sant
over 2 wide-area network and wath raal attack traffic generated us-
mg attack tools on an 1solated testbed. Fmally, we use simpls nu-
merncal simulahons to mprove and confirm our understandimes of
the underlyms causes for differences m spectral behavior. Our val-
1dation mathodolosy 15 detanled 1 Sechion 6.

2. RELATED WORK

Deamal of semnce attacks attampt to exhaust or dizable access fo
respurces. at the vichm. These rescurces are etther network band-
width, computing power, or operating system data stroctures. Be-
search on demal of serace attacks 15 prmanly focused on attack
detection and responss mechamesms. Attack detechion i1dentifies
an ongoing attack u=ing erther anomaly-detection [13, 23, 38] or
signahure-scan techmiques [23, 30]. Most response mecham=sms at-
tempt to alleviate the damage canszed by the attack by talang reac-
tre measures like raducing the mtensity of the attack by blockmg
attack packets [17, 21, 23], or locahizing the source of the attack us-
g fraceback techmiques [3, 8, 31, 32, 33, 33]. Besides the reactmve
techmiques dizcussed above, some systems take proactrie measures
to discourage Dol actrvnty. For example, distnbuted packet filter-
g [26] blocks spoofed packets usmg local routing imformation and
S5 [19] uzes overlay techmiques with sslecine re-routing to pre-
vent large flopding attacks . In this paper, we uza a simpls anomaly-
datection techmaue fo identify attacks and focus on a clazsification
mechanizsm to understand attack dymamucs.

Beaide attack detection and response mechamsams, it 15 important
to understand DoS attack prevalence and attack dymanues on the
Imternat. Moore ot al used backscatter analv=iz and detacted 12 803
attacks durme a penod of 3 weseks [24]. The backscatter techmique
allows detechion of attacks that wuformby spoof source addresses
i the complete IP address space. Many attack tools use reflachon
techmiques, subnet spoofine, or do not spoof source addresses [14,
29]. The backscatter techmique will not defect these aftacks. In this
paper, we develop an alternate approach where we extrapolate the
attack actraty observed at Los Neattos to the Infernet (Section 8.3).

s1gnal processmg techmique have been used previcusly to ana-
hrze malieious network fraffic and to detect onzomsz attacks. Cheng
et al use spactral analy=is to detect high volome DS attack dus to
chanzs m penodicihies m the aggregate traffic [9] wiile Barford et
al use flow-level mformation to 1dentify frequency charactenstics
of DoS attacks and other anomalous network traffic [2]. Further,
wavalets and other signal proceszne techniques have been exten-

smvaly used to analyze both wired and wireless network traffic [7,
27, 39]. In this paper we analyze the spactral behaior of the attack
stream to provide mformation regarding the presence of multiple
attackers.

3. ATTACK TAXONOMY

To launch a DDwS attack:, a maheious user first compromises In-
ternet hosts by explortine securtty holes, many of which are opanly
disclosed by software vendors. Subseguently, the malicious user
mstalls attack fools on the compronmszed host (also known as a zom-
big), makane 1t available to attack amv vichm on command. With
fiall control on the zombie the aftacker can construct amy packet m-
clodmg 1llegal packets, such a= packets with meomrect checksums,
mcorrect header field values, or an urmahd combmation of flazs.

The differant fypes of demial of sermnce attacks can be broadly
classified mto sqftware exploits and fooding affacks. In soffware
explomts the attacker sends a fowr packetz to exercize specific zoff-
ware bues within the target’s 05 or appheation, dizabhing the vic-
tim. In flooding attacks, one or more attackers sendmz meeszant
streams of packets aimed at overwhelming link bandwidth or com-
pufing resources at the wachm. Althoush software-explort attacks
are mmportant, this paper focuses on flocding attacks, smee they
cannot be addressed by software fixes.

Based on the location of the obsarvation pomt we classify flood-
mg zttacks as single-source when a zingle zombie 1= obzarved fiood-
mg the vichm and as direct multi-source when mulhple zombies
are observed, as shovwmn m Figure 1{b). It 1= difficult to dishnemsh
between single- and multh-source attacks by cbserving only source
addreszes since most attacks spoofthe source address. In both caszes
there may be addibonal zombies present that are not discermuble
from our obsercation point. Therefore an attack classified as smzle-
source may potentially contam multiple zombiss when observad at
the vichm. Zomies are usnally mesacure machines that hae been
comprorused by 2 malicious user. Multipls attackers may be sum-
monad for an attack to increazs firepower, or fo evade detection

Reflector attacks (Figure 1{c)) are a special caze of mult-scurce
attacks. Such attacks are usad to lnde the dentty of the attacker,
or to amphify an attack [29]. A reflector 15 any host that responds
to requests, for example a web sarver that responds to TCP SYN
requests with a SYN-ACK reply, or amy host that respond to ICKWP
acho reguests with ICAP echo rephes. Amy host can be used a5 2
reflector by spoofing the the wichm’s IP address mn the source field
of the requast tnclane the reflactor into directing 1ts responsa to the
vichm. Feflectors can also be used as amphfiers by sending pack-
afz to the broadeast address on the reflector network, soherting a re-
sponse from every host on the LAN. Unlike zombies that represent
mproperly sacured hosts, reflactors are typically legtmate hosts
providms Internet services, makins reflactor attacks more difficult
to eradicate.

4. ATTACK CLASSIFICATION

Onr framework clazsifies attacks using header confentz, tranzient
ramp-up behanor, and spectral charactanstics. This three-pronsed
approach 1= neceszary to deal wath an merezzimg level of difficulty
m classifymg attacks dependms on the level of IP header spoching
prasent mn an attack.

4.1 Header Contents

Most attacks spoof the source address conceahng the number of
attackers. However, other header fislds, such as the frasment iden-
tification field (I0¥) and tme-to-lr-e fisld (TTL), can be mdirectly
mterpretad to provide hints regarding the number of attackars. Such
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Fizure 1: Flooding attacks are clazsified as (a) single-zonrce, (b) multi-zource, or (c) reflected bazed on the number of attackers and

their location, with rezpect to the obzervation point and victim,

Let P ={attack packets}, Fi C P, P =T ,F
fY¥pc P
ID value mcreazes monotomcall and
TTL value remams constant
then Single-zource
ekefV pc P,
ID vahie imcreasss monotonically and
TTL value remams constant
then Multi-zource with n attackers
else Unclaszified

Fizure I: Pzeudo code to identify number of attackers bazed on
header content.

techmiques have besn used before to 1dentify mlbple mtarfaces
on routers [34] and count mumber of hosts behind 2 MNAT box [4).
These techmiques work because many operating zystems saquen-
tially mecrement the I fisld for each successme packet. As aresult,
all packets generated by the same host wall contain monctonscally
mereasing ID values. In addihion, assumung the routes ramam rela-
trvely stable dunnge the attack the TTL value wall remam constant
for the same source-destmation pair. Thus for attacks where the
ID) and TTL fields are not forged we use the alzonthm outlmed m
Fizure 1 to eshmate the mmmber of attackers and clas=ify attacks as
single- or mulh-source.

We aztimate the mumber of attackers by countinz the number of
dizstinet ID sequences present in the attack. Packets are classified a=
belonging to the same sequence if their ID values are separated by
less than ideap (we use an idgap of 16) and the TTL value remams
conztant for all packets. We allow for some zeparation mn idzap
to tolarate moderate packet recrdenine. In hugh wolume attacks the
ID) value typically wraps around wathin a sacond. Therefore usmg
a small yd=ap also hmats collizions dunng sequence dentification.
If a packet does not belong to an existme sequence, 1t forms the
basinming of 2 new sequence. In most cases, attack packets arrmve
cloze to each other and have a 1dgap of one. An attack sequence
must conzist of at least 100 packets to wdentify a distinct attacker.

Some attacks have short silence peniods during the attack. Aftera
silence pencd, packets may form a new attack sequence that should
be conaidered 2= a contirmation of an cld sequence, but would not
ba 1dentrfied as such dus to the stnet 1dsap. To bndzs these silence
pertods we coalesce such streams mto one stream if they are withn
300mz of each other. Fmally, zince many operating systems do not

send the ID vahie m network bvte order, we mfer byvte-order from
the first 10 packets obzarved.

Many attack tocls spoof the source IP addrass bat allow the op-
aratmg syvstem to fill m default values for other fields [10]. These
tools are suscephible to D analysis. We are not aware of any attack
tools that attempt to coordmate the ID) field over a distmbuted et of
attackers. In fact, diferences m KT T and available bandwadth make
1t mherenthy difhicult to coordmate packet streams from multiple
hostz such that thewr ID fields conzsistently arme m order withoat
reducms the rate (and hence effactrveness) of the attack.

Some attack tooks forge all header contents, melodine both the
ID and the TTL fisld For such attacks it 1= mpos=sible to distin-
gmsh between 2 single or multiple sources based on header mfor-
mation alone, making it eszenhial to use additional techmigues.

4.2 Ramp-up Behavior

In a mulh-source attack, a master typcally actrvates a large mum-
ber of zombies by sendine a tnzser message that sither actrates
the zombies 1mmediately or at some later tme. When obzarved
near the vichm, thiz distnbuted activation of zombies results m a
ranip-up of the attack mtenzity due to the vanation m path latency
betaeen the master and the zombies and weak synchromzation of
local clocks at the zombies. In contrast. sinsle-source attacks do
not exhubit a ramp-up behaior and typically begin their attack at
full strensth. Thus, the presence of a ramp-up provides a himnt as to
whether the attack 1= zimgle- or mmlti-zource. Thiz method cannot
robustly 1dentify singla-source attacks simce an intellizant attackar
could create an arbificial ramp-up from a sinsle site. To our kmowd-
adze, current aftack tooks do not attempt to do so.

4.3 Spectral Analysis

A more robust method for classifving attacks as single- or mmlta-
source 1= to consider their spectral charactanstics. We obzarved
attack streams have markedly different spectral content that vanes
depending on the mumber of attackers. In fhis section, we present
our methodolozy for analvzings the spectral charactenstics of an
aftack stream; m Section 3.3 we present several examples wath m-
tution why 1t works.

Spectral analysis requures freating the packst frace as a time za-
nes. we dride the aftack stream into 30 second sezments, defin-
me x(t),0 < & < 30,000 a= the nomber of attack packet ar-
rvals m each lms mterval. Smee non-stationanty can tant spectral
analy=iz, we discard sesments that show mrhal ramp-up or abropt
changes (perhaps due to 2 chanse m mumber of attackers). We uze



