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Description of MD5

Takes any message and outputs an 128-hit
hash.

A message Is padded so the length Is a
multiple of 512 by concatenating a 1 then O’s
and It's length as a 64 bit number.

—ach 512 bit block Is compressed individually




Continued Description

The 512-bit block is divided into 16 32-bit
words

here are 4 32-bit registers a, b, ¢ and d.
hese are Initially loaded with IV, and carry

the hash values from one 512-bit block to the
next

It works In an iterative (chaining) process:
Hi., = f(H,M)  IVy=H,
where M, I1s a 512 bit block.




