Class 25:
Security
through
Complexity?
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NP can be useful

= 5o far, you learnt how to detect "unsolvable®

problems (in NP) and solve them anyway by
approcimation [in P)

= For cryptography we want the opposite:
problems that are almost always hord,
i.e., cannot be appraximated in P
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Goal: Encryption

= For almost all security schemes we need:

— Encryption [/ one-way function iﬁiﬂ-}
easy 1o compute: enclxk) — ¥

hard to find any part :-f:{_t,.l:}: E'f:li."II:__'r'}
PN

. £ papkethis an NP problem
= Often also required ™ —————F Em__—>
— Decryptian dec{y. k) — x
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Motivation

= Many applications require certain tasks to be
egsy for some and hard for others

= Cxample: Decryption of encrypted message is
easy only when given a secret key

Cryntogroanhy is conosrmed with constnacting alsorithms that

wTthsbemd abiss, —

Ciomplexity is 2 powerful ool to “lock out™ adversanes.
Exsic Idez: Reguine figrd probéens to be sokoed, ghe hint 2s key.

Lrwomm 35 o = Lo ! T

7 At i

—
[Bresaking & strang cipher should neguine
“#s much work as sohing & system of

ST REnECus eguetions in & e numiber
of unknowns of 8 compilex type®
- shanncn, 45

Soumds MFE-Complete,
doesn't it?
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Encryption build on Hardness

= Knapsack problem is MP-Complete
— Prablem of filing bag with best s=lection of tems
= Recall: Reducible from Subset-5um

= Enable Encryption: Kesp messass secret by
hiding it in 2 Knapsack instance

|:hi13 of Enyption key = mapsack instance =]
= . Decryption possibie by
&= z ali Enowing emsy knepsact
i=l

; mstence [secret key)
I_T'""EHF brts that prowides shorbout.
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Flawed Security Argument

= Subs=et Sum is NP-Complete

+ Breaking knapsack cipher invohves solving 2
subset sum problem

= Therefore, knapsack cipher is secure

Flawe: MP-Complete means there is no fast general
saolution. Some instances may be solved quickly.

[Mote: Adi Shamir broke lrepsack cpher [1982])
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Cipher Design

= NP-Completeness is not sufficient for
cryptographic hardness
Warst-cose complexity

= Meed solution to usually b= hard
Averoge complaxity

= Captured in new complexity class:

All tractaoble problems are in BPP

(which only makes sense if F7 NP —

&n fip Dors

il v i

Lrwomm 35 o = Lo ! I

Cipher Design (cont.)

= A “strong” cipher cannot be broken faster
than exhaustive key search (brute forca)

@ (27) time

= Only possible shortcut:
Trade space for tims; e.g.:

@ (2™*) time + space
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Results of Insufficient Hardness

= All broken cipher have a gap between warst-
cose and overoge hardness

*= Cstimating average hardness is often
impossible (= finding best algorithm for
instances of NP-complete problem)

= Mext: Analyze cipher, identify complexity, and
break it by finding tractable average solution.
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Proprietary Cryptography
|or- why “security-by-obscurity” never works)

[P T P—— ” =I:'.i|||i.|:.| 'L.ll:..'..

First: Disclosure

= Secret algorithm can often be found:

— Disassembling saftware

— Hardware reverse-enginesring

This talk: Brezking a apher

once we found it
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Then: Exploitation

= Maost secrat ciphers are broken after
disclasure

* Flanws are very similar in all DIY ciphers
|and cryptanalyst spot them in 2 glimpse)

“No more weak ciphers. Mo more paranoin.”
Sean O'Neil
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The crux of most flaws

= Nost weaknesses caused by
insufficient non-lineqrity.

= At the heart of the problem:

LF5Rs (linear feedback shift register)
]

S PSRN I
I.q- m X122 x]|1%]*x[1&] “E11T)+
for 1=17:-1:1 x|i]=x[1-1]&
x|0] = tmp;
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Non-Linearity

= Sy=temn of equations that desribes n-bit cipher
can have up to {27 terms.
* Only O[n) of these terms are linear.

Mifare Crypto-1
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Compute equetions for first output bit

o) Faf=z]T], =[%0. =01 ], =[13] k: "
sflf = -.- Describes cipher 2s
system of squations
¥ e |=ll|-'].|-l|1|-='[tlnll-ll].rl"|]' ﬂh mm
Before computing ret bit, shift LFSR= UNKNOWNE, DArmE With
Lep zI0]*. .. *x[41] I igqr
ler A-0:47% 2] -=fi=sl]~"
=[48] - Leps
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Almost there ...

1. Describe weak parts of cipher as
system of equations
2. Brute-Force throush complex parts:
Guess-gmd-Determine attack.

3. Solve system of equations:
MiniSAT is our friend

Sohvimg for 48-bit Crypto-1 key takes 42 seoonds;
compared to manth for brote-foro=
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