Browser Security

John Mitchell
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+ Instrument a progrem to detedt nun-time memony
errors [out-of-bounds, use-Before-inil) 2nd
memory l=aks
# Technigus
+ Works on relocatable objedt code
= Link o mcdifled malos et provices msddng bl
* Memory acce=s emors: insert instrection =s=quenos
before =adch load and =store instruction
* Memory lesks: GC algoritfm

Erm-.rser Security

# Browser uses network and local disk
# Polenfial for oul=ide aoo==x To lccal dats
# Brower interprets code from network
* HTML, J=vaScript, ActiveX, Jeva
# Browser installs, exscutes plug-ins
» Acrobat, Shockeavs, ..
#+ Malicious code can pose risks
* Consumes resources
# Shes| information
» Compromiz= system
& broveser is an operating =ystem
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Hi.':rn5|:|F|: Issues Mew IE Browser Seourity Patch

By Richerd! Karpinsid

¢ Microsoft hes released a security peich et doses
some majar foles in its Intzrnel Explorer Browssr

» The so-call=d "cumulative patch™ foe=s =ix SiTersnt
IE problems ...

* AfTect=d Browsers ndude Intemet Soplorer 5.01,
5.5 and 600

¢ [Microsoft rated the potentizl security bresches a=
“ritical.”

LEitE!St patch addrEEEEEE

= & Puffer oempnan associbe=d with an HTML direcie=
o Alackers could us= this bresch to run malidous
oode on a2 user's system.

+ A =rripling vulmerabilily thet would k=t an sttecker
read files on & user's system=_

+ A vulnerability related to e dsplay of file names
.-. Hadklers could ... misrepre=ent the name of a file
-. and trick a user info downloading an unsafe file

+ & vulnerability that wauld sllow a Web page o
impnoperly invoke an application installed on 2
user's my=tem o open & file on a Web site.
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Tour of security issues
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+ Cookies

4 JavaSonpt
# ArtiveX
# Java

s [Mo=k of leciure devoled to Jova
— Asprecamiise mme, mone deveinped seanrfsy moded
# Using a network proxy to ncrease security

# Plug-ins 7

Ry s cmcide
Rasturmes cats
# Http is stateless protocol; cookies add state
+ Oitfe=r method: modify LRL

Cookie issues

+ Policy
» Cpokie firom sit= S can Be refurned Eo site S oni)y
# Problems
¢ Cookies mantan record of your Browsing hebits
¢ Sile= can share this nformetion {e.g., doublechck]
» Altacks could invade your “privacy”
o5 Hov I001

Liw=ra of MicromciT'a hrewsor oed! o-mmpil progroma oould

bz vdrera b 02 hevimg thzir beoeveer oosbi=s atalen or
medifi=? du=[a 2 now ==ourily Bug m Inftormel EBeporer
{1E}. the cemEany wornad Tedory.

Javascript

# Language executed by browser

# Used in many attacks

= Cooki= att=ck from last =lii=-

Wit the ssdictamoe of some IavaSoript ood=, an
attsco=r could construct & Web pede ar HTHL-

baresd =-rrsdl that ool scress: &y cookde I the
broeErs Moy or those shores on dis ...




