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Announcements
#My office howrs
s« Thursdays 2:30-3:20, Gates 476 (or Bytes Café?)
#Course discussion section
s Friday 3:15-1-05pm in Gates BO1 (ive on E3)
s Start Fricay 4714
#Final exam tme
s« Tuesday June 13, 7-10 FM

#0ther issues?

General concepts in this course

#Vulnerzbilities
# Hiow Feckers break into systems
Ll Saluiily i g dalee iy el h )
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#Defersive programming
+ Build ¥ sofhware with seodanty inmin
# Make sune your vices gqame s not 3 ook loacer
# Security Mechanisms
« Authierntbcafion, &ccess comrol, Metwork probooods,
Rights management, Sy=tem monmboring,. ...
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This lecture: Security Problems
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# anatomy of an aftack
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& Some ways we heElp them oo ’
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What attackers want

# Cregte havoc
w o i Ol e Dol T fridaeds
# Embarrass or hiarass someons
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# Shut down systems
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# Steal Informmakian
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Some hacker resources

# Web sites and archives (use Google ko find more __)
u FRrack wvenphiiac v
w Mok AT v g Sl S hach ey
w Fraey T A o Coivag,
v Tt e ey i iy A D HG . el
“How To Cradk grotly Modh Amtiang”, Irp 4080
& [MFORTANT NOTICE
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Hacker culture = i *F
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Steps in a standard break-in
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+#Get your foot in the door

& Steal o password File 2nd run dictiorary attack

s Snift passwords alf the neteork, sodal enginesring

& Ligp input vulnersbilty in other netsork code
#Usz partial aocess to gain root (admin) acoess

+« Break some mechianism on the system
#5et up some way o return

& [mistall login program or web seneer with back door
#Cover your tracks

4 Digable intrusion detection, vines probechion,

fripgwire program, syshem functions that show st
af nuraiing programs, ...

Other kinds of attack ...
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#Key loggers

« Install softwane thek reports stolen Infommatian
#0005 atacks

& Ls2 ooemipromised miachimes to Hood nebsork
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Black Hat Eurape 20048

BHrimhinga & IFraifning
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& Philipoe Biancl, & Fabrice Desdaux
Livear Naedhe i the Shyme
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& many more ...
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Weak input checking

#Gzneral problem
« Lots of programs have inpuk
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= Many web ske edxamples
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« Extensble sy=tems also hiave sericds prodiems
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Example: PHP passthru

#ldez

a PHP pessthro| sfing) edecutes oommand
s Pages can construck Sbimg Froem user imput
& Put *;" in uwser input toonon pour fREsorite comemiand

sies Inbairedt wasimn del Sessidieeg salai wrg
#Eample
&« passthrul~find . —prnkt | xargs cat | grep $5est™);
#llser nput - 1=/
Runs findl . —grint | xargs cat | grep ;- 15/
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Example: Cold Fusion crexecuTe
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# Examiple web sihe ooce
(CPsET EuTRIMG S = ' & Srmuiest s & et aransal =
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# Displeyed web page

# Lser inp
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Unicode vulnerabilities

# Some web servers check string input

o Dol i S &b e

w Bl iy ol Chsiack wrecods i Seal for F
& [15 Example, used By Himda worm
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& [mput de=cking weould prevent thak, but not this
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Buffer overflow
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# Imaginz simple password-checking mmode
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# Function storage aliombed on nun-time stack
= Pl i RS (4 B
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# What if strleniinp) = LD 7
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Some examples

# MSFT Incexing service, an extension to 115
Tulml oot U
L | Pl oyt wlon'ey e =
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w BTSCREY Gt Cinil: Ol Sl vl
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# TFTF server in DOsoo 105
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Maryy, many mare esmipkes
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Inappropriate logging

# POG a0t s IrarSa e piileRtr Syt
maniers: Enjie Hiuit & workl-reiakdse: o ey P 00 il ioedhar i)
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# Cracn Ffourd: Flanmaegs {CRM]
= A e bind | nes S ke el
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= i skl e e arrele s Ont orpele i omai
¥ Ligats Motworkor, JO0E
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Unintended functionality
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# Exampis
w Sl peS it Tl allws Chativerw o resd, dokers Tlkis
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# Aelated examples
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