C5155: Computer Security Spring 2008

Project #1

Dme: Part 1: Thursday, April 17 - 1159 pm, Part 2: Monday, Aprl 21 - 1159 pn.

CGoal

1. The poal of this assipmment s to gain hands-on experience with the effect of buffer overflow
format string, and double free bugs. All work in this project mmst be done on the VMware

virtual machine provided on the course website. You will need to download VMware Player
from hitp:/ /www vmware.com / products / player /.

2. You are given the source code for seven exploitable programs (/top/targetl, ... | /top/targetT).
These programs are to be installed as seturd root o the VMware virtoal machine. Your goal
is to write seven exploit programs (spleitl, ..., spleitT). Program spleit[i] will execute
program Stmp/target [i] giving it certain input that should result in a oot shell on the
VMware virtual machine. .

J. The skeletons for sploitl, ..., sploitT are prowvided in the spleits/ directory. Note that
the exploit programs are very short, so there & no peed to write a lot of code here.

The Environment

1. You will test your exploit programs within a VMware virtual machine.  To do thes, you
will need to download the virtual machine image provided on the course website as well
a5 VMware Player from VMware's website. VMware player can run on Lioux, Mace O5 X
(VMware Fusion), and Windows, and is freely available.

2. The wvirtual machine we provide s configured with Debian FEtch, We've left the package
management system installed i the imnage, so should youn peed any other packages to do your
work (eg. emacs), you can install it with the commamnd apt-get (e. apt-get install
emacs).

3. The virtual machine is configured to use NAT (Network Address Translation) for networking.
From the virtual machine, you can type ifconfig as root to see the IP addres of the virtoal
machine. It should be listed under the field inet addr: under ethO.

4. The virtual machine also has an ssh server. You can sih mto the v from the your machine,
using the IFP address prodoced by ifconfig (as above) as the destination. You can also use
this to transfer files onto the virtual machine wsng scp or an sftp client like Securel™X, which
15 available for free from University computing. Alternatively, yvou can fetch fles directly from
the web on the vin using wget.




The Targets

1.

2

The targets/ directory in the assipnment tarball contains the source code for the targets,
along with a Makefile specifyving how they are to be bnlt.

Your explots should assume that the compiled tarpet proerams are mstalled setod-root
Jtmp  Stmp/target], Jtmp/target?, ete.

The Exploits

The sploits) directory in the assipnment tarball contains skeleton source for the exploits which yon

are to wnte, along with a2 Makehle for buldmg them. Also mmcloded 5 shelleodeh, whach gaves
Aleph Omne's shelloode.

The Assignment

You are to write exploits, one per target. Fach exploit, when run in the virtual machine with its
barget installed setuid-root in ftmp, should yield a root shell (/bin/sh).

Hints

1.

3.

Read Aleph One’s “Smashing the Stack for Fun and Proht.”™ Carefully. Also read the two
optional handowts have a good understanding of what happens to the stack, program
counter, amnd relevant registers before and after a function call.  Read scut’s “Exploting
Format String Voloerabilities.” . All the papers are linked from the course syllabus. It wall be

helpful to bave a sold understanding of the basie buffer overflow exploits before reading the
more advanced exploits.

edb i vour best friend in this sssirnment, particularly to understand what's poing on. Specif-
weally, note the “disassemble” and “stept” commands. You may find the "x" comnmand wseful
to examine memory (and the different ways you can print the contents such as fa /i after
x). The 'info register’ commamdl is helpfil in printing out the contents of registers such
i abp and esp.

A useful command to run gdb s to use the —e and -z commamd line fags; for example, the
command ‘gdb —e sploitd -= ftmpStargetd’ in the vin tells gdb to execute sploitd and
use the symbol fle i targetd. These Hags let yvou trace the execution of the targetd after the
sploit has forked off the execve process. When minning: gdb using these commeand line Hags,
b sure to st ssue catch exec’ then 'run’ the program before you set any breakpoints; the
command ‘ron’ naturally breaks the execution at the st execve call before the target 15
actually exec-ed, so you can set your breakpoints when gdb catches the execve. Note that
if vou try to set break points before enterning the command ‘run’, vou’ll pet a sepmentation
fanlt.

If you wish, you can instrument your eode with arbitrary assembly using the _asm__() peewd-
ofunction.

Make sure that vour explots work withan the provided virtual machine.



4. Start early. Theoretical knowledpe of exploits does not readily translate into the ability to
write working exploits. Tarpet] i3 relatively simple and the other problems are quite a bit
more complicated.

Warnings

Aleph One mives code that caleulates addresses on the tarpet’s stack based on addresses on the
exploit’s stack., Addresses on the exploit’s stack can change based on how the exploit B executed
(working directory, arguments, environment, ete); in my testing, 1 do not guarantee o execute
vour expliits as bash does.

You must therefore hard-code tarpet stack locations in your exploits. You should *not®* use a
function such as get_sp() in the exploits you hand in.

Deliverables

1. To encourage students to start on the project early, part 1 {due on April 17 1159 pm) consists
of tarpet] and tarpet2. Part 2 consists of the other 5 tarpets.

2. You are to provide a tarball (iLe, a targz or tarbe2 file) containing the source files and

Makehle for bulding vour exploits. All the explots should bumld if the “make”™ command 15
e,

3. There should be no directory structure: all files in the tarball should be inoits root directory.
(Run tar from inside the sploits/ directory.)

4. Along with your exploits, you muost include ble called 1D which contains, on a single line,
the following: your SUID mumber; your Leland vsername; and your name, i the format last
name, comma, Arst name. An example:

$ cat ./ID
3133757 hermann Buhl , Hermann
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If vou did the project with a partner, then both of yon will submit only one solution amnd the
1D file: wiill hawe: two lines giving the relevant information.

You may want to include 4 README ble with comments about your experiences or supgpees-
tions for mnproving: the assignment.

9. Instructions for submitting the tarball wall be posted on the course website, Agan, make
sure that vou test your exploits within the provided virtual machine.

Extra Credit

There s an extra credit problem included in this project, target—ec. c. Submit this with Part 2
of this propect 1n order to pet extra credit.



