Network Denial of Service
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Point-to-point attacks

#Aracker chooses victim

#5Sends network packets to =olate vicim
#Goal of attacker

s Small numiser of packels = big efedt




TCP Handshake
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Smurf DoS Attack
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Congestion control attack
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Using puzzles to prevent DOS
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The client puzzie protocol
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Distributed denial of service

#Attacker sats up network of machines

& Break im by burter overboe. etbc.
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#Attacker can be off line when attack ocours

Outline

e e e e e e s mm e mem wm e —w mp w me en m mm

# Point-to-paint netweark deniel of serdoz
w Sppaif, TOP San Mo, TO™ rizsar
= sl Conilid alladh
B Cistributed cenial of service attacks
= L odrdnalond STt
= T, TAN, Sraibasbieaht, TRAIE
= BT b
% Hitigation technigues
= Frdmall
P ek
o Lamda g becirmpen
= ik nelhOres
et
At isrirsice

Internet

1=F

clizme




