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Overview

& Internet Protocol
- What it peowides and its beader
- Fragmenitation and assembly
- IF address asignmnent

= Address mapping and allocation

# Forwanding: swilching, circuils, and source

rouling

The Hourglass, Revisited

IPv4 packet format

0 1 2 3
0123456TE90123406TE8E9012345678901

wers | hdr len

s

Fotal Length

Fragment ofisct

TTL

Protocol

by checkesam

Cource [P address

Mestinabion [P adde=s

Chpticns

Padding,

Tata

Intermet Protocol Goal

= Glue lower-level networks logether
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Internet Protocol

= Connectivnless (dalagram-based)
= Best-effort delivery (unreliable service)
- paclots ane bost
- paclocts ane delivesed out of onder
- duplicabe copies of o packet are dedivensd
- palots can be delayed for a bong time

IP header details

= Routing i based on destination add ness
= TTL (time to live) decremented at each hop (avoids loops)

- TT. mostly sawes fromn routing, koops
- Bhut other cood uses. .

» Fragmenlation possible for large packets

"

- Fragmenbod in network if oresses link w. small framee sioe

- MF bil scans more fragments for this 11 packet

- I bt says “don’t fragment”™ {returns error (o seoder)

= Following IP header is “payload™ data

- “Typically beginning, with TCP or LD header
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Example Encapsulation

n—— —
O & —

IF hoacer L1 I

Link layer header [ [ ] |

Other IP Fields
= Version: 4 (IPv4) for most packets, there's also [Pve
{lecture 9)
= Header length {in case of oplions)
= Type of Service [diffsery, we won'l go inlo this)

& Protocol identifier (UDP: 17, TCP: 6, ICMP:1, why
is TCF varlierT

» Checksum over the header
= Let's look at a packet with wireshark

Fragmentation example
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» Ethernet MTU is 1,500 byles

« PPP MTU is 576 byles
- B2 Must fragmeni I packets to forward thems

IPv4 packet format

31EEIIIEE'|"EE&I!E#EE?EHEIEE&EETB?EI

vers | hdr len ¥ Total [emgth
Mentification L{w Fragmend offsct
. Protocol bedr cheerkesiam

Souree [P address

Mestination [ address

Uipions

Padding,

TCP or LDF header
TCP or LIDF payload

Fragmentation & Reassembly

s Each network has some maximum transmission

unit (MTL)
= Strategy

- Fragment when noossary (MTL o size of Dokagram)
- Source herst trics bo avold fragmentation
Wheen fragmcent is bost, seholbe packet must be refransmitbed!

- He-fragmentation & possibh:
- Fragmeenits ase sclf-contained datagra

- Delay reacsembly until destinalion host

- Mo pot recover from bost fragments

o ol headme
Fragmentation example H-"ll_ldlr"
(continued) T
Fiosi ol headme
= [P addresses plus ident Geld Mai-x | | |1] Cotnai -
same packet I
= MF {more fragments) bil is 1 in all e
but last fragment el B ] K e
s Fragment size mulliple of 8 bytes ——
- Multiply oifsct fiebd by 8 1o get fragment s
positicn within original packet —
Mani-x | | |0 Oftest -t
Raxi ol Feoder
' chiin brviax




Format of IP addresses

s Globally unique (or made to seem that way)

» Hierarchical: network + host

- Aggmgating addesses saves memory im roubers, sionplifies
routing {as s willl see nest ectunc)

= Originally, roulting prefix embedded in address:
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= Mow, routing info on “CIDR" blecks, addr+prefix-len

- Eg. 176014

Meed for Address Translation

= Layer 2 {link) address names 3 hand ware interface
- Eg,. my wineloss ethemet 0013:82-42-9211
[digits changed to proboct the weak MAC-Liper fillering)
# Layer 3 inetwork) address names a host
- Eg., wwwhstanford edu i 1716772 45
» [Details:

- A singhe host can have multiple hardwaee inberfaces, so
mialtipde link Lyyor addnesssss for a sing e notwork addness

- A modie s askod b forward a packet to another [ addscss:
oait which hardwane interfare dos it send the packet?

Internet Control Message Protocol (ICMP)

= Echo (ping)

» Redirect (from router o source host)

» Destination unreachable (protocol, pord, or host)
& TTL exceeded (30 datagrams don't cycle forever)
o Chedksum failed

= Reassembly failed

= Cannol fragment

= Many [CMP messages include part of packet that
trigzered them
- Example: Traceroube

Translating IF to lower-level addresses

= Map IF addresses into physical add resses
- Eg.. Fthemed addmes of destimation beost
- U Fiherreet addrcss of mext hop roater

= Technigues
- Encode link byer addness in bost part of 1P addm=s
{option ks available, but only in )
- Fach metwork node maintins a lookup tabde (link—117)

= ARP - address resolution protocol
- “Tabe of 1F* to link layer addmsss bindings
- lroaedrast request if [P addiness not im Bl
- Everybody kearms physical addiress of reguesting, node (broadcast)
- Targel machine m=sponds with its link lyer address
- Table entrics are discarded if not refreshed

Arp Ethemet packet format
i) £ 16 £ ]|
Hardvarnz type - 1 ProflocalTypa - CX0S00
HLen - 48 Plon - 32 Opcratian

SourcoHardvesreAdidr |bylos 0-3]

SourcoHardwarssddr foyies 4-51) SourceProdoosladdr (byles O-1)

SourceProdoooladdr foyvies 2-31 | TampetHardvearesddr fhyles 0-1§
TargeiHardearetaddr frytes 2-5]

TametFrobocolfddr (byies 0-3)

ICMP message format

0 1 2 3
012345678901 234567890123406TE901

21 byte [P beader
fprotocol = 1—BOMIP)

Type s Cheer kesumy
depends on byppefoode

s Types include:
- evho, echo seply, destination enreachable, time cxooeded, ...

- Sap hilpe ¢ vve e ianek Oag, ¢ assl gRimenls ¢ e mp- parasclers



