CMSC 330: Organization of
Frogramming Languages

Threads

Synchronization

» Refers to mechanisms allowing a programmer to
control the execution order of some operations

across different threads in a concurment program.

= Different languages have adopted different
mechanisms to allow the programmer to

synchronize threads.
« Java has several mechanisms; we'll look at locks
first.

Locks (Java 1.5)

interface Lock {

vold lock(};

vold mwmlock (] ;
ces #% Soma mOoTe Stuff, also & fF
}

class ReantrantLock implamaents Lock ... }

* Only one thread can hold a lock at once

— Other threads that try to acquire it block (or become
suspendad) until the lock becomes available

= Reentrant lock can be reacquired by same thread
— A= many timas a5 desired

— Mo other thread may acguire a lock until has been

relessed same number of times it has besn acquired
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Avoiding Interference: Synchronization

public class Example extends Thread {
privata static inE cok = 0O;
Eftaktic Lock lock = new BEoeaontramtLock i) ;
public wvoid rami] { .

"
lock.lock{}; . R

- ",
int ¥y = emt; - o .
cot = ¥ # 1; T Lock, for protecting
lock.unlock [} ; p— the shared stare
} : " Aeguires the lock:
\\ Only succeeds i nos
} - held by another
\
Releases the lock
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Applying Synchronization

int cmt = &;
Ei.rom{l §
lock.lock() ; Sharedztate cat=0
int y = omk;
cet = §F + 1;
lock. . umlock{) ;

tZ.rum(} {
lock. ook () ; =
iokt y = cmk; )
cot = § + 1; Tl acquires the jock

lock unlockil] ;

Applying Synchronization

int rmkt = &;
Ei.rum(l] §
lock.lock(]; Shared state at =10
lot y = omt;
cet = §F + 1;
lock.umlock (] ;

{ i
t2. rum()
lock.lock (] ; e
ik y = oot; ]
cot = ¥ & 1; T reads conr oo 1

lock. unlock (] ;
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Applying Synchronization

int cmt = &;
ti.rumi]l {
lock. lock () ;
imt y = omk;
cat = §F ¢ 1;
lock. nelockdl ;

t2_rumi} {
lock.look () ¢
iot y = cmk;
cmk = F £ 1;
lock. . umlock{] ;

Shared state co =0

Tl s preempied
T] aifempis fo

acquire the lock b fimils

because it's held by
1, zo it bocks

Applying Synchronization

int cmt = &;

ti.rum(] {
lock.lock (] ;
imt y = omk;
cat = F + 1;

lock.umlock (] ;

t2_ rumi} {
lock.lock () ;
imt y = cot:
cmk = F ¢ 1;

lock. umlock () ;
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Shared state at=1

T runs, aezipning
1o oHr

Applying Synchronization

int cmk = &;
ti.rumi]l {
losck. 1ok (3
int y = omt;
cat = ¥ + 1;
lock. nElocki] ;

tZ.rum(} {
lock.lock() ;
imt y = cmkE;
cak = §F £ 1;
lock . nmlock{] ;

Sharedztate o=

1 releazes the lock
I EFTHIROTES

Applying Synchronmization

int cmk = &;

ti.rum(] {
losck. losck (] ;
int y = omk;
cat = § + 1;

lock.umlock(] ;

tz.rum(} {
lock.lock(]);
imt y = ont;
cak = F + 1;

lock umlock () ;
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Shared state mt=1

T2 now o EgUIre
the jock

Applying Synchronization

int cmt = &;
ti.rum{l {
look 1ok ()
int y = omk;
cet = §F + 1;
lock nmnlooki) -

tZ.rum(} {
lock. lock i) ;
iot y = omk;
cak = §F £ 1;
lock. unlock({] ;

y=0

Sharedztate coi=1

T2 reads cxr nro 1.

Applying Synchronization

int rmkt = &;

ti.rum{) {
lock.lock(];
iot y = cmk;
cet = F + 1;

lock.umlock (] ;

t2_rum(]
lock. lock () ;
ikt y = oot;
cat = F + 1;

lock. unlock (] ;
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Shared state  cof =1

y=10
(Il gl
T2 assiows o,
then releases the lock
y=1




Different Locks Don't Interact

Reentrant Lock Example

static iot ook = O
sktatic Lock 1 =

naw Esantrantlock () ;

sktatic Lock m =

wold imc(h
m.lock():

naw Eaantrantlo-ck () ; cok 44

wvoid inc()
l.loack(};
cotas:
l.onlock ()

}

m.unlock);

» This program has a race condition
— Threads ondy block if thay try to acquire a lock held

by another thread
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static Ink cok = 0; vodd retoroindToc ) [

static ok 1 = int tamp:
paw EmentrantlLocki] ;

1.1ockl]
void imc{) { tamp = cot;
1.1ock(]; ime ()7
cotes; 1.aolocki]

1.unlock() ; }

}

« Reentrancy is useful because each method can
acquirefrelease locks as necessary
— Mo need to worry about whether callers have locks
— Discourages complicated coding practices
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Deadlock

Deadlock (cont'd)

» Deadlock oCcurs when no thread can run
because all threads are waiting for a lock

— Mo thread running, so no thread can ever releasa s

|ock to enable another thread to run

Lock 1 - oaw EscentrantLocki] :

« Some schedules work fine

— Thread 1 runs to completion, then thread 2

= But what if_..

— Thread 1 acquires lock |
— The scheduler switches to thread 2
— Thread 2 acquires lock m

= Deadlock
— Thread 1 is trying to acguire m
— Thread 2 is trying to acquire |
— And neither can, because the other thread has it
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Wait Graph Example

This code can . - T .
desdiock . Turead 1 Thraad 2
-- when """!”_rtmm? 1.1lock({]; m.lock();
- when will it m.lock{] ; l.locki];
deadlock?
m.umlocki]; l.umlock(}):
l.umlock() ; m.unlack() :
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Wait Graphs
‘ 1 T1 Thread T1 holds lock 1
Thread T2 Mg
(D7 e
w acquire lock m

Dieadlock ocours when thers is 3 cvcle in the graph
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| Tl

h
y =

T1 holds lock on |
T2 holds lock onm

T1 i=s trving to acquirs a lock oo m
T2 is trving to acquirs 2 lock on |
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