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ABSTRACT

Mobile ad-hoc nelworking works properly only il Lhe par-
ticipating nodes cooperale in routing and forwarding. How-
ever, it may be advantageous lor individual nodes nod Lo
cpoporale.  We propose a protocol, called CONFIDANT,
[or making misbehavior unatbractive; i s based on soloe-
tive aliruism and wtilitarianism. L aims al debeclting and
solating mishehaving nodes, Lhus making it unabbracbive Lo
deny cooperation. “Trust relationships and routing docisions
are based on experienced, observed, or reporied routing and
[orwarding behavior of olher nodes. The detailed implemen-
tation of CONFIDANT in this paper assumes Chal Uhe med-
work layer 5 based on the Dynamic Source Routing (1X5H)
prowoeol. We present a performance analysis of DSR forl-
Ned by CONFIDANT and compare il Lo regular delonseless:
[XSH. It shows thal a network with CONFIDANT and up
o 60% of misbhehaving nodes bohaves almest as well as a
benign network, in sharp contrast w a defenseloss netwaork.
All simulations have been implemented and performed in
GloMaoSim.
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1. INTRODUCTION

The CONFIDANT protocol works as an extension o a
reactive source-routing probocol for mobile ad-hoe networks.
For the simuolaLlion implementation, we have chosen Dynamic
Source Routing (1D5R) as Lhe base protocol. In Lhe following
subsoctions we bricdly describe what we need Lo know about
ISR, describe Lhe attacks we support, and specily how we
wanl Lo Lhwarl Lhem.

1.1 Background: the DSR Protocol

Dy namic Source Rouling s a prodocol developed for roat-
ing in mobile ad-hoe networks and was proposed for MANET
by Broch, Johnson, and Maltz [8]. In a nuishell, it works
as follows: Modes send out a ROUTE REQUEST message,
all nodes Lhal reseive Lhis message put Lhemselves into Che
source roube and forward it bo Lheir neighbsors, unless Lthey
have received the same request before. 17 a recelving node is
Lhe destination, or has a rouke Lo the destination, it dos nod
forward the request, but sends a REPLY message contain-
ing Lhe Mull source route. It may send Lhat reply along the
source route in reverse order or issue a ROUTE REQUEST
including Lhe route Lo pel back Lo Lthe souree, il Lhe formers
is nol poesible due Lo asymmelrie links. ROUTE REPLY
messages can be triggered by ROUTE REQUEST messages
or are gratuitous. Afler recpiving one or several routes, Lhe
source selecls Lthe best (by default the shortest), sbores il
and sends messages along that path. “The belier the rouate
micdrics {numbser of hops, delay, bandwidih, or olher eriteria)
and Lhe sooner Lhe RIEPPLY arrives al Lthe souree, Lhe higher
Lhe preference given o the roule and Lhe longer ik will sty
in the cache. When a ROUTE REPLY arrives wery quickly
afller a ROUTE REQUEST has been sent oul Lhis is an in-
dication of a short path, since the nodes are required Lo wait
for a time corresponding Lo the length of the routs they can
adveriise, before sonding L. 'This is done in order Lo avoid
a slorm of replics. In case of a link failure, Lhe node Lhat
cannod forward Lhe packel Lo Lhe next node sends an error
message lowards the source. Roules Lthal conlain a Failed
link can be ‘salvaped’ by taking an allernalbe partial rooate
Lhat does nol contain the bad link.

1.2 Attacks against routing

The kack of infrastrecture and organizational environment
of mobile ad-hoc networks offer special opportunities Lo al-
Lackers. Withoul proper security i s possible w gain vari-



oS advantages by maliciows behavior, such as

e beller sorviee Lhan cooperaling nodes,

o manetary beneflts by exploiting incenlive messures or
trading confldential information,

e saving power by selllsh behavior,
e proventing someone clse from ehiaining proper servicee,

o cxbraclting data o ged conlldential information, and so
ML,

Several routing and forwarding attacks on DER have been
cheseribed in 3. We aim al proteclion against the following
Lypes of misbehavior.

= Mo forwarding (of conrol messages or data).

e Traflle deviation: wnuswal tralle abtrasction (adver-
tiEes many excellent roules or adverbises roules very

rapidly, so Lhey are deemed pood routes) or the oppo-
sike (claims Lo have only bad roules).

o Houle salvaging, ie., rerouting Lo avold a broken link,
alLhough no error has been observed.

o Lack of error messages, although an error has been
observed, or viee versa.

o Unusually (requent route apsdates.

e Silenl route change {Lampering wilth Lthe meossage header
of either conbrol or dala packels).

1.3 Thwarting Attacks

A method for thwarting attacks is prevention. According
io Schneier [14], a prevention-only strategy only works il Lhe
prevention mechanisms are perfecl; olherwise, someons will
find oul how Lo ped around cthem. Most of the attacks and
vulnerabilities have boen Lhe result of bypassing prevention
mechanisms. Given Lhis realivy, detection and response ane
essonbial (see also Section 2 lor a discussion on SLrong pre-
vention mechanisms such as |4)).

In this paper, we propese a method based on detection
of mishehavior, followed by a reaction. We would like Lo
achiove Lhal only pood behavior pay ol in Lterms of serviee
and reasonable power consumption.

Thus, in our scheme dobeelion has Lo Lrigeer a response,
e, a reaction of oiher nodes Chal resulls in a disadvantage
for the malicious node.

We propose Lhal packels of malicious nodes should, upon
dietecLion of the node’s malice, nol be forwarded by normally
behaving nodes. 11 however, a node was wrongly aceused
of being maliciows or turns oul Lo be a repenting offender
that is no longer malicions and that has behaved normally
for a cortain amount of Lime, some sorl. of ‘re-socialixalion’
and re-inbegration into Lhe nelwork communications shoulkd
he possibde.

With the scheme we present in Lhis paper, i is disadvan-
tagrous [or nodes Lo behave maliciously; it & inspired by an
axample in escolopy explained in Section 3.1,

1.4 Organization of the Paper

The remainder of this paper is organieed as lollows. He-
lated work is discussed in Seclion 2, [ollowed by a descriplion
of the CONFIDANT protocol in Section 3. Seclion 4 gives
a Mrst performance evaluation of CONFIDANT, in Lhe case
where atlacks are “no forwarding”. Fulbure work is outlined
in Seclion 5 and conclusions are drawn in Section 6.

2. RELATED WORK

Anderson and Stajano 1] asthenticale users by “imprint-
ing’ actording Lo Lhe analogy of ducklings acknowledging the
Mrst mowving subjoct they see as their mother, bul enabling
Lhe deviees Lo be imprinted several times. The imprinting
i= realized by accepling a symmelric encryplion key [rom
Lhe (Arst device thatl sonds such a key. They do not address
routing or orwarding, however, wser authentication and ag-
Lhorizalion are an important prerequisibe for wrust in the
neltwork layer also in mobile ad-hoe networks.

Zhou and Haas 18] employ asynchronous Lhreshold se-
curity and share refreshing for distributed certillcation ag-
Lhorities for key management in mobile ad-hoc networks.
They Lake advantage of inherent redundancics in mobile ad-
hoe networks given by multiple routes o enable diversily
coding, allowing lor byzantine [ailures given by several cor-
rupled nodes or collusions. The approach s a polentially
strong prevention mechanism, however, w Lhe best of our
knowledge, Lhe impact on Lhe network and security perfor-
mance have nol yel been published.

Smith, Murthy, and Garcia-LunaAceves |15 examined
Lhe routing securily of distance veclor protocols in general
and developed counbermeasures for vulnerabilities by pro-
Lecting both routing messapes and routing updates. “They
propose sequence numbers and digital signatwres for bolh
routing messages and updales as well as including predocms-
sor information in routing updates. Digital signatures have
also been suppesied for the OSPF routing protoeo] by Mur-
phy and Badger |11). It remains Lo be investigated whother,
and how, digital signatures can be employed in mobile ad-
hoe nedworks. The CONFIDANT protocol also addresses
routing mishbehavior bul in addition gives strong incentives
for correcl forwarding.

Buttydn and Hubaux proposed incentives Lo cooperale by
micans of so-called nuglets 4] that serve as a per-hop pay-
ment in every packel or counters |5 in a secure moduale
in each node Lo encourage forwarding. Omne of Lher (ind-
ings is Lhat increased cooperation is bencllcial nol only for
Lhe entire network but also for individual nodes, which con-
forms Lo our resulis. The main differences Lo the CONFI-
IMANT probocool are Lhal nuglets or counters are limited Lo a
one-Lo-one inleraction, whereas in Lhe CONFIDANT proto-
col, misbehavior results in a bad reputation propagaling Lo
more Lhan one node and Lhat the CONFIDANT protoos] ad-
dresses additional issues in Lhe network layer, such as Lraflle
diversion. The question of a tamper-proof security module
remains conbroversial |12, but might prove inevitable. As
opposed Lo nuglels and counters, the CONFIDANT proto-
col does nol need Lamper-prool hardware [or ilbsell, sinee &
malicioes node neither knows the enbries of ibs reputation
in olher nodes nor does it have access Lo all olher nodes
for potential modiflcation. T'he secure moduls might still be
neceasary for complementary protection such as authentica-
Lick.



Marti, Giuli, Lai, and Baker |9 olserved thal through-
put increased in mobile ad-hoe noltworks by complement-
ing DSR with a ‘watchdog’ for deteclion of non-lforwarding
ndes and a ‘pathrater’ (for trust management and rouwt-
ing palicy, every palh used & rabed), which enable nodes
Lo avold non-forwarding nodes in their routes. Ratings are
kept about every node in Lhe network and the rating of ac-
tively used nodes is updated pericdically. Their approach
choes nol punish malicious nodes Lhal do nod cooperate, bal
rather relioves them of the burden of lorwarding for odhers,
whereas Lheir messages are forwarded withoul compdaint.
This way, the malicious naxdes are rewarded and reinforoed
in Lheir behavior. In contrast, we would like o achieve Lhe
opposibe with our prolocol.

The Security-aware Ad-hoc Houting (SAR) prolocol by
¥i, Naldburg, and Kravels |16] modifles AODY wo include
seeurity melrics for path compuotation and selection. They
deflne trust levels according Lo organizational hierarchies
wilth a shared key for each level, so thal nodes can stalo
their securily requirements when requesting a roote and
cnly nodes Lthal meed Lhese requirements (brust level, med-
rics), participate in the routing. Cuestions nol addressed
by this protocol yol include Lhe mechanism for key disiribo-
tion, knowledge of the keys of the other nodes, whal happens
when a node leaves Lhe group with Lhe shared trust level and
heow Lrust hierarchies are deflned in the irst place, sspocially
in civilian applications. S5AR relics on Lamipser-prool hard-
WaAre.

3. WHEN NODES BEAR GRUDGES - THE
CONFIDANT PROTOCOL

We now describe the probocol.  First we give Lhe ratio-
nale and explain how it finds its root in an eoological anal-
ogy. Then we deseribe the components of CONFIDANT,
assumed Lo be presenl in every node.  Lasily, we deseribe
the protocol with ree ext and a (nite stale machine.

3.1 The Selfish Gene: from birds to network
nodes

As explained by Richard Dawking in “The Selfish Gone’
|6], reciprocal altruism is beneficial for every ecological sys-
tem when favors are granted simultanecusly, so there is an
intrinsic molivaLion lor cooperalion because of instant grali-
Meation. “The benedit of behaving well is nod as obwvious when
there is a delay boltwesn granting a favor and vhe repay-
ment. This oocurs when, in mobdile ad-hoc networks, nodes
forward on behall of cach olher. An eoological example used
by Dawkins 6] explains Lhe survival chances (and Lhus gene
soloeLion) of birds grooming parasibes ofl each other’s head,
which they cannol clean Lhemselves.

Dawking divides birds into two Lypes: ‘suckers’ that al-
ways help and ‘cheals’ Lhat have other birds groom parasiles
il Lheir head bot [@il o return the favor. In this sysiem,
clearly the cheals have an advantage over Lthe seckers, bal
both are driven Lo extinetion over Lime. Dawkins Lhen inbro-
dluces a Lhird kind of bird, Lhe “grodger’ Chal starts ool being
helplul Lo every bird, batl bears a grudge against Lhose birds
ithat do nol return Lthe favor and subsequently no longer
grooans Lhedr heads.

Acpording Lo Dawkins, simulation has shown Lhal when
starting with a majority population of cheats and marginal
groups of bolh suckers and grudpgers, the grudgers win over

Lime. Winning is dellned as oblaining the greatest benefld,
assuming a cost for grooming anolher bird's head and a
profit for having one’s head groomed, with a kes leading Lo
extincLion and profit leading Lo multiplication of Lhe spocios.
The rationale is as [ollows: Lhe suckers do more favors Lhan
Lhey recoive bocause of the large number of cheats, so the
number of suckers decreases, whereas the number of cheals
increases. The grudgers also sulfer some loss, bl bess than
Lhe suckers. Onee the suckers are extinet, Lhe grudgers grow
rapidly at the expense of the cheats, becasse they do not
halp a cheat twice and cheals are also nod helped by olher
cheats. Aflter a while, the number of cheals decreascs more
slowly, because Lhe probability of a first-help by a grudges
increases with a higher population of grudgers. Ower all,
Lhe population of gredgors grows, whereas Lhe other spocies
bercoime exLinaed.

Dedining suitable cost and proflt W routing and forward-
ing favors and keeping a history of experiences with non-
cooporaling nodes achieve Lthe zame resulls as the prudpes
spocies, e, driving the cheals oul of business. In a wery
lange ad-hor network, convergence can be very slow, and
kecping a history of all bad experiences with olher nodes
equals larpe storage requirements and long lists Lo go through.
Therefore, we propose Lhe following ideas, which are ineor-
porated in Lhe CONFIDANT protocol explained in Lhe next
seclion, Lo spesd up Lhe trivmph of grudeper nodes.

e Learn from obsorved behavior: employ “neighborhood
walch® o be warned by observing what happens Lo
oLher nodes in the neighborhood, before kaving Lo make
a bad expericnce onesell.

e Leam from reporied behavior: share information of
experiencod malicious behavior with [riends and also
learn froam Lhem.

3.2 CONFIDANT Components

CONFIDANT consists of Lhe lollowing componenls, as
shown in Figure 1: The Monitor, the Reputation Sys-
tem, the Path Manager, and the Trost Manager.
The componenis are present in every node.
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Figure 1: Trust architecture and finite state machine
within each node.



