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Cryptography

+[c
+ Tremendous tool
+ Basx for many security medianisms

+ [5 nat
+ The splution to all securily probilems
+ Seowre unle=s implemented properdy
+ Seoane il umed improperty

Basic Concepts in Cryptography
# Encryption scheme:
¢ fundiions o encrypl, decrypl data
* K=y generalion algorithm
+ Sacret vs. public key
* Public key: publshing key doms not revesl eyl
» Semcret key: mare =Micient: can heve key = ket
# Hash function
» map text to short hash; ideally, no collEions
#+ Signature scheme
¢ fundlions to sign data and confirm sgnature

Cryptosystem

# A cryptosystemn consists of five parts

= & ==t P of plainteds

= & s=t C of aplertests

» A mat K of keys

» A& pair of functions
ercrypl- Kx P— C
gecrypl: Kx C— P

such that for every key kEK and glaint=xt peF

ecrypi(k, =ncrypt(k. g)) = B

O #=n lor mowy, bl deoan T e b=y penree=lion 2 ol ererppilion.




Primitive example: shift cipher
# Shift letters using mod 26 arithmetic
v Sof Pof plaintesds {2, b.c, ..., x y. 2}
v 5ot C of aphertexd= {8, b.c, ... x v, ZF
v Sub K of keyn 1,23, _..,15
* Encryplion and deoryplion funciions
EncTypiesy, ket = =i + key (mod 25)
cmcytemy, Iater] - bather - oy [moc 25)
v Example

encrypll 3, stenford) = wexdgirug

Evaluation of shift cipher

e m—— [ [ERE R O - - s m e m—

#+ Advantages

# Dizadvantages

+ Not very good for long seguenoe=s of English words
— P by — anly 26 posslbliides
— Ragutar patt=mi
= Emrypileey o) k& s=me far 2l
orrumenoes of e x

= AR LS feterfran ency mnlas, =

Letter frequency in English

# Five frequency groups [Bemitmr and Piper]

E hes protatl ity iz
TAOINEHR, hewe probebdiley 006 - D02
OL fewe probeblEy  ~ D04
COLRTVFEYPE hawe probebllly 0L00S - OL0EE
WEEE heree probablity < Ou0L

Fossltl= bo break: eter-to-ether substhobion dohers.

n 1200 Aoy G sar=ful onsfeaa = worthy in Koran
= 150 emmlieed] sl IE o oy could Brcok! sudalifulion cpficm

One-time pad

# Secret-key encryption scheme (symmetric)

+ Enorypt plainbecdt by xor with s=qguence of bits

* Deoypt cipherted by xor with same bil s=quenoe=
# Scheme for pad of length n

+ Sef P of plaintexts:  all n-hill sequences

+ Set C of opherie=ds: &l n-Bit s=queno=<

+ Set K af keys: al n-bit s=quenp==

+ Enoyplion and deoryplion funclions

ancyptiey, tod) = kay wbmd  (ob-bybE]
gerypifkey, bmd] = lomy bt (hit-by-Dit)




E*.raluatlcrn Df 'Dr'IE!-tIITIE pad

+* P.l:l".rantagﬁ

» Ezzy to compute encrypl, decrypt from key, text
» Ax Fiand fo bresk as possibl=
= This s =n Inficrmation-thaorticely seoune doher

— e doherit=d, &l possibi= plainbesis ane souely kel
pemuming that =y ks chasen remoicmiy

#+ Disadvan=ge
» Key ir 25 long 2= the plainted
— Hiwir does sancer gat ke o recshver seooredy ™

Ides oan be combined ittt poed wio-rEndom Qe rators:

\"ﬂ'lEItIEEl secura” crmtﬂwstem'-‘

[ [ Sy SN

# Ides

¢ I mnemy intercept=s ophert=d, cannct recover plaintext

# Issues in making this precise

* What mlze might your snemy know?
= Tz Wma o enorypbion function o 2= using
= Some plaimeet-dpherteet pairs from lzst y=ar
= Some Information atout Fovw vou chooss ks

» 'What do we m=an by "cannol recover plainted”™ ?
— Opherbest oomizing ne Informztion about pleinbest
— [N affidan: ompuEton Uk mske 3 FEasonaitis Jusss

Information-theoretic EE!CIJrIt'f

+II:F_rrE'n|:|er n:nn::lrl:lnnal probability...
¢ Fanfom vanabl=s X, Y, .
» Congitianal grobabilty F'{.:'IZ=:-:|'|"=-F_‘.I
— Probabiiy that X tkes valus 3, ghien that Yey

Plewven) = 1/2 = Plewven| med) = 243

Information- thenretlc Secunl:;r

+Er'|.'|:r|:|:|5','5|:|=_-m = mﬁ:l ﬂ?en-ret'-:aﬂ'y secure |f
P{Plmintet=p | Ciphmried=r) = P{Plaintmct=g)

# Ciphertext gives no info about plaintext
Prob(1 is for Land) = Prob(1 is for Sea)
a=uming that all keys ar= egually lik=ly




