C5255: Cryptography and Computer Security Winter 2005

Assignment #1

Duie: Wednesday, Jan. 26th, 2005.

Problem 1 Let E, D) be the eneryption/deeryption algorithms of a eertain bloek eipher. Consider
the following chaining mothod for double DES like enceryption:
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The seerct key is a triple (k, &y, k2) where k is as long as E's block size (64 bits for DES) and
k1, kz are as long as E's key size (56 bits for DES). For example, when E is DES the total key
size is 64456456 — 176 bits.

a. Deseribe the deeryption eireuit for this system.

b. Show that using two short chosen ciphertext deervption queries an attacker ean recover
the full key (k, k), k2) in approximately the time it takes to run alporithm 1Y 2° times
(i.e. the attack rmunning time should be O(2%time( D). Here £ iz the block cipher's key-
lengih (56 bits for DES). Your attack shows that this system ean be broken much faster
than exhaustive search.
Hint: Consider the two deeryption queries (Cy, Ca, Cs, C) and {C], C2, C5, C4) where
O, .- ., Oy and O, CF are random eiphertext bloeks.

Problem 2 Scerct sharing.

a. Suppose Aliee shares a seeret block eipher key, K45 with Bob, and a different seeret
block eipher key, Kae with Charlic. Deseribe a method for Aliee to enerypt an m-
block message such that it ean only be deerypted with the epoperation of both Bob
and Charlic. The ciphertext should only be a constant size greater than s blocks. You
may assume that Bob and Charlie have a pre-established seeret channel on which to
COMImunicate.

b. Now, suppose Aliee shares a block eipher key, K 45 with Bob, a block cipher key K 40
with Charlic, and a block cipher key K ap with David. Deseribe a method for Aliee to
cnerypt an m-block messagre such that any two of Bob, Charlic, and David can decrvpt
(for example, Bob and Charlie ean deerypt), but none of them ean deerypt the messapge
themselves. Apain, the ciphertext should only be a constant sige preater than e blocks.
Hint: Pick a random message cneryption key to enerypt the message with. Then add
three eiphertext blocks to the ciphertext header.



¢. How does your solution from part (b) seale as we inerease the number of recipients? In
other words, suppose Aliee has a seeret key with cach of n recipients and wants to enerypt
50 that any & out of n recipients ean deerypt, but any £ — 1 cannot. What would be the

length of the header as a funection of » and &7
Your answer shows that thiz solution seales poorly. We will diseuss a far more officient

solution later on in the elass.

Problem 3 DBefore DESX was invented, the researchers at RSA Labs eame up with DESVYV and
DESW, defined by

DESVie, (M) = DES(M) @k and
DESWi (M) = DESW(M @ ky)

Az with DESX, |k| = 56 and k| = 64. Show that both these proposals do not inerease the
work needed to break the eryprosystem using brute-foree kev search. That is, show how to
break these schemes using on the order of 2% DES eneryptions/deeryptions. You may assume
that you have a moderate number of plaintext-ciphertext pairs, C; = DES{V/W ) g, (Ms).

Problem 4 The movie industry wants to protect digital content distributed on DV s We study
one possible approach. Suppose there are at most a total of n DVD players in the world {e.g.

n — 2*%). We view these n players as the leaves of & binary tree of height loga n. Each node w
in this hinary tree eontaing an AES key K. These kevs are kept seeret from consumers and
are fixed for all time. At mamifacturing time cach DVD player is assipgned a serial number

i & [0,n— 1]. Consider the set 5; of log, »n nodes along the path from the root to leaf number
¢ in the binary tree. The manufacturer of the DVD player embeds in player number 2 the

log, n keys assoeiated with the nodes in 5;. In this way cach DVI) player ships with log,n
kevs embedded in it (these keys are supposedly inaccessible to consumers). A DVD movie M

is enerypled as
DVD = Eiyey (K) || Exc)
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where K is some random AES key ealled a content-key. Sinee all DVD players have the key

Krom all players can deerypt the movie M. We refer to Fx, ., (K) a8 the header and Ex (M)
a8 the hody. In what follows the DVD header may contain multiple eiphertexts where each

ciphertext is the eneryption of the content-key K under some key K in the hinary troe.

a. Suppose the loge i kevs embedded in DVD player number » are exposed by hackers and
published on the Internet (say in a program like DeC55). Show that when the movie
industry is about to distribute a new DVD) movie they ean enerypt the contents of the
DVD using a header of size logs i so that all DV players ean deerypt the movie exeept
for player nmmber r. In effeet, the movie industry disables player number «.

Hint: the header will contain log, » ciphertexts where each ciphertext is the eneryption
of the content-key K under ecrtain log, » keys from the binary tree.

b. Suppose the keys embedded in £ DVD players R = [r,...,rg} are exposed by hackers.
Show that the movie industry can cnerypt the contents of a new DVD using a header
of size Ok logn) so that all players ean deerypt the movie exeept for the players in
Iit. You have just shown that all hacked players can be disabled without affeeting other

COMNSIIMEers.



Problem 5 Given a eryvptosystem Iy, define the randomized eryptosystem Fi by
k(M) = (Eg(R), R M),

where 11 is a random bit string of the same size as the message. That is, the output of Fi(M)
is the cneryption of a random one-time pad along with the original message XOTled with the
random pad. A new independent random pad 1? is chosen for every eneryption.

We consider two attack models. The goal of both models i to reconstruet the actnal seerct

key k (this is a very strong goal — one might be able to deerypt messages without ever learning
k).

e In the key-reconstruetion chosen plaintext attack (KR-CPA), the adversary is allowed to
generate g strings My, Ma, ..., M, and for each M; learn a corresponding ciphertext.

e In the key-reconstruetion random plaintext attack (KR-RPA), the adversary is given g
random plaintext /eipheriext pairs.

MNote that for the ease of Iy the opponent has no control over the random pad i used in the
creation of the given plaintext /eiphertext pairs. Clearly a KR-CPA attack gives the attacker
more power than a KR-RPA attack. Conscquently, it is harder to build eryptosystems that
are seeure against KRE-CPA.

Prove that if By is seeure against KR-RPA attacks then Py is seeure against KR — CPA attacks.

Hint: It is cagicst to show the contrapositive. Given an alporithm A that exeeutes a sueeessful
KR — CPA attack against Fi, construet an alporithm [ (using A as a “subroutine”™ ) that
oxeeutes a sucecssful KR — RPA attack against K. First, define precisely what alporithm A
takes as input, what querics it makes, and what it produces as output. Do the same for 13
Then construet an alporithm £ that runs A on a certain input and properly answers all of A's
queries. Show that the output produced by A enables ! o complete the KR — RPA attack

arainst .

Problem 6 Consider the following C55-like psendo random generator. Assume the gencrator is
nsed as A stream cipher to enerypt the contents of a DVID.

17-hat LFSH

-t LFSR

The sceret key is 40 bits. The top LFSI is initialized with 1|k, where k) is the left most 16
hits of the key. The bottom LFSIR is initialized with 1| k2 where k2 is the right most 24 bits
of the key. The output of the two LEFSRs is Xored and the resulting bit stream is the pseado
random scquenee used to enerypt the plaintext. Show that an attacker who is only given the
initial 100 bits of output of this penerator ean produce the rest of the ontput sequenee in time
approximately 2%

Your attack is much faster than an exhaustive scarch attack that takes time 2% to produce
the rest of the output sequence. An attack that runs in time 2# only takes a few milliscconds
on a modern machine implying that the resulting stream cipher is completely insecure onee



