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Electronic Voting

Dan Bansh John Mitchell

Issues
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# Voting sy=tem s=curity reguir=ments

= Saoret balict, nelible countdng, wob=r anommity, ..
# Voting t=chinalogy

= Hizhory: Fapar balobs. l=ver machines, ...

= Dirsct Recceding Electronic [DRE] systems
# Caz= =tudiss

= Di=hold e sudy
= Imbernet woiing (retraci=d by Qo)

# Crypiographic approaches
# Poltics

= ‘Woiing Rights &t bilks HLRL 3295 and 5. 565
= Calfomia Secrafary of Strbe Kayin Sheadbey
= JEEE S=ndards commbkies

Voting Principles
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# Vater =hgibility
= iz wober shaulkd Feve mor= than one wob=
# Seoret Ballot
= WOfms cagh n o s=creld
= ‘Wofer shoold be confident thak wb= gk comesciy
# Beliabil= counting
= Pulnllc syshem, hypdmaly with officizls from al parties
= AblRy to recount
Som= dedion oificiols moy prefo ol o da ke
# Anonymity
= AOtEr shaouid rotb leave voting booth with 2ny prool oo Hhe
iy hiay'she wobes

Recent History

T

4 2000 Presidentisl Ele=ction
= Hanging dhed, oonfeched abcsni=s wobes
# Help America Vote= Act [Hava, HR 3295, Ot 02
= Mand=bes voting proosss rafiorm in 2l sabeg
Wobsrs mist be abie bo werly bakols Defore they ame cask
=  “pEMTmEnEnT papsr reoond with a8 manuel audit opeickyT
=  SORET mLET have “opportunky B chang= the ballat or
oormert amy &mor before the mermanent prper & produced™
# Electranic voting
=  Tiosdecre=n, Cirect Recording Bedrank [ORE) ss=Te

=  Proporants sgus HAVA regulrsments 2ne met F the vober
verifies @ srresn version of the Dalloh, and 2 paner rapot

cam e prink=d I=ter for sudt porposes
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Punch card device

Punched card
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Other alternatives
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#Mechanical lever machines

+ \Volter flips medhanmecal lewe=rs

+ Madhine reparls voles

+ Tamper-procf counter similar o car odometer
#Optical scan of paper ballots

# Like pur Emaching evaluations ...

+ Fairly relisble counting method

+ Requires p=ncil and paper Ballot=
:F'
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Le=vyemr e P =

Touch-screen voting
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# U=ability
= Customiz=d bheliok
= Eagy bo resd, wob=
= Soresglbd= fo blind
azar hzedphion=

# Vot= counting
= [DRE mystam prosdces
Cick: ook
# Voter " authentication”™

= Smerbcard resder
iloever-rght comer]

Diebold AcculVole-TS
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How votes are cast
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Problems with electronic voting
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# Washington Post 1176/2003

= Soifwars gitch in Meesbers decTion in Wirginis

= Adwonood] Woling Solulior [oud e machines

n “Yolem n Or= precnsiy reperi=d hal :'I:l"-'d;rq:l.l:":u
vic for [Thompson], e = |:l|:|"r:| rl'-:i;d:q_: = =
ko momz Bul o, offcr o fow ocondle, 8= "2’ dooppoercdl. On
reapzmes i Therzaon s complzic s, coundy =fizigls mizd orz =
H= mechres n sumbon roalerdsy ond doemeored thal € aozead
o sulirocl & voiz for Thompeon in sbou one oul of o hunde=d
'.i';::l. "soil Mogors K Lucs, scorclory of Bis counly Board of
EhecTom

i) e vmingienpoE. ooy we-chey wedcam, B L2 Mo .
- ]n-l:ll::nap-:lh'r SkErlls
= Softwors gich in Moesber's cdetion
— LE.000 rgialo] volon
= L8300 iy Tellicd
= ofunl mumiir of wols el oo 1,592

= Microiols Ioudhsor—=n machinos
i e I petee. ooy welieam o, T 03 £~ 208000 b
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Case Study: Diebold machine
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T. Kohno, A. Stubblefield, A. Rubin,
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Basis for study
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# Propri=tary syst=m
« Carfificetion mandated by =S=ction laws
= Wiltoul pulflic mviow: S3oourdly Mrough oEeouriDy
# Di=bold sy=tem |l=aked
w AooiEgte-TS DEE woting swst=m, 0ot 2000 - &orll 20032
» Aupllable on opsn D oaneer
» [cenlified by afhist B=y Hami
» Som= zip fMies, Oovs repaEbony
— DMICA concorn ower dp | enonyplen”
— dxailablc on Fcw Zoaland ailc
# Mo access to Di=bald's back-=nd =l=ction
management system

Some problems
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# Encrypted votes and audit kogs
=+ 56-bit DES in OBC mode with stalic ['Vs
#+ Fdefine DESKEY [(des_key® ] F2654hD4")
#+ Unkeyed publbc funclion (CRC) for integnly
#No authentication of smartcard to voling
terminal

#Insufficient code review

Sample comment in code
/I LOG - Linear Conguential Generator

/I used to g=nerate ballol serial numbers
I A psuedo-random-sequence generator
I (per Applimd Cryplography,

M by Bruce Schneser, Wiley, 1996)

Linfortunately, lnsar congrusntal generators
carnat b wsed fow erppfograpmhy ™
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dpplied Crypltography. by Bruce Schneier

- BallotResults_cpp
Dletald Election Systams

Other examples
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“thiz is a bik of a hack for now.”

AudicPlayer.cpp
“the= BOOL beeped fag s a hack =o we don beep
bwice. This is r=ally a resull of the key handling being

gorped.”
WirkeIn.cpp
“the way we deal with audio here is 2 gross hack.™

BalickS=i0iig .cpp
"meed ko work on exceplion *caus=d by audic®. 1

think! they will currenthy result o double-fault.™
Eallatliig.cpp
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