Lecture &:

Mon-secret Key
Cryptosystems

{How Euclid, Fermat and
Euler Created E-Commerce]

Resl mathematics has no effects on war. No one
has yet discoversd any warlike purpose to be
served by the theory of numbsers.

. H. Hardy, The Mathematician's Apology, 1840,
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Public-Key Applications: Privacy
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= Alice encrypts message to Bob using

Bob's Private Hey
= Only Bob knows Bob's Private Key =
only Bob can decrypt message
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Signatures
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Alice's Privaly Koy #Alipe's Public Bay

= Bob knows it was from Alice, since only Alice
knowes Alice’s Frivate Key

= Mor-repudiation: Abce can't deny signin
message (except by claiming hngr h?;' 1.'|E|5
swden)

= Integnty: Bob can't change message (dossn't
know Alice's Private Key)
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Public-Key Cryptography
» Private procedure: E
» Publiz procedure: D
- ldentity: E(D(m})=D{EMm)=m
» Secure: cannot determine E from D

= But didn't know how to find suitable E
and D

Properties of E and D

Trag-door one way function:
1. DEM=M
2. Eand D are easy o compute.

3. Rewsaling £ dossn't reveal an easy way
to compats 0¥

Trap-door one way permutation: also
4 E{DMN=M
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RSA
E{_'Hj = M mod »
INC)=C"mod n (red = secret)
n = pg p, g are prime

d is relatively prime to (p — 1)g— 1)
ed =1 (mod (p—1)g—1))

&l e 1 drrern e Ve TH ERY




RSA In Perl

rint pack"C*"_ split

JSdsMi<J] dsJxp" |de” {bey Adam Back!

Untl Jan 3000: can export REA, but anly with 512 bl ks
Mo cam axnat REA axoepl b embansoed destinations
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First Amendment

Because computer source code is an
expressive means for the exchange of
information and ideas about computer
progranmming, we hold that it is
protected by the First Amendment.
cimth Circut Court of Appeals, April 4, 2000
Ruling that Peter Junger could post RGA
source code on his web site

L FEI frrrrreiy ol Vg o D0 ERY

Properties of E and D

Trag-door one way function:
1. DEM=M
2. EandD are easy o compute.
3. Rewealing £ dossn't reveal an easy way
to compauts D
Trag-door one way permutation: also
4 EiDMn=M

Property 1: D(E (M)) =M

E(M)=Af mod n
D{E(M)) = (M mod 1) mod n
= M mod » (as in D-H proof)
Can we choose ¢, 4 and n 50:

Euler's totient (phi) function

* ¢ (1) = number of positive
integers < » which are relatively
prime to n.

* lfnis prime, ¢ (W)=n-1.
—Proof by contradiction.

M= A mod n
1= AM1modn
Totient Products
For pnmes, p andg: A=pg
¢ {n)= 9 (pg)

@ (/) = mumbers < n not relativelv prime topg
= pg— | mumbers less than pg

-0, 3p.3p, ... (g—1p ;g-1lofthem
-, 23,3, ....(p— 1y ;p-1loftham
=pg-l1-@g-1)-0@-1)

=pg—ip *gi~1
=(p-1g-1)=¢(7) ¢ (g}
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Eulers Theorem

* For a and = relatively prime:
a®"=1 mod n

* Recall: we are looking for s, 4 and =
such that:

MFl=1modn

Fermat's Little Theorem

If n iz prime and & is not divisible by »
1= 1 mod »

Stronger version: {in MBC p. 200):
if n iz prime, for any a:

@'= gamod 1
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Femmat's Little Theorem Proof

famod n lamodn, .., (n-1)amod n}=
f1,2,....(@-1)}

if ab mod »n = ac mod 1
and a1z relatrvely prime fo
then b = ¢ mod »

Fermat's Little Theorem Proof

feamod r, 2amodn, ..., (m1lamod n} =
fl.2, ...(m-1)}
a-2a-.. -(m—-Da=s(n—-1mod n
(r— Dla='=(n—-1}! mod n
a='=1 mod n
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Eulers Theorem

Fora and a1 relatively prime:
a®i=1modn

Proof:

i # is prime, ¢ f)=n-1and
g '=1lmodn

by Fermnat's Litle Theorem.

What if » 5 not prime?
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Euler's Theorem, cont.

For a and » relatively prime:
a®== 1 mod n

& () = number of numbers < » not
relatively prime to =

We can wrile those numbers as:

R = {Il:lx:'.:- Ll :Iﬁ_’n}}
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