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Problem Statement

* To secure an application or a system without spending excessive
time and effort we are tempted to blindly apply security controls

itis not acceptable thal — that have already been extensively used in practice
only technical part of the

team defines security « However, without understanding security requirements comimon

reguirements. Business : . . i
A securnty controls can not provide adequate protection within the

involved. specific context
« We have to understand:

» the real value of information resources that we need to

Events = Threats pro toct

Causes = Vulnerabiliies _ ) ]
# if an attacker has an interest to compromise our system

» what are the events and causes that will have an

RBOS! = Return on unwelcome consequence Upon our system

SCCII IRt » what will be risk mitigation techniques that will maximize our

ROSI index and minimize overall threat probability or risk to

WN“ an acceptable level



