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Abstract

Svetems for processing conlinuops moniloring queries
aver data streams must be adapltive becanse data streams
are often bursty and data characleristics may vary over
time. In this paper, we focus on one particular type of
adaptivity: the ahility o gracefully degrade performance
via “load shedding™ (dropping unprocessed tuples 1o re-
dice sysiem load) when the demands placed on the system
caracl be met in full given available resources. Focusing
on aggregation gueries, we presenl algorithms thal deler-
mine af what pointy in a guery plan should load shedding
be performed and what amount of load should be shed ar
each point in order o minimize the degree of inaccuracy
introduced inte guery answers. We report the results of ex-
periments thal validate our analvtical conclusions.

1 Introduction

As informalion processing syslems grow in complexily,
they become increasingly difficull & administer and con-
trol. Conseguently, an emphasis of much recentl work (see
Section & [or cxamples) has been o creale systems Lhal are
o some degree self-regulating, reducing the tme, cfTort,
and expertise reguired of systiem administrators. Adapdive,
sell-regulaling sysiems ane particularly appropriate for en-
vironmenls where data and query rales are dynamic or un-
prediciable, as is [requently the case [or dala stream pro-
cessing syslems. Many sources of streaming dala are gquile
bursty |10, 19, 20, mcaning dala rales and system load
are liable o be highly vanable over the lifelime of a long-
running conlinuous query. In this paper, we [ocus on one
type of adaptivity, the ability w gracelully degrade perfor-
mance when the demands placed on the systcm cannol be
med given available resources, in the conlext of conlineous
manitoring quencs over dala streams.

IData streams arise naturally in & number of moniloring
applications in domains such as nelworking (traflic engi-
necring, intrusion delection, sensor nelworks) and [nan-

cial services (arbilrage, linancial monitoring). These dala
stream applications share two distinguishing characlenislics
thal limil the applicability of standard relational database
technology: (1) the volume of dala is extremely high, and
(2) on the basis of the dala, decisions are armived al and
acled upon in close W real time. Traditional dala process-
ing approaches, where elfeclively dala is loaded inlo slatic
databases [or oflline gquerying, are impractical due o te
combination of these bwo [@clors.

Many dala stream sources ([or example, web sile access
pallerns, ransactions in nancial markets, and commuonica-
tion nedtwork tralfic) are prone W dramatic spikes in vol-
ume (¢.g., spikes in raflic al a corporale web [ollowing
the announcemenl of & new product or the spikes in tral-
fic expericnced by news web siles and elephone networks
on Seplember 11, 2000 ). Becawse peak load duning a spike
can b orders of magnitsde higher than typical loads, Tolly
provisioning a dala stream monitoning syslem o handle the
peak load is gencrally impractical. However, in many momn-
iloring scenarios, il is preciscly during bursts of high load
thal the lunclion performed by the monitoring applicaltion is
mast critical. Therelore, it is particularly imporiant for sys-
lems processing continuous moniloring querics over dala
streams o be able W automatically adapl o unanticipated
spikes in inpul dala rales thal exceed the capacily of the
system.  An overloaded system will be unable o process
all of ils inpul dala and keep up with the rale of data ar-
rival, so load shedding. i.c., discarding some [raction of the
unprocessed dala, becomes necessary in order [or the sys-
lem b continuc o provide op-lo-dale query responscs. The
guestion we sludy is which luples o drop, and where in the
guery plan o drop them, 50 thal the depree of inaccuracy in
the query answoers inlroduoced as a resull of load shedding is
mimimized.

Thi use of lvad shedding as a wechnigque o achicve grace-
Mul degradation in the face of unmanageable syslem load
has been suggesied in carlier work on data stream systems
(15, 21, 22]). While some heuristics [or load shedding have
been proposed earlier, a syslemalic approach o load shed-
ding with the objecltive of maximizing query accuracy has
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been lacking. The main contributions of this paper arc:

1. We formalize the problem selting for load shedding as
an oplimization problem where the objective lunction
i= minimizing inaccuracy in query answers, subject o
the constrainl thal system throughpal most malch or
exceed the data inpul rale.

2. We describe a load shedding lechnigue based on Uhe in-
trodduciion of random sampling operalions inlo query
plans, and we give an algorithm that finds the op-
Limum placement of sampling operations [or an im-
poriant class of monilonng querncs, viz., sliding win-
dow appregate querics over dala sireams.  Our alpo-
rithm takes inlo account Lthe elfects of operator sharing
among querics having commaon sub-cxpressions.

We also present exlensions o our lechnigues o handle sel-
valued gquenes and guenies with dilfering gquality-ol-service
requircments.

Overview of Approach  We propose a lechnigue involy-
ing the introduction of load shedding operators, or load
shedders, al various points in the guery plan. Each load
shedder 15 paramelenized by a sampling rale p. The load
shodder Mips a coin [or cach wple thal passes through i
Wilh probability p, the wple is passed on o the next oper-
alor, and with probability 1 — p. the luple is discarded. To
compensale for the lost oples caused by the introdoction of
load shedders, the aggrepate values calculated by the sysiem
are scaled appropriately o produce unbiased approximate
(JUECTY ANEWCETS.

The decisions aboul where o inlreduce load shedders

and how Lo sel the sampling rale [or each load shedder are
hased on statistics aboul the data streams, including ob-
served stream armval rales and operator seleclivities.  We
use slalistical lechmiques similar o those used in approxi-
male gquery processing sysiems 1o make these decisions in
such a way as o achieve the best allainable accuracy given
diala impul rales.

Road Map The rest of this paper is organized as [ollows:
We begin in Seclion 2 by [ormally stating our model and
assumpdions. Section 3 presenls our alaorithms for oplimial
sampling [or dilerent scenanos, and some exlensions Lo e
hasic algonthm are described in Section 4. Seclion 5 gives
the resulls of an experimental evaleation of our echnigues.
We describe related work in Section 6, belore ending with
our conclusions in Section 7.

2  Problem Formulation

The class of conlinuows moniloring gueries thal we con-
sider are sliding window aggrepale gueries, possibly in-

cluding fillers and forcign-key joins wilth stored relations,
ower conlinuouws dala streams. Mondloring querics invalving
Joins bedween mulliple streams or non-forcign-key joins be-
tween streams and stored relalions are comparatively rare in
practice and therefore nol considered in this paper.! A con-
tinuous data stream S is a polentially unbounded scquence
of wpkes {8, 82, 8y, ..} thal armive over ime and must be
processed online as they ammive. A sliding window aggrepate
is an aggregation lunction applicd over a sliding window of
the mosl recently-armived data stream oples ([or example,
a moving average). The apgrepation [unctions thal we con-
sider are S5UM and COUNT, though our lechnigoees can be
pencralized W olther lunclions such as AVG and MEDIAN.
Sliding windows may be cither time-baved, meaning that
the window consisls of all tuples thal have amived wilhin
some lime interval w of the present, or tuple-based, mean-
ing that the window consists of the N most recently arrived
wples. A filter is a local selection condition on luples from
a dala stream.

We bolicve this class of gueres is imporant and wsc-
Ml for many dala stream monitonng applications, including
nelwork trallic engineering, which we will wse as an ex-
ample application domain throughoul this paper. Melwork
analysls oflen monilor sliding window agpresales covering
multiple imescales over packel races [fom roulers, Lypi-
cally fillering based on the inlemel protocol used, source
and destinalion porl numbers, aulonomous subnetwork of
packed onigin (identificd via user-defined funclions hased on
lomgest prefix malkching of [P addresses), and similar con-
siderations | 17). Foreign-key joins or semijoins wilth stored
relations may be used in moniloring quenes o perfomm hl-
tering based on some auxiliary information that is nod swored
in the dala strecam ilsell (e.g., the industry grouping for a
securily in a imancial monilonng application). For our par-
poscs, such joins have the same structure and effects as an
expensive sclection predicate or 4 user-defined function.

Muaost data stream moniloring scenarios involve multiple
conlinuous gqueries Lhal must be evalealed as dala sircams
arrive. Sharing of common sub-cxpressions Among Querics
is desirable o improve the scalability of the monitoring
syskem. For this reason, il is imporiant that a load shed-
ding policy take inlo account the strecture of operator shar-
ing among query plans rather than atlempling W treal cach
guery as an isolated amil.

The impul W the load shedding problem consists of a sel
of querics §q, - . ., §y Over dala streams Sy,.. ., 85, a scl
of query operators O . . .., O}, and some associated stalis-
tics thal are described below. The operalors are amanged
inlo & data flow diggram (similar o |3]) consisting of a di-
recied acyclic graph with e source nodes representing the

! Jurthermore, hardness resulls | 7] for sampling in the presence of joins
apply equally 1o the koad sheddimg problem, making load shedding for non-
foreign-key joins a difficull problem.
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Figure 1. Data Flow Diagram

dala streams, 1 sink nodes representing the guerics, and k
inlemal nodes representing the gquery operators. (Please re-
ler 1o Figure 1.) The cdges in the graph represenl data Oosr
between query operators. For cach query gq, there is 8 cor-
responding path in the data Mlow diagram fom some dala
stream 5y though a sel of query operators Oy, Oy, ... ., G'r
Lo nosde ¢y, This path represents the processing necessary o
compule the answer o query gq. and it is called the grery
path for query . Becasse we do nod consider joins be-
tween data streams, Lhe data Mow diagram can be thowght of
as being composed of a sel of rees. The ool node of cach
rec is a dala stream Sy, and the leal nodes of the tree arc
the querics thal monitor sircam 8y, Let T'(S;) denole the
trec of operators rooled al stream source 5y

Every operator O in the dala Mow diagram is associaled
wilh two paramclers: il sclectivity #; and ils processing
time per luple £, The scleclivily of an operator is defined
as the ratio belween the number of oulpol Wwples produeced
by Lhe operator and the number of inpul wples consumeed
by lhe operator. The processing lime per luple [or an op-
cralor 15 delined as the average amounl of Lime reguired by
the operalor o process cach impul luple. The last opera-
tor glong any query path is 8 windowed agorcgale operalor.
The oulpul of this operator is the (inal answer o the query
and therelore nod consumed by any other operalor, so the
sclectlivity of such an operator can be considered o be zero.
Each SUM aggregale operator O is associaled with bao ad-
ditional parameders, the mean iy and standard deviation o
of the values in the inpul oples thal are being agereaated.
The linal parameiers W e load shedding problem are the
rale paramelers ry, one for cach data stream 5y, Rale pa-

ramcler vy represents the average rale of wpke arrival on
stream Sy, measured in luples per unil lime.

Although we have described these inpul paramiclers (sc-
leclivily, stream rale, cle.) as known, lixed quantilics, in re-
ality their exact values will vary over lime and cannol be
known precisely in advance. In STREAM [21]). our data
slream managemenl sysiem, we have a Slatistics Manager
miodule thal estimales the values of these parameters. Our
query operalors are instrumented o report stalistics on the
number of luples processed and outpul by the operator and
the lolal processor Ume devoled o the operator. Based on
Lhese stalistics, we can cstimale the seleclivily and process-
ing limes of operalors as well as the dala stream rates. Dur-
ing limes when statistics gathering 15 enabled, our SUM ag-
gregation operalor additionally mainlains statistics on Lhe
sum and sum-ol-squares of the ageregate values of wples
Lhial it processes, allovwing us o estimale the mean and stan-
dard deviation. As stream armival rale and dala character-
istics change, the appropriale amount of load o shed and
Lhe right places o shed il may change as well. Therelore,
in our sysiem, estimates [or the load shedding inpul param-
clers are periodically refreshed by the Stalistics Manager,
and load shedding decisions are pericdically revisiled.

L1 Accuracy Metric

Tt Ay, As, ..., An be the answers o guerics
Gy e, - - - 1 Gy 81 SOMe point in Gme, and let A, Ay, ... A,
be the answers produced by Lthe dala stream mond loring
sysiem. Il the inpul rales are high enough thal load shed-
ding becomes necessary, the dala stream moniloning syslem
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