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Abstract

Studying the design and implementation of a number of computer has led to some general hints
for system design They are described here and illustrated by many examples, ranging from
hardware zuch as the Alte and the Dorado to application programs such as Brave and Star.

1. Introduction

Desigming a computer system 1s very different from designing an algorithm:
The external interface (that 13, the requirement) 1s less precizely defined. more complex, and
more subject to change.

The system haz much more internal structore, and hence many internal interfaces.
The measure of success i1z much less clear.

The dezigner uspally finds himself floundering in a zea of possibilities, unclear about how one
choice will limit his freedom to make other choices, or affect the size and performance of the
entire system. There probably 1zn’t a "best’ way to build the system, or even any major part of 1t;
much more important 1s to avoid choosing a terrible way, and to have clear divizion of
rezponsibilities among the parts.

I have designed and built a number of computer systems, some that worked and some that didn't.
I have alzo used and studied many other systems both snecessful and unsuccessful. From this
experience come some general hints for designing suceessful systems. I claim no origmality for
them; most are part of the folk wisdom of experienced designers. Nonetheless, even the expert
often forgets, and after the second system [6] comes the fourth one.

Disclaimer: These are not
novel (with a few excephions),
foolproof recipes.
laws of system design or operation,
precizely formulated,
consistent,
abways appropriate,
approved by all the leading experts, or
guaranteed to work.

Thizs paper was cngmally presentad at the. Sth ACAK Svmpoznmm on Operatms Systems Principles and appeared 1n
Cperating Syvstems Review 15, 5, Oct. 1933, p 35348, The present version 15 shehthy revizad.
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They are just hintz. Some are quite general and vague; others are specific techniques which are
more widely applicable than many people know. Both the hints and the illustrative examples are
necessarily oversimplified. Many are controversial.

I have tried to avoid exhortations to modularity, methodologies for top-down, bottom-up, or
tterative design techniques for data abstraction, and other schemes that have already been widely
dizzeminated. Sometimes I have pointed out pitfalls in the reckless application of popular
methods for system design.

The hints are illustrated by a number of examples, mostly drawn from systems I have worked on.
They range from hardware such as the Ethernet local area network and the Alto and Dorado
personal computers, through operating systems such as the SDS 940 and the Alto operating
zystem and programming systems such as Lizp and Mesa, to application programs such as the
Bravo editor and the Star office svstem and nebwork servers such as the Dover printer and the
Grapevine mail system. I have tried to avoid the most obvious examples in favor of others which
show unexpected uses for some well-known methods. There are references for nearly all the
specific examples but for only a few of the 1deas; many of these are part of the folklore, and it
would take a lot of work to track down their multiple sources.

And these few precepis in thy memory
Look thou characier.

It seemed appropriate to decorate a guide to the doubtful process of system desipn with

quotations from Hammlet. Unless otherwise indicated, they are taken from Polonis™ advice to
Laertes (I i1 58-82). Some quotations are from other sources, as noted. Each one 1= intended to

apply to the text which follows 1t.

Each hint 1z summanzed by a zslogan that when properly interpreted reveals the essence of the
hint. Figure 1 organizes the slogans along two axes:
Why 1t helps in making a good system: with funchionality (does it work?), speed (1= it fast
enough?), or faplt-tolerance (does it keep working?).
Where in the system design 1t helps: in ensunng completeness, in choosing interfaces, or in
devizing implementations.

Fat lines connect repetiions of the zame slogan and thin lines connect related slogans.

The body of the paper 13 in three sections, according to the why headings: fonctionality (zection
2), speed (section 3), and fanlt-tolerance (zection 4).

2. Functionality

The most important hints, and the vaguest, have to do with obtaining the right functionality from
a system, that 13, with getting it to do the things yvou want it to do. Most of theze hunts depend on
the notion of an inferface that separates an implementation of some abstraction from the clients
who pse the abstraction The interface between two programs consists of the set of assumptions
that each programmer needs to make about the other program in order to demonstrate the
correctness of his program (paraphrased from [3]). Defining interfaces 1s the most important part
of system design. Usually it 15 also the most difficult, since the interface design must satizfy three
conflicting requirements: an interface should be zimple, it should be complete, and it should
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Why? Funciionality Speed Fauli-tolerance

_Does it work? _Is it fast enough? _Does it keep working?
Where? |
Completeness Separate normal and ———7— Shed load
worst case ‘— End-to-end End-to-end
_ Safety first |
Interface Do cne thing well: Make it fast End-to-end
Don’t generalize Split resources Log updates
Get 1t nght Static analysiz Make actions atomic
Don'’t hide power Drynamic translation
Use procedure arguments
Leave it to the client
Keep basic interfaces stable
| Eeep a place to stand
Impilememiaiion | Plan to throw one away Cache answers Make actions atomic
Keep secrets Use hints Use hints
Uze a good 1dea again Use brote force
Dhvide and conquer Compute in background
Batch processing

Figure 1: Summary of the slogans

admit a sufficiently small and fast implementation Alas, all too often the azsumptions embodied
in an interface tum out to be mizconceptions instead. Parnaz™ clazsic paper [38] and a more recent
one on device interfaces [5] offer excellent practical advice on this subject

The main reason interfaces are difficult to design is that each interface 1z a small programming
language: it defines a set of objects and the operations that can be used to manipulate the objects.
Concrete syntax 1s not an 1zsue, but every other aspect of programming language design i3
present. Hoare's hints on langnage design [19] can thus be read az a supplement to this paper.

2.1 Keep it simple

Ferfection is reached not when there iz no longer aoithing fo add
but when there is no longer anything fo igke away. (A, Saint-Exupery)

Those friends thou hast, and their adoption tried
Grapple them wunto thy sowl with hoops of steel;
But do not dull thy palm with enteriainment

OF each new-hatch 'd unfledy 'd comrads.

® Do one thing at a tfime, and do it well. An interface should capture the minimum eszsentials of an
abstraction. Down 't generalize; generalizations are generally wrong.
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