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1 Introduction

Approaches [or building secure, distributled systems have
lundamental limitations that prevent the construction of dy-
namic, Inlemet-scale sysiems. In this paper. we propose a
concepl of a shared reference monilor or Shameon thal we
believe will provade a basis for overcoming these limila-
toms. Firsl, distnbuted systems lack a principled basis [or
trust in the trusted compuling bases of member machines.
In most distributed systems, a trusted computling base 15 as-
sumed. Towever, the lear of compromise doe o miscon-
hguration or vulnerable soflware limils the cases where Uns
assumplion can be apphied in practice. Where such rust
15 nol assumed, current solulions are nol scalable o larpe
systems [7, 20]. Second, currenl systems do nol ensure
the enforcement of the flexible, disinbuoled syslem secu-
rly goals. Mandalory access control (MAC) policies aim
o describe enflorceable securily goals, bul flexible MAC
solutions, such as SELinux, do nol even provide a scal-
able solution lor a single machine (due 1o the complexily of
UNIX syslems), much less a distribuled system. A signili-
canl change in approach 15 necessary o develop a pnncipled
trusted computing base thal enlorces syslem securily goals
and scales Lo large distributled systems.

Owr proposal 15 1o develop scalable mechanisms [or com-
posing a verifiable reference monilonng infrastructoure that
spans Intemel-wide disinbuled systems.  We refer o a
sel of reference monitors thal provides coherenl securily
guaraniees across multple physical machines as a Sha-
' While this may sound like a mere exiension of
the well-known reflerence monilor concepl, we propose Sey-
eral key dilferences: (1) the credentials ol secure hardware
{e.g., Trusted Computing Group™s Trusted Platform Mod-
ule), rather than wsers, are used Lo authenbicate mdividual
reflerence monmilorng sysiems in the Shameon ; (2) trust in
the Shamon 15 based on attestation of reference monilonng
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properiies:  lamperprooling, mediation, and simplicily of
design; (3) virlual machine monitorng 15 used Lo establish
coarse-grained domains, which resulls in signilicant sim-
plilication of MAC policies; (4) policy analyses venly that
these MAC policies salisly the Shamon application’s secu-
rly goals when enforced by the Shamon; and (5) hased on
this restricled definiion of trust, a focused logic 15 defined
that enables scalable evaluation of tas trust by components

"“Ihaer ez i shoort Toe Shored Monitor and nedated o the word shaman
meamng ... 4 mediom . who practees .. control over malural events™
womnils removed o eflect, nol pecessan |y accuracy ).
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of the distribuled sysiem thal is also resilient o dynamic
changes in the applicalion.

The Shamon approach addresses the Tundamental chal-
lenges descnbed above. FirsL, trust is buill from the bollom-
up via secure hardware credentials that enable allestations
of virtwal machme-based enforcement lor each machine.
Second, the MAC policy enforced by the Shamon 15 used
o prove enforcement of syslem securily poals. We de-
fine a logical representation for verilying these crilena that
enables scalable management of large Shamon even under
changes in application configuration. Each of the five lasks
Lthal converl a relerence monilor inlo a Shameom presents sub-
stantial research challenges, bul we aim o demonstrate that
each has tractable solution potential and that the resultant
Shamon system will provide a loundation lor large-scale
distributed anthorcation. To motivale is design, we inlro-
duce our protolype application of the Shamon in the [ollow-
ing seclion.

2 Application

The Playpen 1s a Xen-based, virtual machine (VM) environ-
menl [or the students aking securily courses al Pennsylva-
nia Slate Umversily. Each student is given their own virtual
machines in the Playpen. Ower the course of the semesler,
students are required o conligure and build securily appara-
lus 1o defend their machines against atlacks from the facully
and TAs. The isolation, persistence, and mobility of the VM
environmenl provides weal conditions lor pedagogy: users
can experiment with secunly apparalus under the controlled
enviromment.

The current Playpen 15 the prololype lor a larger project
supporting wide-area mobile and secure compuling envi-
ronments. The long term goal is o extend the Playpen o en-
compass all aspects of universily life. In ts, a user would
be given one or mone virlual machines that would migrate
o the location where they are working. The central chal-
lenge of this work is 10 support the wsers” abilily 1o move
[reely within the universily environmenL The syslem musl
securely supporl arbilrary migration o previous]y unknown
hardware al a previously unknown location and share data
with previously unknown collaborators. Note thal while the
environmenl aims al a single universily syslem, we are nol
cenlrally-admimistered: there 15 dilferent administration at
each campus, and some departments also admimster their
own machines.

Consider a typical day of Alice the praduate student in



this new universily. She wakes up al noon and goes Lo class.
Alice joins a hive coalition of class participants by logging
il a host m her classroom. She exils the coalibon al the
end of class, and al lunch she surls the Internetl and ex-
changes personal commumcation within her protected en-
vironmenl al the local student umon. Afller lunch, she heads
Lo the laboratory and perfonms research and shares data with
the other graduate students. Al the end of the day, she meels
wilh her advisor and shares summary data and exchanges
results. She heads home and plays a massively multiplayer
game with thousands of other pamers until dawn over the
Inlernel.

Such s the nalure of umversily life. The "roles™ of
Alice’s compuling environmenl and the environments in
which she interacts evolve constantly; from class partic-
ipanl, personal communicabion, researcher, advisee, and
pamer. Moreover, the sel of hosts 1o which she has an as-
socialion 15 also changing. Whal 15 interesting here 15 nol
that this somehow changes the way Alice lives, bul thal her
compuling environment [ollows her throughout her hife.

The secunly challenges of this environmentl are non-
rivial. The physical machines within the open universily
environmenl are largely unknown and ofien ::vmnl:lu':m'li.t'.::-i.]_1
The applications are as diverse as the environments in which
Alice lives, [rom classroom Lo research o gaming. Further-
more, the collaborations in which Alice participates change
hourly, and oflen form and dishband organically. It is clear
that: (1) supporting this environment requires sigmiicant se-
curily, and (2) current commodily environments (e.g., dis-
tribuled file systems and VPNs) do nod support il. Note that
large corporale environments are similar—users will move
[reely through a largely insecure complex and use data and
apphcations as needed.

Research thal enables articulation of hner-grained poli-
cies across distnibuted systems, [or distnibuted lle access
(e.g., [15, 3]) and trust management (e.g., [4, 14]), ofien
assume Lrusl in the trusied computing base as well. An ex-
ceplion 15 the Taos operating sysiem approach [2] which
has a [orm of secure booling lor establishing trust in the in-
[rastructure. [Mowever, building trust in a single machine 15
msuflicient. We need 0 bunld trust in enforcement across
disirnbuted applications within the distnbuled sysiem (e.g.,
each of Alice’s roles) and ensure thal disinbuled authonza-
tiom policy enlorces the securily goals of those applications.
In order lor this 1o be truly uselul, it must enable large dis-
tribuled applications o be supporied.

The five key design requirements identified in the pre-
ceding section are rellecled in the umiversily environmenil:
wsers need o vel the many untrusted machines in some ne-
liable and secure way; they need Lo vel the policy enlorce-
menl infrastruciure (simphicily, lamperproofing, and media-
tiom); they need W articulate an inler-host (sharng) securily
policy: they need 1o ensure that all hosts sharing data pro-

*Would any sane person completely trust a bost noa open universily
laboralory” Semously.

vide a consistent view of secunly; and il must scale — there
are over 41,000 students al Penn Stale spread oul over 24
CAMpuses.

3 Coalitions and Shamon
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Figure |: Examplc of a distriboted coalition.  Vinmal ma-
chine (VM) instances sharing common Mandatory Access Con-
trol {MAC) labels on multiple physical hypervisor systems arc all
mcmbers of the same coalition.

Figure | illusirales the conceploal idea for fulure dis-
Inbuted applications. A distributed application is a coafi-
fion of ¥Ms thal execules across muluple physical plat-
forms. Each member of the coalition may reside on a dil-
ferent physical machine, which may isell execule multiple
coaliions. The physical machines themselves each have a
reference monilor capable of enforcing MAC policies over
all of ther VMs.

We deline the Shamon as [ollows. A Shamon 15 a sel of
reference monilors serving a coaliion by enlorcing ils se-
curily goals. A reference momtor may belong 1o multple
Shamen, 50 1ls enforcement must ensure the satisfaction of
the securily goals [or each. The challenge 15 1o estabhish
trust 1 the Shamon reference momtors” enforcement of a
coaliion securnly poal. This trust must be upheld in a scal-
able [ashion as ¥Ms join the coalition or migrale belween
machines. In so doing, the Shamon provides authorization
across an entire coalition as il il were a single machine.

For Alce, each VM in a coalition representls an inslance
ol her work on a specific lask. She may work on her re-
search in the lab, 1n class, or in the student union, amnd her re-
search coaliion enables these WMs o commumcate. Tow-
ever, her gaming and browsing VMs would not be parl of
s coahbon. In facl the research coahibon enables 150-
lation of the research VMs (rom the gaming and browsing
VMs even when they are runming on the same machine al
Lhe samme Dme.

We envision dilferent requirements [or managing Alice
WM than in a traditional ¥M isolation system. First, the se-
curily [ocus 15 o separale Alice’s workloads based on trust
(1., rusied from untrusied) or doman (e, research (rom
school work), bul wolal 1solabion 15 oo restncbive. For ex-



armple, some dala mom an untrosied domain (e.g., Google
search resulls) may be uselul in a trusted domain (e.g., ne-
search paper). These are liner-grained and more flexible
securily requiremnents than are typical of VM systems. Sec-
ond, the VMs will be more dynamic and composed into
larger syslems than 15 traditionally the case. Also, some
VMs may be destroyed on a frequent basis.  In addition,
larpe-scale coaliions with changing memberships may be
constructed lor particular causes that Alice may pon, such
as conlerences, auvchons, ralhes, or social events.

4 Shamon Challenges

The basic mechanism lor composing a coalition is shown in
Figure 2. Each machine that will join a coalition must have
a credential registered with the coalition authority, such that
stalements made on behall of the machine (eg., allesia-
tions) can be verified (messages | and 2). Joining requires
allestation of Shamon properbes which resulls in a prool
of acceplance [rom the authonly (messages 3 and 4). Tias
proof 15 used o communicale with another coalilion mem-
ber, and this coaliion member establishes a dependency on
this prool and any status changes [rom the anthorily (mes-
sages 5 through T).

The scalabilily ol the approach comes [mom reusing coali-
tiom authorily allestations al join Lme and defeming prool of
inlegrily unlil communication is imibialed. These advanlages
are similar o Lypical PEI approaches where the prool of the
possession of a privale key 15 peneraled by an authorily and
verlication of this possession s done when communication
15 imitiated.

There are some important dilferences, however, belween
this approach and PKI Firsl, a major benefil 15 thal trust 15
buill from machines rather than imdividuals. Thus, trust in
the trusied computing base is buill in a bollom-up manner
along with the booling of the trusted computing base itsell
Keys can be stored and wsed in secure hardware rather than
in application sollware. Second, a major challenge 15 thatl a
reference monilor’s sialus may change, molivaling a revoca-
tom of the member. Remember thal we only depend on the
reflerence momilor and coalition MAC policy being correct
Normally, these will not change, bul we need a hightweight
mechamsm o convey Lthe slalus quo withoul missing a com-
promise. In theory, TPM stalements of the integrily value
{and a nonce lor [reshness) could be provided and checked
[requently al a low cosl, excepl the current TPMs are show
and use public key cryplography. The benelit of bollom-up
mechamsm o establish trust should motivale an investiga-
tom inlo making eflicient nlegrily mamienance practical.

Below, we assess the live Shamon (ealures [rom Section |
relative 1o Alice’s requirements.

Shamon Authentication In order o venly a Shamon [or
joining a coalition, we musl be able o authenticate the ma-
chine upon which the Shamon runs. Secure hardware of the
machine, such as the Trusied Compuling Group’s Trusted
Platform Module [1] (TPM) is capable of generating cre-

dentials thal can be certified by an anthority (e.g., using Di-
recl Anonymous Allestation). Such credentials can be used
Lo regisier the machine lor use in a coalition via such an ao-
thorily, called a coalition authority, as shown in Figure 2.
Mote that since TPMs are nol lamperprool, some degree ol
physical security 15 required. For Ahce, dilTerent physical
requirements may be necessary [or dilferent coalitions: the
research coaliion may require machines prolected by the
universily, whereas her coalition [or completing her lax re-
lurn may only require machines that meel her physical seco-
rily requirements. Acceplable models combining physical
securily and credentials are a research challenge.

Shamon Allestation  When Alice picks a machine 1o join
a particular coalition, s machine must prove that il can
join the Shamon. This involves the following steps: (1) pro-
vide an integrily measurement of Shamon components us-
ing remole allesialion protocols based on the TPM; (2) ob-
lain the coalition’s MAC policy [rom a coalition authority;
amd (3) construct a prool of ils consislency wilh this policy
(e.g., in labeling) and ils ability to enforce the securily goals
required. Remole atlestalion approaches have been devel-
oped thal enable measurement of trusted code and infomma-
ton flow policies for trusted applications [11]. 'We envision
a significant benefit from having the coalition determine the
MAC policy lor the application rather than trying o con-
ligure syslems a priori. Nole thal we can piggy-back the
allestation verification on the negotialion of secure commu-
micalion channels (done as a resull of message 5), such as

for Labeled TPsec [ 10)].

User Authentication Also. the wsers mustl authenlbicale
themselves o the Shamon infrastructure. The challenge is
that the user does nol necessanly have trust in the physi-
cal platform thal she 15 using al a particular time. Even a
machine thal may appear 1o be shuldown may actually be
compromised (e.g. by a virlual machine rootkil [13]). A
challenge lor the user is o establish that she can submil her
authentication secrets wilthoul lear of losing them. The user
musl be 1o verifly a stalement rom an authonly she rusts
(e.g., a coalition authorily) that vouches for the [resh alles-
lation of the platform that she 15 actually using. Enabling
a user W verily the authenticily of a machine requires a
trusied path in general, although some social mechanisms
may be effective in controlled environments, such as a cam-
pus (eg., trusted labeling, such as proposed lor room ac-
cess [17]).

Shamon MAC Policy Simplicity The basis [or simplily-
ing MAC policy is the use of virtual machine communica-
Lion as the basis lor secunly puaraniees. In a Xen-based sys-
lem, sllype [19] controls inter-VM commumcation by ao-
thoriang only Xen grant tables (ie., shared memory), Xen
evenl channels (e, basic IPC), and Linux IPsec lunnels
(1.e., nelwork commumcation via Xen's domain ) must be
controlled. Other sysiem resources, such as disk space and
memory are parliioned [or virlwal machines, so they are



