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Abstract. This paper presents the Heal-Time Event Detection Ser-
vice which is a component of the Data Service Middleware (DX5Ware).
DSWare provides data-centric and group-hased services for sensor net-
works. The real-time event service inclodes unreliability of individual sen-
s0T repaorts, correlation among different sensor observations, and inherent
real-time characteristics of events. The event service supports confldenca
functions which are designed based on data semanties, including relative
mportance of sub-events and historical patterns. When the failure rate
i high, the event service enables partial detection of critical events to
be reported in a timely manner. It can also be applisd to differentiate
between the cccurrences of events and false alarms.

1 Introduction

sensor networks are larpe-scale wircless networks that consst of numerons sen-
sor amd actuvator nodes used to momtor and interact with physcal environ-
ments [11][14]. From one perspective sensor networks are similar to distribuoted
database systems. They store environmental data on distnbuted nodes and re-
spomnd to apenodie and long-lived periodie quenes [T][15][20]. Data interest can
be pre-regstersd to the sensor network so that the corresponding data 1= col-
lected and transmitted only when needed. These specified mterests are simalar
to views n traditional databases becawse they filter the data according to the
applhecation’s data semantics and shield the overwhelming volume of raw data
from applications [5][26].

Sensor networks also have mherent real-time properties. The environment
that sensor networks mteract with = usually dynamic and volatile. The sensor
data usually has an absolute vabdity interval of time after which the data values
may ot be consistent with the real environment. Trapsmitting and processing
“stale” data wastes commumeation resources amd can result i wrong decimions
based on the reported out-of-date data. Besides data freshness, often the data
must also be sent to the destination by a deadline. To date, not much research
has been performed on real-time data serviees 1m0 sensor nebworks.

Despite their spmlanty to conventional dstnbuted real-tine databases, sen-
sor networks differ 1n the following important ways. First, individual sensors are
small in mze and have hmited computing resources. They also must operate for



long penods of tupe m an unattended fashion. This makes power conservation
an mportant concern i prolonging the hfetime of the system. In corrent sensor
networks, the major source of power consumption 15 communication. To reduce
unnecessary data transmeson from esch node, data collection and transmmsson
m sensor networks are always mitiated by subseriptions or quenes. Second, any
medividual sensor 15 not rehable. Sensors can be damaged or dwe alter consmam-
myg the battery. The wireless commumeation medium 15 also unrehable. Packets
can colbde or be lost. Decause of these ssues we muost bld trest on a proup
of sensor nodes mmstead of any single node. Previous research emphaszes reli-
able transmession of important data or control packets at the lower levels, bot
s emphasis 5 on the rehialbility on data semantics at the hgher level [23].
Thard, the larpe amount of sensed data prodoced i sensor networks necessitates
m-network processing. If all raw data 15 sent to base statwons for further pro-
cessing, the volume amd burstiness of the traflic may cause many collisions amd
contribute to sipmificant power loss. To mimimze unnecessary data transmisson,
mtermediate nodes or nearby nodes work topether to filter and apprepate data
belore the data armves at the destimation. Fourth, sensor networks can imteract
with the environment by both sensmg and actuating. When certan comnditions
are met, actuators can mibiate an action on the environment. Since such actions
are difficult to undo, reducing false alarmes 1= crucial 1o certain apphcations.

The remainder of ths paper 15 orpamneeed as follows: In section 2, we present
related work. In section 3, we present the desypm of Data Service Middleware
(DEWare) and some major components of DSWare. DDSWare 15 a spocialized
laver that mmtegrates various realtime data services for sensor networks amd
provides a database-like abstraction to apphcations. In section 4 we then present
a detailed descniption of the event detection mechamsm. Event detection 1= one
of the most important data services i sensor networks becaunse it m a way
to Sdir” meamngful mformation out of the huge volume of data produced. It
aims to find the “nght data™ at the “nght place™ amnd ensure the data 1z sent
at the “right time” . Event Detection Services m DSWare associate a confidence
value with each derizion it makes hased on a pre-specified confidence function. It
moorporates the unrehabihty of sensor behavior, the correlation among different
factors, and reduces false alarms by utilizing data semantics. Section 5 presents
the prelminary evaluation of the event detection mechansm. We conclude the
paper 1 Section 6.

2 Related Work

There are many ongoing middleware research projects mn the area of sensor
networks, such as Cougar, Rutpers Dataman, SINA, SCADDS, Smart-mspes, amnd
some virtnal-machme-like desagms [1][2][3][4][8][12][17][26]. COUGER and SINA
are two typical data-centrie middleware desypns which have poals that are sitmalar
to our design poal of providing data services. In COUGER, sensor data s viewed
as tables and query execution plans are developed and passibly optimized i thas
middleware. Our work on DSWare 15 more talored to sensor networks, imeluding



supporting proup-hased deceaon, reliable data-centrie storage, and 1mplementing
other approaches to mmprove the performance of real-time execotion, rehabality
of aprregated resolts and reduction of commumestion. SINA 15 a cluster-based
midleware design which focuses on the cooperation among sensors to conduct
a task. Its extensive SOL-like primitives can be used to msue quenes in sensor
networks. However, it does not provide schemes to lhide the faulty nature of both
sensor operations and wireless commumeation. In SINA it & the apphcation layer
that must provide robwstness and rehalabity for data services. In DS8Ware, the
real-time scheduling component and bwmlt-in real-time features of other service
components make DSWare more smtable than SINA for real-time applheations
m ad hoe wireless sensor networks.

Multisensor data fusion research focwses on solutions that fuse data from
multiple sensors to provide more aceurate estimation of the environment [16][22].
In mobile-apent-hased data fusion approaches, software that aprregates sensor
mformation are packed and dispatched as mobide agents to *hot” areas (e,
the arca where an event occurred) and work independently there. The software
miuprates among sensors o a cheter, collects observations, then mfers the real
situation [22]. This approach and our group-based approach both make use of
consensus among a number of nearby sensors of the same type to merease the
relimhility of a single observation. The mobile-agent-based approach, howewver,
leverapes on the mapration traffic of mohile agents and their appropnate pro-
cessing ab each sensor node 1 its routes. For mstance, 1f a node m the route
mserts wrong data or refuses to forward the mobale apents, the agrregation amd
subsegquent analysis are untrustful. Our approach does not have such hmitations:
malfunctioning of imdividual nodes does ot infect the entire proup.

A Tuzzy modelling approach 15 sometimes wed for data fusion in sensor net-
works. It 13 wsed to model the uneertanty o sensor falures and fanlty olwer-
vations [25]. This approach 18 weful m modelling the sensor error rates due to
equpment wear and agpregating local decitons from multiple sensors that mea-
sure the same type of data. Some optimal decision schemes foeus on the fusion of
asynchronously arrving decisions [10][24]. E. Dosse et. al. presented a modelling
and sumulation approach for a real-time alponthm i mult-source data fuson
systems [9]. These data fuzsion schemes are smtable for inereasing the aceuracy
of decimons, but require extensive computing resources. In our approach to event
detection, the computation n fusion nodes 1 small.

Dempster-Shaler evidential theory 1 also applied to icorporate uncertamty
mto decimons in some sensor fusion research [21]. This scheme uses Delief and
Plausibility functions to deseribe the rehability feature of each source and uses
a normalesed Dempster's combimation rule to mtegrate decimons from different
sources. Our confidence function 1= sunilar to Dempster-Shafer method except
that we place the evidence in both temporal and spatial spectrums to take data
real-time valudity intervals and possible contexts mto consaderation.



