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ABSTRACT

Defending agaimst DoS attacks 15 extremelr difficult; effectrre so-
luhons probably requore sigmificant changes to the Internet architac-
ture. We prazsent a series of architectural changes aimed at prevent-
g most fooding Dol aftacks, and malone the remaming attacks
eazier to defend agamnst. The goal 1= to strmulate 2 debate on trade-
offs betvreen the lexability needed for fiture Internet evolution and
the need to ba robust to attack.

Categories and Subject Descriptors

C.2.0 [COMPUTER-COMMUNICATION NETWORKS]:
General - Sacunty and Protechion

General Terms
De=ign, Security

Kevwords
Intermeat, Demial-of-Sarace, Secunty, Network Architectars

1. INTRODUCTION

Deamal-of-Serace (DoS) attacks are one of the most sizmficant
problame currently facing the Internet and 1tz users. For many users
thess attacks are meraly an umitation - even if they undarstand the
reason for the poor performance they occasionally observe. How-
ever, for the Internet to achieve 1ts full potential, 1t has to be able to
offer lughly relizble sarvice, aven m the face of hostilify.

We vall examine some significant chanses to the Internet archs-
techure ammed at making the Intarmet more robust. Such changes
should not be made lighthy - any widsspread change has real costs
associated wath it In wmbng this paper we are only too aware
that the problem of Do attacks can not be completely solved by
the architacture we propose. The problem needs to be tackled on
many fronfs simuoltanecusly. However we do believe that archatec-
turzl chanees are necessary. The only question 15 what form thosa
changes must take” In this paper we will take a fairly radical posi-
tion, with the aim of strmuolatms this dabate.
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2. THE NATURE OF THE PROBLEM

The first step i considennz a security problem 1= to consider
the nahmre of the threat Im [9], the Internet Archotecturs Board
provides a detailed discussion of the nature of DoS attacks on In-
ternet systems, and we strongly recommend this document. Ba-
sically all systems are vulnerable to some form of attack, be they
chents, servers, firewalls, routers or links. Attacks can atternpt to
exhaust proceszing power, memory, bandwadth, quotas, disk-space,
and pratty much any other “consumable™ that a system requires to
perform itz job.

One modern PC connected to 2 lngh-speed network can source
around 1G's of trafhic, which 13 enoush to saturate marmy- network
links and, 1f the traffic 15 carefully crafted, encusgh to overload many
large servers. However, traffic from a single machime 15 relatreely
sasihy filtered. Althourh automated mechamizms to pusk-back such
filters towards the source are not wadehr deploved, there are faw
tachmical problems m doimg sof 13][10].

Unfortonatsly source-address spogfing makes it harder to push-
back filters without causms collateral damaze. Further, mamy DoS
attacks are rgflection attacks[16], where the attacker sends trafhe to
a third party, spochine the source address of the victim. The thurd
party then replies to the wactmm, overwhelmmng themn. The attacker
can then use many third parties to spread s aftack. so now the
traffic 1z “ongmatng” from all over the Internet. In additon, some
reflection attacks manage to amplify the onzinal attack becansa the
responzes senf by the third party are larger or more mmmerous[5][9]
than the ongmnal meszages sant by the attacker.

The liggest DoS problem 1= caused by distributed demal of ser-
vice (DDoS) aftacks, where the attacker compromizes a large num-
ber of systems and then uses thess “zombie” systems to attack
the vichm. DDeS aftacks of sufficient scals pronnds the firepower
neadad to overwhelm almost all vactmms. They can also be com-
bined with spoofing or reflection to make the attack even more dif-
ficult to defand asainet. Currently most DDoS attacks do not bother
to spoof the source addresses because, as no aufomatic push-back
mechamszm 15 wadely deployed, it takes so long to shut down each
zombie that there 15 po nead to hide their identrty.

DDoS 15 pnincipally an 1z5u0e due to widespread exploitation of
software vulnerabalies, which pemmut the control of large numbers
of compromsed systems. To gamn sufficient scale, such expleitation
1= typically automated usms wonms, virusss, or automated scarmms
from already-compromized hosts (zo called “bots™). Fast-spreading
worms are extremely hard to combat 1 the current Infernat Archa-
tacture, zo these are a particular concem(14]. Althoush irises and
bots are a zanous 1ssue, their spread rate 13 slower, whach penmits 2
widar range of defeonze ophions.



3. DEFENSE

It 15 mportant to beem by recosmzne that 1t 15 not possible to
complately protact all servers azamst all DDoS attacks. If a suffi-
crently subtle attacker wath sufficiently many compronmsad hosts at
hiz disposal can mamae legtimate traffic well enough that the vichim
carmot tell good from bad, thers 1= hittls that can be done bevond
load-sheddme. zddins server rescurces, and mumrmzine collataral
damage. However, our ultimate goal 1= that thas 13 the only way to
perzistently DoS-aftack a server, and that routers and chent svstems
are ur-ulnerabls to DoS attacks.

Vienmg the problem from a hugh level, there are mamy tracks
we can fake fo make a network architecture that 13 more resihent to
Dod than the current Internet:

s Sigmificant improvements i end-system software sacunty wall
reduce the eaze with which systems are compromized, and
hence make the construction of zombie-armmes more diffi-
cult. However, we do not expect this to be sufficiant by itzelf.

« Reducing the ability of worms and viruses fo spread quickly
will reduce the threat of very larze scale DoS attacks. Fast
spraading wornms are a particular thraat, becausa they outpace
the spead of any pozaible himan mediated responze.

s Preventine source-address spocfms wall aid the shutdoom of
aftacks that do ocour using push-back machamizms.

# Preventine reflechon attacks wall also aid the shutdown of
aftacks and prevent mnocent third parfies from bemnz 1mph-
cated or harmed by reactrie defenszes.

s Without source-address spoofing and reflachon attacks, auto-
raatad push-back mechams=ms would be much more accurate
and effactive.

e Large-scale wide-area distmbubion of key sarices such as
DNE would localize attacks, reducing the attacker’s advan-
taze and mmimizing collateral damage.

& Hosts not mishing fo recerve mcoming connections attempiz
from the public Intarnet should not have do =o.

« Eouter-to-router traffic should be effectriely 1zolated from all
other traffic to reduce DoS threats to routers. Although this
15 at least 2= 1mportant as the pomts above, 1t 12 not the mam
focus of this paper, so we will not discuss 1t further

In this paper we do not discuss the protocol and mplementation
dstailz needed to ensure that fransport protocels and apphications
are robust to DoS. Instead we concentrate on archutectural changes
that more wadely restnct an attacker’s freedom and pernmt maore
affectrie defensze.

3.1 Advertised Service
In the Infernet architecture, a route advertizemeant 15 affectriely a
sarvice adverhzement for all the hosts on that subnet, sayving “route
packets to thess bosts”. However, such a service advertisement 12
rather more liberal than 15 generally desired. What 15 mostly desired
15 the ability to route service requesis to a server for that sermace,
and to route responzes back to the chent and nothing elss. Thiz 1=
of course an over-generahization, but we shall use this as a startimg
pomt for 2 revised service model. Such a serace modsl would have
mmediate impheations for Dob:
s A chent could not send any reguest to ancther chient, whach
prevents a whole catesory of Dod attack, and also prevents
chient-to-client worms_

e If the server to which a client mitiates commmmication 1z the
only host that can send packetz back to that chent, then no
other server can DoS that client. This also prevents many
reflaction aftacks.

4. TOWARDS A DOS-RESISTANT

ARCHITECTURE
Hoee rught we mmplement such desired restnichons wathout en-
countering scalabality 1ssues” In this saction we wall propose a set
of architectural changes that, taken together would graatly limit the
scope for attack The aim 1= to allowr all the dasired modes of mter-
action between syetems, but greatly restrict everything else.

Step 1 Separate Client and Server Addresses

The IP address space' can be divided into 2 set of client addresses
and a set of server addresses. The aim 1= to allow chents to muhate
commechons to servers, but not to allow chents to 1mhate connec-
tions to clients, nor sarvers to mrhate cormechions to servers.

The benafitz of this depend on where the restrichion 13 enforced.

ven If 1t were only enforced by the recipient, this would mmed:-
ataly raduce the threat from worms. A worm would have to spread
from chent—server—chent, explomting two zeparate vulnerabili-
ties. This greath slows the worm because the server—client phasze
depends on chents choosine to contact an mfacted server. Very fast
spraading worms would no longer be possible. Worms that attempt
to spread v1a contagion are shll possible. but are sizmficantly more
hiksly to be spotted m the client—server phase 1 time to react by
the sort of crgamized honevpots proposed m [20].-

In addihon, mamy reflection DoS attack= on servers (such as
bane.c[9]) are prevented. A reflachion attack on a server would re-
guire sarver—clhent—server commumication, and most chents are
not goine to respond to 2 new comnection request from a server .

In the current Intemeat, some of thesa benefits anse from the use
of Network Address Translators. However, NAT: only beneht thoze
cliemts who chose to use them; attackers simply choose to attack
from hosts that are not behind NATs. By formalizing the asymme-
trv and accepting 1t as a key part of the architecture. the benefits can
be much more widespread, as we will show below. In addifion the
downzide of NAT: not beinz a consistent part of the archrtecture
can be avorded.

Clearhy if many hosts have both chient and server addresses then
some of the benefits are lost; we hope that few hosts wall need both
globally-reachabls clhient and globally-reachable server addresses.
Typcally a server should not be mutiating wide-area cutecing con-
nmechions. and most clhienfs only need to accept Incoming connec-
tions to permut local manarement. Obraous excephions are paer-
to-peer applications, and telephomy-stvle appheations. We wall dis-
cuzs thesza spemal cases m Section 3.1,

Step 2: Non-global Clienit Addresses

A clhient address does not need to have amy global sizmbicance. It
onlyv needs to have sizmficance zlong the path befoveen the client
and the server, so that packets from the server can be retumed to
the chent. In fact a chent wards = address to not have global
sigmificance - this prevents distnbuted DoS attacks on the client

' Typically we are thinking about [P addresses here due to the
:1d.3|11i-:-n31 Hexabality available from longer addresses.

“The state of the art in honevpots still needs to advance somewhat
before thiz could be considerad a sobved problem

"The excepfions would be stateless reflection such as respondms
to an ICMP ache request.
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Ficurr 1—Path-based Addressings

or 1tz access network unless each attackine host can fisure ot a
workable addres==z to route traffic towards the chent
One way to allocate chent addresses m a non-global mammer

would be for the source address to be constructed domain-by-domaim

as the packets travel from client to server. This 1= llustrated 1 fis-
ure 1. On entry to a domam, a local routing ID (indicating the next
doman toward the client) would be pre-pended to the source ad-
drezs. Packets being forwarded back towards the chent would then
ba formarded by the usual lonsest-prefix-match forwarding macha-
mizmes within each doman (1n thas casa the prefix 1z the local ID for
the next domam). As the packet leaves each domam headms back
towards the client, the local ID) 15 removed.

It 1z hkely that such address prepending can be done at line-zpead
mn some of todays backbone routers with onhv fimmware uperades.

The zoal 1= that even 1f one maheious server in the Intemet knows
a chant’s address, no-one elsmwhere m the Intemet who 13 zrven that
address can ezzily deduce a workable chent address to reach the
chent from thewr location. The simple prepending scheme above
proidas this protection to some degree, but it 1= pozsible that more
sacurify 15 requirad. This can be achieved at the expenze of addi-
tiomal forwarding cost by encrypting the chient address bafora pre-
pending the local ID m the chent-fo-server path, and decrvphne 1t n
the return path after removng the local ID. For exampls, the router
with mterface C m figure 1 would recerce chient—sarver packsts
with source address BA and forward then on wath source address
CF(BA) where f{x) iz a sharad key sncryption fimetion® . Whether
such addihional secunty 1s really naceszary 15 an open question, but
the architecture would permut it as a matter of local policy. In prac-
tice 1t 15 hikely that onlyv a few core ISP need to do this to gam most
of the banafits,

Such path-baszad chient addreszes have zome useful properhies:

s The make complete source-addres: spoohing mpos=ible for
chenfs. A client address wall always reveal the path back fo
the orizm domam, althoush 1t may not reveal the pracize host
aft that domam. This should allow pushback mechanizms fo
funchon effectrrely agamst trafhe sourced by chents.

s Incontrast fo the current Internet, the path between client and
server would be symmetnic at the domam level (althoush not
at the router level). The econorme maplications of thas are not
completely clear to us. However, at the vary least it should
simplify many network monrtormgs functions for transit ISPs.

Perhaps more mportanthy, if an ISP momtors that there 1=
a large amowunt of trafic mn one direchon but no appropri-
ate responses 1 the reverse path, then the ISP can conclude
by itzself that this traffic = malioons. This may allow link-
sahmration attacks to be 1denhified and shut down. However,
such a deduchion may require collating mformation from mul-
tiple routers withim the ISF's domam, =o may not be sasy
without substantially mproved network momtoring tools.

* A1l the border routers of 2 domam share the same key

e All reflection attacks against remote chent targets are pre-
vented. A reflachion attack would need to 2o
chent—zerver—client, but path-based addresses do net al-
low the spoofing of a remote victim’s client addrass.

« Ny routmns Dol attacks on chent systems, soch a2z an-
nowuncing bogus routes, are preventad as chent routes are sim-
phr not announced mier-domam.

It 15 mmportant to note that such client addresses are mherantly
changeable. If'the client moves location, or the inter-domain rout-
mg between chent and server chanses, then the clhient’s address az
seatl by the server wall chanee. This mechamsm therefore raguires
that transport connections have access to a more stable ID above the
IP layer. Proposals such as HIP[15] would provade such a suttable
ID, although other simpler forme of D) pught alse suffice.

Ancther mmplication for transport protocols becomes clear if we
consider what happens when routing changses m such a way that the
onzinal server—chent mter-domain path becomes umsable. The
server has no way to reach the chient until it nest recerves a packet
from the cliemt mdicatmz a new valid path. This 1= primanly a
problem if a comnaction 15 1dle when a change occurs, and the server
then wishes to re-start commmmucation Pencdic “keepalnies™ are
one way fo solve this. Altematrely a client can passrrely monitor
the mter-domam route for this server and deduce when 1t needs to
zend z keepalre to update the server's knowledee of the 1tz address.
To do this 2 chent would need access to the BGP AS Path for the
route used to reach the server. For many practical reasons with
BGP as 1t 1= currently deploved, this 1= not quute as simple as 1t
muight seem but the senerzl 1daa 12 feasibla.

Step 3: RPF Checking of Server Addresses

Uzine path-based chent addreszes severely restricts source-addrass
spocfing by a chient, ntt 1t does not restnct spoofing by zervers.
However, the doman-level symmetry that emerges from wsing chent-
bazad addreszes means that packets traveling from server—chent
follow the reverze chent—server inter-domam path. The allows do-
miain boundary routers to perform a reverse-path forwarding (REFF)
check on the source address of server—chent packets. This check
largely prevents a server from spoofing the address of 2 serer n 2
diffarent domam.

When combmed with path-based chent-addresses. cne effect of
thi= 15 fo make 1t ruch harder to launch blind DoS attacks on on-
going commumcations, such as mjecting a TCP Eeazst mto a2 con-
nechion whose enstence can be inferrad

Step 4: Siate Setup Bit

Mot all packets are equal. Packets thaf requurs the reciment to set up
new state are more nsky from a Dod pomnt of view than those that
don't. It 13 useful to single these packets out for spemal handling 1n
a manner that 15 Imdependent of the upper laver protocol.

Packets that will causs transport commumcation state to be set
up (especially connection satup) should set a new state-setup bit
the IP header. Other packet: would leave thas bat unzat. Thiz sarves
a number of purposes:

& It provides a genenc protocol-independent way to 1denhfy
packets that need special vabidation. A server recerving a
connaction setup request with this bt not set would smmply
dizcard the packat.

» Stateful firewalls can validate packets wath this bit zet before
metanhiahing state. We will discuss what form this validation
nugzht take below:



