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Introduction

Az subject for this project, we first planmned to focus upon smart card timune attacks. Smart cards are
widalr usad throuzh Western Europe and wall probably appear soon m Amenca. They are uzed m vanous
application fields and with different levels of compleuty and secunty.

Timinge attacks attempt to explott the vanations i computational time for private key operations to zuess
the private kev. Thiz type of attack 13 prinufrre m the sense that no speciahizad equpment 15 neaded. An
attacker can break a smart card key by simphr measuring the computational time reqmred by the card to
re5pandtnu5&rmp:l3.ahdmmrdmeﬂmaeu;ﬂmp1m The viability Elf'thJE.EIIEEL'.]_-.]IElp}IEﬂrtDEI]IL spnart
card mmplementation usmg vulnerable coptosystems. An attacker wath prolonged passive eavesdropping
abihty may be able to brezk the private key and zam access to the mformation stored on the card. This wall
grve the attacker access to sen=mitrve information or money.

Later — and after readingz — we focused despar: produce a new timune attack. We have glanced throuzh
the Internet fo find a cryplosystem not yet anabvzed for trmng weakmesses. Hence, 1t appears that the
vulnerabihty of Ellptic Corve Cryptology to trmme attacks has not been widely studied. We have thouzht
that this subject could be satisfactory and mnovative.

This report 1= subdrnded 1 three parts: we first start tallans about the bazics of the trumg attacks on 2
ES5A mplementation; we then develop a brief presentation of Elliptic Curves and EC Cryptology. The last
and major part of the report 1= dedicated to the tmune aftacks on an open-source maplementation of ECC
and our dizsno=is about this last pomt.
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