Metal error checkers

Checking for memory problems
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Memory allocation

Linux OpenBSD
Violation Bug | False | Bug | False
No check ! 0 49 2
Error leak 44 49 3 1
Use after Free | T 3 0 0
Underflow 2 0 0 0
Total 132 61 H2 3

Table 2: Error counts for Linux and OpenBSD. The
checker was applied 4268 times in Limx and 464

times in OpenBSD.

Improper blocking

Check Loweal | Global | False Pos
Interrupts | 15 42 <+

Spin Lock | 21 42 4

Module 22 Do 2

Tortal 61 ~ 15T ~ 10

Table 3: Hesults for checlang i kernel routines block
(1) with interrupts disabled (“Tnterrupts™), (21 while
holding a spin lock (“Spin Lock™), or (3) in a way
that causes A module race (“Module™ ). We divide er-

rors into whether they needed local or glohal analysis.
Liocal errors were due to direct calls to blocking fune-
tions; global errors reached a blocking routine via a
multi-level call chain. The global analysis results for
Maodule are marked as approsimate since they have
not been manuwally confirmed.




[Linux synchronization checker

Clondition Applied | Bug False Pos
Holding lock | ~ 5100 | 29 113 (90)
Donible lowk - 1 3

Double unlock | - 1 20 (18}
Iutr disabled | ~ 5800 | 44 (13) | 63 (54
Bottom half = L8O 4 12

Bogis flags =~ 3200 |4 40 (24)
Total - 83 (82) | 260 (201}

Tahle 4: [esults of minning the Limx synchroniza-
tion primitives checker on kernel version 2,399, The
Applied column is an estimate of the munber of
times the check was applied. We skipped twelve
warnings that wepre difficult to classifv, The paren-
thesized mumbers show the changes when the two files
with the most false positives are lgnored.

Errors found by Metal

| Check |Brmr5|f€du¢Pmiﬁm|Um|LﬂGl
Slde-affoctal 4.1) | 14 2 195 5
Statie asseri( 4.2 | & (I a9 | 10
Stark chewkd(§ 423) | 10+ i 3K | 33
User-pir(s 5.1) 18 13 157 68
Almesdmnd s 5.2) 181 | 1732 | &
Blewki(§ &.2) 1 A = 131
Modube S 6.3) el L a - 133
Muuexik T a2 201 4K | &
Tl ~all L] = G

Tahle 6 Tlee resmulis of MO-hased chockers mummarizoed over all checks, Error i the mmbes of ermoes [ousd,
False Pasitives is the oumber of false positiees, Uses is the mumber of dmes the check was applied, and
LOA is the mumber of lines of meinl code for the edension (mcluding coamments and whitespace),




