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Abstract

Real-time dotebases are snereasingly being used as
an integral part of mony compuler systems.  During
normal operation, transaclions in real-timne datobases
must be erecuted i such o way hat tronsaction fivmng
and data time validity constraints can be mel. Real-
time dofabascs must alse prepare for possible failures
atd prowvede fault telerance capability. Principles for
fondt toleranee in veal-time dofabases must take fiming
requirements tnte consideration and are distinct from
those for comventional databases. We discuss these fs-
sues i Hos paper and describe a logging and recovery
techniguee that is lme-cognizant and s suifable for an
important class of real-fime datobese applications. The
techmique minimizes nermal runtime overhesd coused
by logging and has a predictable impact on transaction
turrang constraints. Upon a failure, the aystemn can re
cover oritical dofa fo o consistent and temporally valid
state within predictable e bounds. The system can
then resume its major functioning, while non-crifical
dufa 15 being recovered in the background. As a re-
sudl, Ihe recovery time is bounded and shortened, Chur
performance eveluation vio simulation shows that log-
ging overfiead has o smoll effect on mussing transac-
tion deadbines while addmg recovery capability. Ezper-
wments alae show that recovery wseing our approach i J
o & fimes faster than raditional recovery.

1 Introduction

In recent years, with the advances in hardware
and networking technologies, more and more real-time
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database (KTDH) applications are emerging, Many
of these applications, such as air traffic control, net-
work management, internet programmed trading, and
command and control systems demand predictable low-
lateney access to data, coupled with stringent dura-
bility and availability requirements. Data in such ap-
plications often has distinguishing characteristics [9].
For instance, some data has temporal validity inter-
vals associated with them. During a validity interval,
# particular data value is deemed useful as far as the
application’s semantics 15 concerned. Data gets out of
date by the simple passage of time, On the other hand,
some real-time data ia more critical to the operation of
4 real-time application than other data. As an exam-
ple, consider an internet programmed trading appli-
cation where transactions are submitted from around
the world 24 hours a day. In such a system, customer
balances constitute critical data and the state of each
customer’s balance will remain valid until a transac-
tion is issued to change it. This data does not become
invalid simply with the passage of time. On the other
hand, stock market prices are also critical, but have
finite validity intervals; a stock price that is too old is
worthless, Following the terminology used by Ramam-
ritham in [G], we call those data whose values will not
change with time or whose validity intervals are infinite
meariant data. Other data is called variant data.
When a failure oocurs in these applications, it is
impartant that the system can recover critical data
to a consistent and temporally valid state within pre-
dictable time bounds. The system can then resume
its major functioning, while non-critical data is being
recovered in the backeround. Principles that are com-
monly addressed in conventional database failure re-
covery do not take real-time requirements into congid-
eration. In this paper, we first define principles which
are appropriate for logging and recovery in RTDB ap-
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plications., We then present a logging and recovery
technigque that is time-cognizant, supports these princi-
ples, and is suitable for a class of real-time database ap-
plications, such as internet programmed trading. The
key features of our scheme are as follows:

* We allow a systemn designer to speeify which data
s ¢critical to the system's major operation. The
tvpes of data remain unchanged during system’s
operation,

We partition the log across eritical and non-
critical data segments. Partitioning the log this
way allows critical data to be recovered inde-
pendently. Tranaactions that only access critical
data can start executing before non-critical data
has been recovered.

o In order to reduce and bound logeing overheads
and post-crash recovery time, we store critical
data in non-volatile RAM.

We employ different lopging strategies for differ-
ent data types, For example, the temporal prop-
erty of variant data is exploited so that we can
design a no-undo/with-redo logging algorithm for
variant data. The benefit ia that log records
with invalid data can be reclaimed with mini-
mum effart {checkpointing is done for free). For
date without the temporal property, we design a
no-redowith-undo algorithin in such & way that
syvateme-wide chockpointing is avoided.

We clearly characterize the impact of logging,
commit processing, and recovery on satisfying
transaction timing constraints and post-crash
performance requirements.

We organize this paper as follows. Section 2 (is-
rnsses related work. Scection 3 describes basic concepts
and introduces some terms used in the remainder of the
paper. Section 4 discusses principles that are appro-
priate for logging and recovery in RTDE applications,
Sectien 3 details our logging and failure recovery al-
gorithm, ts characteristics, and advantages. Section 6
presents the performance evaluation of our approach
for various system parameters, Section 7 concludes the

PapeT.
2 Related Work

Real-time logging and failure recovery addresses the
problem of restoring & RTDBS upon a memory failure
or crash, using logs created during normal operation,
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to a consistent state 20 that a recovery time require-
ment can be met. During normal runtime, one also
wants to minimize runtime effort due to logging and
have a predictable impact on transaction timing con-
straints, Research in this domain distinguishes itself
from that in traditional database recovery mainly in
the following two requirements:; first, upon a crash, it
iz important [or a RTDRS to predictably recover within
a pre-determined time bound and be responsive to the
environment again; second, when the system resumes
its operation, data in a RTDBS must be temporally
valid or be made en. Hence, while some data may be re-
covered fram existing data in the logs, other data must
be refreshed by reading environment staves, e, read-
g the corrent stock prices. When these requirements
are satisfied, one can then be dealing with controlling
and for monitoring real-time environments.

Considershble research has been done in traditional
database recovery. Two recent books by Kumar and
Hau |2] and Kumar and Son [3] discuss recovery in
detail and contain descriptions of recovery rmethods
naed in a mamber of existing relational databage prod-
ucta. Research in traditional database recovery gen-
erally places emphasie on performance issues. Timing
predictability is seldom a concern in this field. As an
example, consider the ARIES recovery algorithm [4]
which has been quite suceessful in practice.  While
ARIES has emploved several novel technigues to op-
timize its recovery-time performance, it cannot ensare
that restored data is temporally velid, nor can it en-
gure that the system will come back on line in time.
In short, what ARIES lacks for a RTDB are time cog-
nizant protocols for logging and recovery,

Compared to research done in traditional database
recovery, relatively little research has been done for re-
covery in RTTYB. Sivasankaran et. al.|8] look at the
characteristics of data that are present in real-time ac-
tive database systems and discuss how to do data place-
ment, logging and récovery to meet the performance re-
quirements, They also discuss transaction characteris-
tics that can influence the data placement, logging and
recovery in real-time active databases. Sivasankaran
et. al.[¥] show the noed to design novel logging and re-
covery algorithms by obeerving the “priority diversion™
problem! where conventional logging and recovery al-
gorithms are not suitable in a pricrity oriented RTDB
setting. They present a taxonomy of data characteris-
tics and propose two data classes that are derived from
data types and transaction types. They also develop a

U Priority diversion occurs when high priority requests do wark
lor low priocty requests, eg., committing a transaction T by
Hushing lag records helonging to both T and other lower priority

transnctions.



suite of algorithms targeted at RTTDR. The major dif-
ferences betbween our work presented in this paper and
that presented in [7] are the following: first, we pro-
pose principles underlying real-time logging and fail-
ure recovery, independent of technologies nsed; second,
one of our major concerns for lopging and recovery is
maintaining temporal consistency of data; third, we
employ different lopging strategies for different data
types; fourth, we exploit application properties to im-
prove the performance of our recovery algorithm; -
nally, we clearly characterize the impact of logging,
commit processing, and recovery on satisfying trans-
action timing constraints and post-crash performance
rsquirements.

3 Background and Assumptions

Real-time systems (RTS) must react to stimuli from
the environment within time intervals dictated by the
environment. Hence, the state of the operating envi-
ronment. is constantly monitored by a RTS, We assumae
the database £} = {z,,25,..., 2.} and a subset of the
data itermns in O be a representation of the operating
environment, Suppose x;,1 < @ < [, represents zf in
the external environment., We termn each z; an fnternal
variable and 2{ an external variable,

Becanse the external environment changes state
from time to time, we can expect that a particular state
may remain valid for a limited period of time. The tem-
poral valudety mtervel of a state of an external variable
is defined as the time span [rom the time the state is
generated until the time the external variable changes
to a new state. We define the temporal validity inter-
val of an external variable of, denoted as TV 1{x?), as
the minimum of the temporal validity intervals of all
possible states of 5. The temporal validity interval of
an internal variable r;, denoted as TVI([z;), is defined
analogously,

The temporal validity interval is a distinguishing at-
tribute of real-time data. Heal-time data has other at-
tributes. For example, some data in [} are more eritical
for the normal operation of real-time systems than oth-
era. We denote critical data in I as D00 Trans-
actions that access real-time data can also be classi-
fied into different types. For a detailed taoconomy of
attributes associated with real-time data and transac-
tioms, interested readers are referred to [7).

In this paper, we asaume transactions pre-declare
their data needs. We assume transactions that update
critical data are also critical. Critical transactions are
assumed to update only critical data, Further, we as-
sume the number of critical transactions is known at
design time. Critical transactions that update variant

data are periodic. We assume variant data updated
by each tranzaction becomes temporally valid when
the npdating transaction commits. Other transactions
that update critical invariant data or non-critical data
are aperindic. Consider the internet trading example
again. Stock prices are critical variant data, They
are refreshed periodically by critical sensor transac-
tions. Customer balances are eritical invariant data
and are updated by on-demand trading transactions,
Other data such as the mumber of transactions being
processed today 12 an example of non-critical data.

The failure model that we assume in this paper in-
cludes all kinds of failures that can bring down the sys-
tem and cause all data in volatile memory to be last,
but leaves all data on stable secondary storage intact.
We assume that consecutive failures are separated by
at least the time needed to recover the major function
of the ayatem. Hence, no failure will accur during re-
covery from a failure.

4 Principles Underlying HReal-Time
Logging and Failure Recovery

Conventional database failure recovery is primarily
concerned with keeping the database in a consistent
atate, Principles such as atomicity and durability com-
monly addressed in database failure recovery do not
take real-time requirements into consideration, In this
soction, we describe principles which are appropriate
for fault tolerance in real-time database applications.

To maintain the consistency of data despite gys-
tem failures, real-time databases must perform book-
keeping artivities, e.g.. logging, during the normal op-
eration of the system. Logring writea all updates to
stable storage. These activities imply extra run-time
overheads, which must be amenable to pre-run-time
timing analysis for real-time databases. In particular,
one must bound and minimize the size of cach log. Fur-
ther, the overheads in maintaining each log structure
must be predictably accounted for. Typically, these in-
valve both memory and 1/0 operations. In a nutshell,
logging activities must not jecpardize the timeliness of
tranaactions,

Maost real-time data has limited temporal validity
intervals. As a consequence, when a system failure
occurs, we should only restore persistent data which
will remain temporally valid when the system resumes
execution. As in conventicnal database recovery, the
restored velue of each data item z; must be created by
the last committed writer of x; prior to the erash in the
exccution history. To determine whether =% restored
value is tempaorally valid, we make use of z,'s last valid
time instant, However, testing temporal validicy for
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