Traditional Check's Problems

« for code generation, not for ermor-check

A static analy:er for ﬁnding » |nter-procedural { interactions between

dynamic programming errors function are not detected )
Prod . « reporiing false errors. { non-achievable path )

» Require substantial additional work by the user
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= requiring test cases
Goal Requirement
» Develop a source code analyzer that could * G and C++ program should be checked

find Punfy-like errors with Punfy's ease of eﬁectwe_ly- _

use, but without needing test cases. * Information should be derived from the
program text rather than acquired through user
annotations.

= Analysis should be limited to achievable paths

=  The information produced from the analysis
should be enough to allow a user to
characterize the underlying defects easily.




PRETfix

«  Simulation: Use Virtual Machine ==
IMemory Test & restrict achievable path.

=  The behavior of a function : Model

« Model 1= automatically generated by
information extracted from programs.

- Bottom-Up: can apply an entire program,
or subset of a program.

gl = =m-m

The Advantage of Simulation

- Easily get achievable path
« Memory: exact values and predicates

- Memory Leayout - BEH Coensbion - Derefere=no=

« End-of-path analysis
Any unreachable memory or resource that has been
slkocated, but not freed, is reported.

(*disadvantage®)
achisvabie Spaths b offen quits lage -+ Samples of SChisyBie paths 10 simulee.
required & wser oonhig

Pseudo-code for function simulation

while ithers ars mars pathe to clmulais)d
Inttalize memory ctais

simiutsin the path, Idenifying nooncisisnclse and updating thas
mamory ctais

p=rform ond-of-path analyele using the fimal memory ctaie,

Idenithying Inoonsisianciss and areating par-path cummary
H

pombing psr-path cummarrdse Info a model for tha funobion




Conditions, assumptions and
choice points
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Models

« MODEL: The behavior of a function:
model consists of exclusive outcomes.

QUTCOME

« (Guards -> an element of test set (input
dependent)

= Constraint -> precondition
» Results -» postcondition

Ex. Model

L A=t dersfitak =p iF, PEaEe
£ o1 4.1 )
i =TT AT THEES TAHCITT ¢
1 cwbarn LULL; Juid g p MmILLIE
SETLEET TR remrzbralns meesry _dnlblal lezud p
B 1EREUlL pEe] CSTUITL SULL

il Ll .I.l._-
1l prmr g y HAN]
jerzabrean:s ey amakislizsd
(eomerredTr esEsTyT TAlisl pintET Pl
el Ly mepnry iritbpal gved @

Flors B Tho e | aThe dosofore acing A ks




