Intrusion Detection

Method of last resort
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#Intrusion prevention
= Nebwork fNireeall
— Regrict Moy off packets; oover In anobher =cune
+ Sy=lmm secunly
— FAnd buffer averficw vansablkes sn ramave B

#Intrusion detechon

* Dizcover system modiflicalions
= Tripgeire

+ Look Tor aliack in progress
= Metwork: treffic patterns
— Sysb=mi calls, o system Events

John Mitchell
Tripwire

#Outline of standard attack

+ Gain use=r acoe=s o system

+ Gain rool acce=s

+ Replao= system binares o ==t up backdoor
Use backdoor for future activites
#Tripwire detection point: system binaries

+ Computle hash of k=y system Benaries

¢+ Compar= cunr=nt hash o Bash stored =ack=r
+ Report problem if hash iz diTen=nt

+ Store reference Bash oodes on read-only medium

Is Tripwire too late?
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#Typical attack on server

+ Gain acoess
+ Insiall Backdoor
— This 22n be In memory, nobon disk
# Use it
# Tripwire
+ Iz & good Klea
+ 'Wont calch attacks that dont change system Ties
* Detects a compromis= that has happened

Remamber: Cefense v depkh

Detect modified binary in memaory?

#Can use system-call monitoring technigques
#For example [Wagner, Dean [E55 587 T1)

¢ [Build automaton of expedied system calks

— Can be done subomatically from source mds
+ Monitor =ystem calls from =adh program
+ Catch wiolation

Results =o far: lols belfer than not using souro= code!

Example code and automaton
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#Many intrusion debtection systems
+ Close to 104 =syst=ms with current web pages

+ Network-bas=d, hiost-bas=d, or combBanation

#Two basic models

# Mizume detection mode]

= Mairialin dete om knosn Ziscks

— Liock for acthiby with com=sponcing signatures
+ Apgmaly detection model

— Try o figure out what k& “nomar

— Report ancmalkous befevior

#Fundamental problem: too many false alarms

Misuse example - rootkit
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# Bootkit sniffs network for passeonds
= iColl=chon Of programs thet sllow sti=cker fo Instz21] =2nd
opearabe & pecket snffer (on Lini machimes)
= Emerged in [994, has swhved since Bhen
= 15594 pctimate: 100,000 systems coempramised

# Rootkit attack
= Lo cholen passward Or cictionary =itack o get usar amesn
= 2=t root aocess using valn=rablEes In rdls, s=ncmall,
Binimall, headmodul=, rpoypancEtad, Ipr. ar passsd
Fho Rootkdt bo the Rost, unpadk, complie, 2nd Inskzill &
Call=ct mor= usEmaEmepasssord pairs 2nd move on

Rootkit covers its tracks
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#Modifies netstat, ps, ks, du, ifconfig, login
+ Mopdified binaries hade new files us=d by rootkit
+ Mpdifli=d login allows attacker o retwrn for
pazraxands

# Rootkit focls simple Tripwire checksum

+ Modified Bnaries kayve same checksum
# Bub & befter Fiash would b= able= to d=tect roatkit

Detecting rootkit on system
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#5ad way to find out

+ Di=k is full of sniffer logs

#Manual confirmation
+ Reinstall dean p= and ==e what proces=z=x are=
running
#Automatic detection
+ Roatkit does not. alter the data structures normally
used by netsial, ps, b, du, ifconflig
+ Host-ba=z=d mtrusion detection can find rootkit files

— &% long == an updst= version of Rootdt dos=s not dlsabie
your imtnusion detection system

Detecting network attack  (Sept 2003)
# Symant=c hon=ypot runming Red Hat Linux ©

# Aitack
= Samba 'call_frEnsloren’ ReEmot= Buier Owverfiow (300 7254]
= Att=icker Install=d = copy off the SHWVS Roaodidt

# Snoet NIDS generated alests, from this signature

oyl [cp SENTERHKAL_NET ony ->= SHOME_MET 138
[mag TEETEIDS SME remZopon bl ovcrilom elcmpl™;
e [o_acrwer —ulobikabed
orionl: o0 |"; offect:0; dopili:1;
conicnl: [ sMs| 52| "; offeclq; dopii=a;
conicnl: 100 14|°; offec:a0; depth:1
Mo info: Mg fimapeonice. me/mombces
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Misuse example - port sweep
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#Attacks can be OS5 specific
+ Bugs in spedfic implementations
#+ Owversights in default configuration

#Attacker oweeps net to find vulnerabilities

+ Port sweep ez many parls on many IF addresse=x
= IT charact=ristic behavior delect=d, mount atteck
— 5&1 IRIX respoimcs TOFRIES port (T0P oot 13
- I machire responcs, SE1 IRDE wulreran ies can b
fesbed and used to brezk In

#Port swesp activity can be detected




Anomaly Detection
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#Basic idea
+ Monitar network trafMic, system calls

+ Compute statistical properties
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+ Report errors il stalistics oulside esiablished rang=
#Example — IDES (Denning, SRI)
+ For mach user, ston= daily counk of cerfain activitie=
— E.g., Fraction of hours spant reading amal
+ Mamntzan list of counts for ==veral days

+ Report anomaly if count is culside wesghted norm

8ig prablem: most unpredictable user is the mast important

[HofmeyT, Somaye]l, Fomest]
Anomaly — sys call sequences
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#Build traces during normal run of program
+ Example program befizvior (zys calls)
open read wri= apem mmap vt Tohemod Close
+ Sample traces stored in file (-l sequences)
open read writs apan
rec wiite opeEn mman
variE op=n mmep wWrite
CpEn mmap write fchmad
mirap writes fohmaod dose
* Report anomaly if following sequence observed
open read read open mmap wiite fchmod dass

Compute = of mismatches o gt mismetch =

Difficulties in intrusion detection
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#Lack of training data

+ Lots of “normal” netwark, system call data
# Liltl= data containing n=alistic attacks, anomalke==

#Data drift

+ Skntetical methods defect changes in behavior
+ Altacker can aitack gradually and incrementally
#Main characteristics not well understocd

+ By manmy measwres, aitack may be within bounds

of “normal” range of activilies
#False identifications are very costhy

+ Sy= Admin spend many haurs examaning =vidence

Response to intrusion?
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#Td=ally,

+ Identify attack (pos=ble if misuse, kard if anomaly)
+ Limit damage=, stop attack, block further attacks
+ Restore sy=tem, identify and proseoule attacker

# Cliff Stoll
# Deltected attacker al Lawrence Berkeley
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+ Creabed large file with nudear weapons keywords
#+ Traced international phone call during download

Strategic Intrusion Assessment [Lunt]

el Tl W T el o e I e T Il W ol e T e T il

o = @
Spzrimy Tatwr . 'q.___

i 1 |=mrmmo=ral Sz

.: | . Bagz-arp Cartea

B

Ay Bl S el B - L e T E

Strategic Intrusion Assessment [Lunt]
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#Test over bwo-week period

= AFTWC's intrusmion detectars 2t 100 AFEs alarmed
an 2 million s=s=mans

#+ Manual review identified 12,000 su=picious events

= Further manwal review => four actusl incedenis
#Conclusion

+ Mo=t alarms are lalse posdtives

#* Mo=l tree positives ane trivial incidents

#+ Of the significant incidents, mast are isolated
attacks to be deall with locally




