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® Sensitivity analysis
estimtates the
mrnbahiliry that a
prograw: location can
hide a [atlure-cousing
Jault. It does not
require an ovacle
Becitiese coryectRers 15

not the isvie.
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emhivy sexles b reveal
software faulm by executing o program
anc comparing the rutpump:m«d to the
ot peiiluced. Fxhawseive tesnng s the
anly UCSLing, axhene dut can in o
sense; ruarantes cormecmess, All other
resting schemies are based on e assurp-
ten that sucesssiul exeeuian on scame: in-
ps drmpdies Shut does not raranoee) see-
ersalil cweewtives o enlic ingstls,

Beoause i is well known that some
programomng fults are very difbicult o
firmed with pesting, our rescarch focuses on
prorram charactenstics thar make faals
hard 1o bined weith oo BEade- bax rest -
i, Ciiven a piece of code, we v o pre-
dict i =andom Back-box st is kely o
reveal any Faults in that code, (B “ult”™
wo man thos: that lave been compild
vt the cole, )

A program’s testabelty 15 a predichon
at i '.'||'|i|:|:.-' T Ricke Lanlis when the pro-

(R BRE S | . Wy Sl O R )

rran s black-box-nznsd with ingurts e
lecte] randomly from o particular inpoe
disuibuton. You derermune cestabaline by
the code’s soucture and semantics and Iy
an assmme] inpu disiabacion. Fhos, oo
prCerrams ci compute e same funcoon
bt ey have chfferent testabnlibes. A pro-
grazn bas |'||lr|1 resstabiliny when it |-.|I|

reveals Gaulis o hrough randam black-box
testingr: 4 program with Jow resralnline &
wnlikely to reveal faules through random

hlack-beox res ong. A program with low
testzhiliy 15 r|-111|'_l:r-1'||||'-. besanse consicler
ahle testmg may make i A that the
program has no favls when in reality o
has 1many.,

A tauilr can lie anvwhere inoa program,
sn any method of determining cestshility
msr Fake e comsileration all places in
the code where a faule can occur. Al-
though you can use our proposed tech-
nigues at different granularites, this art
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. read i bk
. it = (1 chen hegin |
d=hth —5::?{';
1€l « ) then

x:=l}
ek
i, % 2= (b + rume{ ) dee {2 +a)

Ly s nd e

end

els:
7. x==cdivk
B, d{a=xrx « Dy + o= ) then
W wrtelnfx, "is an integral sobadon’)
I writeln] There is no integral

L’

Frmore I, Bl G LR

cleconcentrates am locations that rouahly

iy wehether crneal sofrware has been saffi-

| caenthy verified. If a picce of critical sof

[

correspond to sngle coanmands inoan im-
peratve, procedural language,

We expect thar any method for deter-
cuning testability will respuore extensne
amealysis, a large amount of compating re-
sorces, or bodh, However, the potendal
benefits for measuring restabiliy are sigr
mificant, IF you can effecovely estimare
I'.L‘:-:L."||.|'|||'I.:.r.. wol can g comsaderable n-
sight mto four isswes importane o lesting,

+ When: to get the most benefit from
[i1mined AL resoures, A module with
leww testalnlity resuimes more esung than a
rodulbe with high vesalhiliny, Tesomp re-
siwirres can thus be deemibuted mare ci-
teetively.

+ When oo use some verificasion wach
srivpas other than restmg, Faremely bow
tesmabaliny suggests chat an inordina e
armount ol testing may B regquimed to radn
confidence in the softwares cormeciness,
Altemative techmicpues bike proo of cor-
P Cees il |:1'|-|.‘|I: réview may '::-t_‘. THHITE a]-
propriate for such modules.

# The degree to which estmg masr be
performed w convinee vou thar a locason
is peeshabiy correct. You can use restabiliny
o cstimate how many tess are necesany
Lo gain desired confidence in the
software's correcimess.

# Whedher the sofoware should be pe- |

weritnen. You ey vse (estahility as a guide | though this analysis is dvnarmie, i s not
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| ware has low cestabality, vou may reject i

breesauia tows imvch testimg will be regquiresd
ro sutficientdy verify a sufficient level of
reliabylity

SENSITIVITY

Vo use the word "sensitivity”™ to mesm
a pretheton of the probabilio: thar a faal
will cause a filure in the wftware ar g raT-
ncular locanon andera specifiod inpat dis
trbaeny, 1o hwseson b o vty of
099 yneder a parooalar disoibanion, al-
Ly ingsl in e demiarhon that ox-

| ecuocs the location will e o [F T

Lailvres, TFa lowation has a sensicvivy of 0101
J'|:|:|l|'1.'€|:|-' bewe mpnets fromn the destmbuton
that o woatld case e progman o Gil,
e nater wlat Bl st
ar that locadon.
Sensitivity 15 clearly
related o vesahilivy, by
the terms are noL equiva-
lenc. aensitivity focuses
o a single locaton i a
program and the chects a
Fault at thar locstion can

I
If the presence

of foults in progroms
guaranteed program

anltware testing, ance vou check oo out-
puits agaimse @ speofcaton or oracle,

FAULT/FAILURE MODEL

[F the presence of fauls in programs
puaranteed program failure, every pro-

o gram would be haghly testable, Bt ehis =

not rue. o understand why, you must
consider the sequence of location cxecu-
ticwis that a program pertorns. Fach senof
varable values atver the excoudon of a lo-
caticay i a coenputhon 15 called a data
stare, After sxecutine a faule dic resalang
chta stne migha be corrupesd; oF there 5
COTTUpEon in 3 dae stare, e has oo-
corres] and the data state contans am emmor,
wlhnich wo il o “dani=date crrea”

The program in Figure 1 displays an
mibegrral sulution ter the quadrang equaton
ar-+he for integral val-
wes o @, &, andd o, (We hanee
ficed a, &, and ¢ oo @ and ¢ |
fall begwesn G and 10 and
ain B Ralls betwesn 1 and
1000 The program has
a tanle at lise 3: The con-
stant 3 should be the con-
stant 4. Each computa-

have on the program's - om of the prigram  falls
LA} behavior. “lesabiliey fﬂll”lﬂ; EWW o one of four citego-
4:111'_‘-‘.'II'.I'.||:IE.55E'5-. iz '.'rll'l:.':ll.li pmglum muld h'E res; -

pragram and is sensitvi- s # the fault is noc cxe-
ties under a given input hlghh’ TES“]I]JE e,

distrilwition, Senstvity
anabsis 15 the presces of
determiming the sensre-
ity of a location in a pro
grum, From the collec-
tion of scnsigvities over
all lcmboms, we deter-
mune the ORI tesd
abalicy,

Une methodd of per-
formring sensitivity analy-
515 1% successive analysis of
PrOYTan exectitin, infecs
tom, and propagation, which i dymamic in

the sense that it mquires execution of the |

ondde, Yo randormly select ingues from the
input distnbuton and compare the code's
compuatonal ehavior on these inputs
aganet the behevior of similar coude. Al

But this is not true.
To understand why,
you must consider the

sequence of location
execufions that o

program performs.

# the Tl is exeouned
bt does not mecr any
data sLate,

+ the fanlr is exccuced
anil wnme dlata states are
infeited, but the outpot s
vt et el correct, sl

 the Bl is execuwed,
mfechon ocours, and the |
Ifectinm Guses an indoor-
rect CTtput,

Cinly conmputations in
the final catcgony would
make the faelt visihle moa tester, Here gre
axamples of cach tvpe of compuitation:

# Table 1 shows the computton for
the mpor (28,003,060 The value of 2=(
causes the selection of a path thatdoesnot |
include Jeason 3, Clearly, anv such exe-
crbom will net .,
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# 'lable 7 shows the computacam for
thempon (3,200 T he Gaaln iz reachicd, bin
the ermipuation procccds jasc as if dhere
were no fult because o= prevenss dhe

Fzult feom affecting the compumoon. MNo
infection has occurred,

# Fur the mpat (1,-1,-12} the S
intects the succeeding dara smre, produc-
e d=h]l instext of d=4Y (see Table 3)
This chata-srute ernw then prrgsizles 1y
lexcanieon & where o= cameeled e thse e
grr spuare-root cideulabon, because 7 &
coatiputed in either case.

# [xecunng the program with the
mpuat (10,0, L executes the fault that then
mibects the suceeading dam e so e
dani-state erros propagates o the oumqua:
[z Talale 45

The first computaton ope demaon-
ytrates that 4 rogTam's exscuon mmn re
wveal omly inforrnation b I|||.'|:-:||1. ol thhe
coibe thar s executed, The second and
durd tvpes prirade a false sense of secunty
b teater because the fault is cxcouted by
no vistble falore resolis, The foarth fvpes
showes thiree ooy anil adlscicin con-
diticans for a fanls oo prochece a faihwe:

¢ T he fault must be execunesd,

¢ The suecerlmg data state must be
miected.

¢ The data-sture error must projuegale
L0 C i

These three phenomena compose the
fandif Ealwre mwsclel, Thas mocle] vnderles
our divnamic method o determine the
sensitvaty of a locaton m the oode,

SENSITIVITY AMALYSIS

Sersidviny analysis requires char cven,
bocaon be analvzed for three propertes:
the protahiliy of executon acoering, the
probatalicy of infecnon cocurnng, and the
profabdliey of peopagation ocournng, {ne
oy of analysis is required mo handle esch
part of e faulcfailure muoded,

Gettimg three cstimates, Yo can malee all

three analyvses au several dilicrem fevels of
abstraction — programs, modules, and
staterments are three soch levels 'The ox

amples in this article sheww an anal wig e
nn program bocazons where a bocazon is a
vnit of code that changes s vanable's valoe,

THE VALUES (0,3,45) AS INPUT TO THE PROGRAM IN FIGURE 1
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THE VALUES (3,2,0] AS INPUT

TABLE 1

d

undefned
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TABLE 2
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TABLE 3

THE VALUES [1,-1,~12] AS INPUT

e e e e

e b ¢
I I -1 =17 gndehned  yndefines]
, | © =12 pnidefined  undefined
3 I -1 -2 6l undefined
f I -1 -2 6l 1l
a8 | -12 6l 4. )
e . -1 =2 6l 1 4 15 an integral selution
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THE VALUES {10,0,10) AS INPUT
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