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Abstract

We have designed and implemented o new opcrating
system facilily for TIO bulTer rpmagement aed data trans
fer across protection domain boundaries on shared memory
machmes. This tacihity, called fasr baffers (fbufs), com-
banes virtual page remapping with shared virtual memory,
and cxploats localioy in Oy trathc do achieve hugh through
pul wilhoul cormpromusng prolection, secunly, or todulic-
iy, lis goat is 10 help deliver (he high bandwidih wllocdued
by emicrging high speed networss o wser-level processes,
both in monolithic and microkemel-based operating sys-
LEfins.

This paper outlines the requirements for a cross-domain
Iransfer Gacality, descrbes the desipn ol e Muaf mechamsm
that meets these requiremcnts, and experimentally gquunti-
fies the impact of fhals on nelwork peclommance.

1 Introduction

Chptmiainge operations thal cooss protection dintein
hounctarics has received a great deal of attention reccntly
(2. 3], Thes as Bagse an eMicient crnssdomain invecalson
fucility enables a4 more modelor operating systemn design.
For the most parl, this earlier work focuges on lowernng
control rransgfer lalency—it assumes that the arguments
rransferred by the cross-doman call are small enough 1o
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he copied from one domain to another. This paper con-
siders the complementary issue of increasing dode transfer
throughput - wesere interested in O inlensive applhications
that require significant amounts of daia o ke moved acmss
protection boundaries. Such applications inclede real-time
viden, digital image retneval, and accessing large scientific
data sers,

Focusing more specifeally on notwork BO, we ofsarve
that an the one had emeging melwork (echoelogy will
sesan ofter sustuined data rates approaching one gigabel per
apcond w the emd host, white on the other hand, the trend
wwards microkernel-based operating syslems leads to a
sitpation where the 10 data path may inlersect multiple
prideciion domuns,  The challenge is o twen good net-
wrh Baipilwedefy rnro goad appluzition-to-apphicitien band-
wicth, withour compramizing the O5 struclure, Simce
a miucrokernel-based svstemn one might find deviee drivers,
petwork protocals, and applicaton software all residing
in different protection domains, an important problem is
mving dista aeross domain boundaries as elliciently as
poassible. This task iz made difficalt by the limitations of
Lthe rogmeory archiveture, most nodably the CPU/memaory
handwidth. As nctwaork bandwidth approaches maemory
handwidth, copying data from one domain (o anather sim-
ply cannot keep up with improved network perlommance
15,7

Thiz paper introdncez 2 high-handwidth cross - domain
transler and butfer munagement tacility, called fast bufers
(bl ), and shows bow i1 can be oplimzed Lo suppor data
that originates and'or terminates m an [P0 device, poten-
tially traversing multiple protection domains, Fbefs com-
hine twer well-known techniques for transferming data across
profcerion demaing: page remapping and shared menney.
It oy equally corret 10 view (buls oz using shared memory
(where page remapping is used to dyramically change the
st of pages shared among a set of domains), or using page
remapping (where pages that have been mapped into a set
of dormains are cached for use by future transfers).
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Figure 1: Lavers Distributed over Muluple Protection Domains

2  Background

This section outlines the requirements for a buffer man-
azement and cross-doman data transfer facality by exam-
ining the redevant charactenstucs of network IO, Tt also
reviews previous work in light of these requirements, The
discussion appeals to the reader’™s intoitve notion of a data
buller; Section 3 defines a specilic représentalion

2.1 Characterizing Metwork 1/0)

We are interested in the situation where IOk data is pro-
coesacd by a sequence of software layers—device drivers,
network protocols, and application programs—ithat may
b dhstributed acoss moluple prodection domains. Fig,
ure | depicts this abstractly: data is generated by a source
mcdule, passed throupgh one or more sollware layers, aud
consumed by a sink mndule. As the data is passed trom
ome madule to another, it traverses a sequence af prolection
dormaans, The dila souree 15 sid we runan the argenaior
domain; and the other modules rum in recernver domains,

Mote that although this section considers the general
case of maltiple protection domaing, the discussion apjprlics
equally well to systems in which only two domains are
invalved: kemnel and vser, Sechion £ shows how difTerent
transfer mechanisms perform in the two domain case, and
Section 5.1 dizscusses the larger tssue of Bow mady domains
one might expoct in practice.

210 Nebworks and Buollers

Cn the input side, the network adapter delivers dada to
the host al the granularity of a prosoced data wsit (FDU),
where cach arnving PDU is received intoa buffer.! Higher

'PDL size may be larper than the netvork pockes sire, as
is likely in an ATM petwork. PDUs are the appropriate anl? o
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level protocols may reassemble a collection of PDUs into
a larger appiication data uedd (ADTT). Thus, an incoming
ADL s typically stared as a sequence of non-contiguous,
PDLi-sizedd huffers.

Oin the onrpat side, an ADU 15 oflen stored in a sinole
contiguous huffer, and then fragmented into a set of smaller
PDUs by lower level protocols.  Fragmentation necd not
disturb the ariginal buler holding the ADL each fragment
can he represented by an offsetflength into the original
butter.

P sizes are nedwork dependent, while ADL sizes are
apphications dependent. Control overhead imposes a prac-
tical lower bound on both. For example, a | Ghps Link
with 4 KBvie PDUs results in more than 30,500 PIAUs per
seoond. Om the other hand, nerwork Batency concerns place
an upper bound on PDU size, particularly when PDUs are
senl uver the nelwork without further fragmentation. Sim-
ilarly, ADLU zize iz limited by applicaton-specific latency
requirements, and By physical memary limitations.

2.1.2  Allocating Buffers

At the time a buffer is allocated, we assune it 15 known
that the bufter 1s to be used for IOy data. This is ceriainly
the case for a device driver thar allocites bullers w hold
incoming packets, and it s a reasonable expectation o
place on applicaetion progeams. Nole thot it 15 not stmetly
necessary for the application to know that the buffer will
evenlvally Dnd 115 way 10 an IO device, but only that it
might transfer the butfer o another domain.

The situation depicted in Figure 1 is oversimplified in
that i implics that there exists a single, hnear path through
the 'Oy subeystens In genecal, disla muy lraverse o numbser
of different paths through the software lavers, and as a con-

consider because they ane what the eod Boss sees.



seruence, Visit different sequences of pridection domains,
We call such a path an £ dala path, and say that a bufler
helongs to o partivular 1Oy data path, We further assume
Lhat all data that origimates from (lerminates ath 4 particular
cormmunication crdpoint (e.g.. o socket or porch travels the
ramie L) dwla path.  An application can thercfore casily
identify the IO data path of & buffer st the time of alloca-
rien by referring o the communicalion eodpuint o imeisds
ter use. In the case of incoming POUS, the 100 data path Lo
which the FDOU (buffer) belongs can often be determined,
eitlvr by the nerwork adaptor (e.g.. by interpreting an ATM
cell’s VI andfor adaptation layer info in hardware) or by
having the device driver inspect the headers of the armiving
P prior 10 the wransfer of the PDU inte main memory

Locality in network communmcation [14] implies thar
if there is Lrallic on a particular 10 data path, then more
traffic can be expected on the same path in the near future.
Cuonzequenily, it 18 likely that a butfer that was wsed for a
particular A0 data path can be rensed soon for that same
data path.

2.1.3  Accessing Bulfers

Wi now consider how bullers ane accessed by the variows
software layers along the IO data path. The layer that
allocates o bufTer imitially writcs o it For example, a
device driver allocates a hutfer 1o hold an incoming PR,
while an application program fills a newly allocates) bulTes
with datis to be transmitied,  Subsequent layers require
only read aecess o the huffer. An intermediate layer that
necds to mndify the datz in the boller mstes] alincates and
wriles 1o g new buffer, Simalarly, an intermediate layer that
prepends or appemnds new data to a buffer—e.g.. a protocol
Lthal attuches a header—instead allocates a new buffer and
logically concatenates it 1o the original buffer vsing the
same huffer aggregation mechanism that 15 vsed o join &
sef of PDUs into a reassembled ADU

We theretore restrict L0 bullers 1o be immanzile—ihey
are createsd with an initial data content and muay nol be
suhsequently changed. The immuebility of bufters implies
thut the originator dormain necds writc permission lor o
newly allocated buffer, but it does not need wrile access
after transterring the buller, Receiver dnmains need read
aceess o huffers thar are passed o them

Bulfers can be transferred from one layer to ancther
with either smove or copy scmantics. Muove seroanlics arc
sufficient when the passing layer has no future need for
the buffer's datw. Copy semaniics are required when the
passing layer necds to retain access to the buffer, for exam-
ple, because it may need o releansmil i sometime in the
Farture: TMiele thal there ane so g lonmance advantages in

providing move rather than copy semantics since buffers
are imvmutahle. This is because with immuotakle bufTers,
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capy semantics can be achicved by simply sharing buifers.

Consider the case where a bulfer 15 passed out of the
originutor dommn. As described above, there 15 no reason
for a correct and well behaved originator to write Lo Lthe
heiffer after the transfor. However, protection amd securily
needs generally require that the batfer/tranzfer facility en-
Fforce the bulfer’s immurability, Thisisdone by reducing the
peiginarnr's accoss pormissions to read only, Suppose Lhe
systern does not enforce immutability; such a buffer s said
o be vodarile. 1f the originator is a costed doman—ae.g..
the kerne! that alloceled a buller [or an incooming FDU -
then the buffer’s immutabality clearly need not be enforced,
1 the ongimar of the buffer iz nor trusted, then it is most
likely an application that generated the duta, A receiver
of such a buller could Tl (erash) while imlerpreting the
datis 1L the buffer 1z modified by a malicious or faulty ap-
plication, Motg, however, that layers of the 'O subsystem
eenerally dn wor intctprot outgoing data. Thus, an applica-
tion would mersly interfere wath its own oulpul operation
by modifyving the butler asynchronously. The result may
be no dilferent i1 the application el pul incorrect data in
the bufler 1o begin with,

There are thus two approaches, Chne s W enfenes im-
mutabality of a buffer; i.e. the originator loses its write
access 1o the buffer upon transterring it to another domain,
The second 15 1w simply wssueme hat the bulTer 15 volatile,
in which case a receiver that wishes 1o interpret the data
sl st request that the svstem ralse the protection on
the butfer in the originator domain. This 15 a no-op f the
originator is a trusted doman,

Finally, consider the issuc of how [ong u particular do-
main might kesp a reference o a buller, Since a bufler
van be passed o an untrusted application, and this domain
may retain its reference for an arbitrarily long time, 1t iz
necessary Lhal bullers be pageable,  In other words, the
cross—domann transfer facility must operate on pageable,
rather than wired (pinned-down ) buffers.

214 Sommary of Requirements

In summary, by examining how buffers are used by the
network subsystem, we are able toadentify the following sel
of requirements on the buller managrementirangfer system,
or converaely, a set of restrictions that can reasonably be
placed on the users ol the ransfer Tacility,

s The transfer facility should support both single, con-
tiguous buflers. and non-configuous aggregates of
bulfers,

e« It is reasonable 10 requine the use of a special bulfer
allocator for LACr data.



