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Making Software Timing
Properties Easier to
Inspect and Verify

Na Xu, York University

he world around us is depending more and more on computer

systems that have timing requirements. Whether we fly on an air-

plane, drive a car, make a phone call, undergo surgery at a hos-

pital, or simply turn the lights on at home, we depend on real-

time embedded software that must observe timing constraints cither for our

safety or simply just to make things work. Avionics, air traffic control, au-

tomobiles, teleccommunications, medical applications such as intensive-care

monitonng, nuclear power plants, defense, mul-
omadia, and process control are but a few ap-
plicabon arcas that employ computer software
that synchronizes and coordinates processes and
activities with timing constramts. Mot only 15
software with hard timing requirements becom-
g mcreasingly mmportant and pervasive, it s
also prowmg rapidly in size and complexity.

In contrast, cffective methods and tools for
mmspecting and venfying software’s trming
propertics are conspicuously absent, despite
an increasingly pressing need for them. This s
due primanly to the difficulty of venficaton.
However, a prerumtime scheduling approach
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can help overcome this difficulty, making soft-

ware tming propertics much easier to inspect
and venfy.

The verification problem
What's the mam reason for this apparent

difficulty m developing effective methods and
tools for venfying software ming properties?
The problem 1s the complexity of software, es-
pecially nonterminating concurrent software,
and the complexity of such software’s possible
timing behaviors.
Fundamental theoretical limitations
Rescarchers have found that the abibty to ex-
press even basic tming properties 15 a major fac-
tor that keeps the compleaty of a lomcal theory
or model high. Many of the lopics and models

that rescarchers have proposed for modeling
programs timing properties are smdecidabile.!
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This means that for a partcular lopc or model,
no auwtomatic method or tool can ever exist that
always pives a defimite answer to the question of
whether the propram satshes the tming prop-
ertics. To make models and logxes decdable, re-
searchers can impose fairly severe restncthons
such as hmiting the system to a finite number of
states, roquirmg the tme domam to be discrete,
and prolibiting quanbfcabon on ome van-
ables. However, many lopics and models wall
still have high complexaty.

The models and logics that can express ba-
sic tming properties are generally subpect to
the state space explosion problem. That 1s, the
state space size we must explore to venify those
propertes grows exponentially with the pro-
gram descnption’s size. For example, to venfy
a program with 200 componcnts, the state
space size that we might need to explore might
be proportional to 2*™ This exceeds the nor-
mally available time and memory resources.

To cope wath state space explosion, all pro-
gram verthcatton methods use some form of
approximation {(for more information on cur-

rent verficabion methods, see the sidebar).
That 15, the model only preserves selected
charactenstics of the mplementation while
abstracting away complex details. Bot then we
have the problem of deciding how to obtamn
such a model and how to prove that the model

farthfully represents the onginal program,
the sense that the model can answer correctly

all the correctness questions about the pro-
gram. This can be more difficult than proving
the onginal program’s correctness.

Complexity’s canses

If you take a hard ook at what makes the
tming behaviors of existing real-tme software
complex, you mught observe the following cur-
rent practices in the design of real-time softwane:

B The software incorporates synchromzation
mechamsms with complex tming behaviors.

B Realome processes execute at random
times and preempt other processes at ran-
dom points iIn time.

m Schedulers and other operatng system
processes such as interrupt-handhng rou-
tines with complex behaviors affect apph-
cation processes subtly and unpredictably.

B Programmers use ad hoc methods to deal
with addional constraints on the apphca-
nons such as precedence constramts, release

State-of-the-Art Verification

Awtomatic methods or tools based on logics or medels that are subject o
stale space ion [see the relaled sedfion in the main arfida) can sill be
useful where the program descripfion is small. We can obtain small pro-

gram descriplions when either the system represented by the progrom has o
simple siruchure or the number of is small. Hordware cirouits
nnu*h‘:mghuﬂlﬂtldlm| undﬂmmﬂ:u'ﬂfmnpmuﬂsmn—
pu‘udh:ﬂhnr&m!nd mnmdddiﬂfhusudmﬁduhmm

of success in

Mhﬂmmlmﬁmﬂmﬁhmlmfmm
have not been used on the fiming properties of odud software code. In par-
ticular, large-scale, complax, nonlerminating, and concurrent software has a
pressing need for this verification. But most research related to sudh verifica-
fion has shudied only simplified high-level absiradions of software such as
specifications, models, algorithms, or profocols that are only approximations
of the ochudl software. These cbstrodiions do not fake info ocoount all the im-
plementafion details that might affect fiming. Exomples are thecrem-proving
techni ﬂﬂm&F‘l’ﬁ %hdmﬁrhnlhuﬂymmd—fnﬂ
ing's sucoess is nok
inding of bugs
Hdhihnﬂnﬂﬂaﬂmiﬂinguﬂmﬂd’mdmfﬁnﬂ,hu@l
Bq:hiigmlypclicflmﬂ:hm

Becouse of the even siobe-of-the-art meth-
ods and tools have difficulty ngﬂm’rlnngptqm'ﬁasn*nmmﬂmu
h#mﬂ-impmmﬁﬂiﬂunhm exhibit nondeterminisfic
behavicr. For example, the TAXYS ool uses the formal model of fimed au-
tomata® and the KROMNOS model checker® to verily fiming properties of
rea-fime embeddad The tool's i
mental results in whi ﬂmhdlﬂhmwmrﬂﬂwm:r
nondeterminism_9 This increase oocurred even though the system being veri-
fied contained only two siridly pericdic, independent tasks and one aperi-
odic (asynchronous) task.
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times that are not equal to the bepmning of
ther penods, and low-pitter requirements.
B Programmers use pnionties to deal wath

every kind of requirement.
B To handle concurrent resource contention,

programmers use task blocking, which
might cause deadlocks.
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_ When programmers combine these prac-

most significant
progress and
most enduring

were achieved

resirictions on

Some of the

results in
software
engineering

(nrough
imposing

software
siructures.

tices, the high complexity of the interachons
between the different entiies, and the sheer
number of possible combinations of those n-
teractions, sipmificantly ncrease the chances
that mspection and venficaton wall overlook
Important cases.

Reducing complexity

The hmitations. 've just discussed tell us
that, 1f the software and its tnming behaviors
are aoverly complex, determiming whether the
software satishes the required ttming proper-
twes maght be pracoically impossible.

S0 how can we solve this problem? The
most apparent answer would be to hind ways
to reduce software complexaty.

Some of the most sigmbcant progress and
most endunng results i software engineening
were achieved through imposing restrictions on
software structures. Examples include immforma-
tion hiding, abstract mterfaces, hierarchical
structuning and modular decomposition 24
structured programming,’ and orgamzing con-
current software as a set of cooperating se-
quential processes.

The same general pnnciple—imposing re-
strichions on software structures to reduce
complexity—seems also to be the key to con-
structing software so that ming propertics
are easier to inspect and venify. This s the ap-
proach that preruntime scheduling uses.

Preruntime scheduling

Without loss of penerality, suppose that the
software we wish to inspect consists of a set of
sequential proprams. Some programs are to
execute penodically, once in cach time penod.
SOmMe Programs are to execute In response to
asynchronous events.

Aszume also that for each penodic program
P, we know the

B Release time, ry (the carliest time it can
start Its computation)

B Deadline, d, {the time it must fimish its
coOmputation)

m  Worst-case computation time, o

B Penod, prd,
For cach asynchronows program a, we know the

m  Worst-case computabion time, ¢,
m Deadhine, d,
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B Mmmum time between two consccutive
requests, min,

Furthermore, suppose some sections of

some programs must precede a given set of
sections In other programs. Also, some pro-
gram sections might exclude a prven set of sec-
tions of other programs. In addition, suppose
that we know the computation ttme and start
ome of cach propram section relative to the
begimning of the program contaiming that sec-
tion. We assume that the worst-case computa-

tion time and each program’s logical correct-
ness have been independently venfied.

The procedure

This approach compnses the followng
steps. First, orpanize the sequential programs
as a st of cooperating sequential processes to
be scheduled before runtime.

Second, weniify all oritical sections—that 15,
sections that access shared resources and sec-
tions that must execute before some sections of
other programs, such as when a producercon-
sumer relabion exists between sechons. Divade
cach process into sepments such that appropn-
ate exclumon and precedence relabons can be
defined on pairs of sequences of the process sep-
ments to prevent simultaneous access to shared
resources and o ensure proper execution order

Third, convert each asynchronous process
J nto a new penodic process p. Suppose that
P 1 the existing set of penods of penodic
processes. One possible way to convert an
asynchronous process 2 15 to let the corre-
sponding new penodic process posansfy these
conditions:

| Fp:ﬂ'

B =g

B prd, 15 equal to the larpest member of P
uch that 1 x prd, — 1 < d, and prd, < min,

B dyis cqual to the largest integer such that
dy + prdy — 1 = d, and dy, = prd,
W odyzg

Fourth, calculate cach process sepment’s re-
lzase time and deadline. For each process p with

release time ry, deadline dy, and consisting of a

sequence of process segments Po, P, <o Pi coen
p., with computation times S, S5, ..., =,

€., respectively, we can c:lll:ul:mr: the I':l:ﬂ!I
time ¥, and deadline d, of each scgment p, as
ﬁ:llh:um



