* Lecture 24: Debugging and gdb

Kenneth M. Anderson
Software Methods and Tools
CoCl 3308 - Fall Semester, 2003

i Today's Lecture

= Debugging
» The concept
« Teminology

« Types of Debuggers
= gdb - The GMU Debugger
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$ Debugging

= Debugging is the process of finding faults in a
program after a failure has been detected

= Typically
= 3 program fails a test case {or a bug is reported)

= 3 programmer is given the test case, checks out
the associated source code, and “debugs” the
program untl the fault has been comectad

» the program, having been fized, passes the test
case and no longer exhibits the fadure
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i Finding Faults

= The hard part of debugging is locating faults
« Once afault is located, it i typically
siraightforward to fix
= Having a failing test case is helpful

» because the fault must be in some part of the code
that was executed by the program before the
failure occured

» The entire program does not have to be examined
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* Bridging the Gap

= Cne problem with faults is that they are not
necessanty located “near” their associated faslure
= [Therefore, “brng the failure dose o the fault”

« the idea being thal if we do, less code needs to be examined
fia find the= fasuli

« Thus, we aften insert “prind” stabements ino code 1o farce the
faiure o appear as soon as pozsbie afier the fauit

« Taken ta the exireme, a programmer should be able o see
the value ol any wariable 21 ary lime dunng a progrsm's
e Culion
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i Debugging Tools

= This is the purpose of debugging toocls

» Called "debuggers”

= A debugger allows a programmer to monitor
the internal state of a program while its

executing

= Two types of debuggers
» Imterpretive
» Direct Execution
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i Types of Debugqgers

= Interpretive debugger

= works by reading a program and simulatng its
execution one line at a tine

= Direct Execution Debugger

= works by running the actual program in a special
mode where the debugger can read and write the
CrOgrany's memnory
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iTwc: styles of use

» Line-zt-z-time
« A programmer loads a program inio the debugger and “steps”
through the program one ne 2t a time.

= The debugger stops the program afler each line and grves
the programmer a chance o check the program’s vanables

o ==e if it = operaling cormedly
= Breskpoints
« A programmer loads a program inlo the debugger and
=pedfies “breakpoinis™ af vanous locations n e program

= The program runs undl it hits & breakpoint
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i More on Breakpoints

= How are breakpointz useful?

= If you think you hawve a functon that might have 3
Taudt
= =i 3 breakpoirt 2 the beginning af the funcion
= el another breakpaint at the end of the function

= if a program’s data is cormedt at the beginning of the
funciion but incormecl & the end, then here is a Taul in
the Tunctian

= They also allow you to skip over "init” code and
debugged code quickly; letting the programmer
focus on finding the fault
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* Implementing Breakpoints

= HoW o debuggers mplamen braakpoinis?

»  Inlerpreiive Dobuggers essenfaly axecule 25 o whiks koop
whille |,
Fmnc T et irw o the progres
Ly o B R
THE, B R e ST
Ermries s lrerustion

el whlle
= Dinecl Ednoufion dabuggars impkament braakpoints by "o uling-amd-
pasling” B axotutabio instruclions of T program Bsal

a Lhel e ey nesrl nelreeions no e program hel reliss e debog o
wihan 8 Sraskpoinl b Sseen bl

Hosvmarien 17, ST {3 Univeraly =1 Colorsdn, 2301 10

i Editing Variables

= Debuggers et the programmer explore “what-if
SCENArks
« You can execute 3 program o a cerlain point, and then alter
the values of the program's variables
= ou can e esplore unususl cases in the code
» Flus, if & bug poours, you can comest an incormect vaklue and

see haw far the program goes before il encounters another
fauil
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iﬁ.dvantag es

s Advantages of inferpretive debuggers
» Easier to program the debugger
» Safer, 3 program cannot crash the machine just
the debupger]
s Advantages of direct execution debuggers
« Fasier

« More accurate, the actueal program instructions are
beang executed
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