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Background

& TOG cmsorbam.  Fourded in 1929 25 TOPE,
n Main players (promators) ([ >Z200 members)
AMDO, HP, T8M, Infinedn, [nbel,
Lengwo, Microsoft, Sun

» Hardware protected (encrypted) storage:
+Only “autharized™ software can decrypt data
+&.0.. protecting key for decrypting file system

s Sechire bosdd: method bo "autbhonize” softeiane

» Attestation: Prowve bo remobe server what
software & runfng on iy mackme.

TCG: changes to PC or cell phone

i Exirg higrdhwanz: TRM
n Trusted Matform Module (TPM) dhip
= Single 33IMIE dock.
n TPM Chip verdors:  [~7%)
= A, Infineon, Mational, STHiom
+ Imkel DEFSGRH mrotFrerinsend

i Software canges:
a BIOS
u 05 Bnd Apps

TPMs in the real world

@ Sysbems containing TPM chips:
a Lenowo [[BM) Thinkpads and desktops
n Fujitsy Efebaok
s HP deskiop and nokebooks

i Softwane using TPs:
s Filefiisk emoryption:  Wista, TBM, HP. Softex
n Abtestation for enberprise login:  Cognizance, Wave
» Client-side single sign on:  [6M, LRimaco, Wave

TPM 101

w What the TPH does

w Hawy b iz it

=

‘Components on TPM chip

M Vilatile
Shoraipe PCR Registers| | O
(> 1280 byes) (216 registers)

Crypo Engire:
RSA, SHA-1, HMAL, RMG

S Lo, 2HA bt ool
SHA-L:  Dumiis 20 bste digest




PCR: the heart of the matter

& LR Faitrm Coradguralion Regslers
n Lots af PCR regesters on chip (at least 16)
n Regicter conbents:  20-bybe SHA-1 digest (s

& Uipdating PCR #n :
= TPM_Estend(n, D). PR{n) + SHa-1 (PCR{n] || D }
s TPM_PorRead(n]:  reburng value PR k)

& PCRS initiakized to default valee [e.g. O) at boot time
= TPM an be bold 0 restone PCR saloes wWa
TPHE SreeSiate and TPH St ST _STATE)

Using PCRs: the TCG boot process

@ At power-up PCR[N] initiakzed to D
# BICS boot Hock axaoubes

s CBlls PCR Extend n, «<BIOS codes )
» Then loads and runs BIOS post boot code

i BIOS5 exerubes:
n CBlls PCR_Exbend] n, <MBR code> )
a Then runs MBR [master book record), e.g9. GRUB.

& MER, execubog:
n CBlls PCR_Extend] n, <05 loader code, config> )
n Then runs OF losder

. amd soan

In a diagram
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v fAfber bool, BCRS corfan hash dhain of Boobed softeiare
» Collision resistance of SHAL (7] ensures comimtment

Example: Trusted GRUB (mws
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What PCR & to use and what o measure specified
im GRUB config file

Using PCR values after boot
& Apphcation 1: enoypted (a.k.a sealed) shorage.

i Shep 1: TPM_TakeOwnership] OwnerPassword, .. )
n Crestes mas ASA Storage Boot Key [SRE) on TPM
n Canmat run TPM_TakeOwanership agein:
+ Dnerchip Enabled flag + Fake
n Done ance by IT deparbment or laplog owner.

& (optonal) Step 2: TPM_CreateiVrapkey
w Cregte e RSA, Keys on TPM certified by SRK
w Each key identified by 32-bit keyhandie

Protected Storage

& Main Step:  Emcryplt data using RS key on TPM
n TPM_Seal  jaor) Arguimenbs:
"+ heyhandies  which TPM key to encrypt with
+ Kt Password For using key  kesghandhe
1 = Porvalues: PORS to embed in encrypbed blob

+daka block:  at maost 256 bytes (2048 kg
i = s i enorypt Symmeric key (eig. AES)
s Fetiurres encrypted blob.

& Main point  biob can only be decrypted with
TPM_Unseal when PCR-reg-vals = POR-vals in blab,

» TPH_Unseal will fail othrwise




Protected Storage

i Embedding PCR values in blal ensures that only certain
apps can decrypt data.

wegl  Mewing with MBR ar 05 kernel will dhamge
PCR valie=.

& Wity canl ektacker disable TPH wnld after Book,
Eren externd PR S with ahatever e wants?

m oot of trust:  BIOS boot block.

& Gaping hale:  role-back attack an encrypled Blobs
w 2.0, undo Secwity pabches without besrg nokiosd.
n Can be mitagabed using Data Inkegeity Regs (DIR)

Sealed storage: applications

o Lock saftware an maching:

s 05 and apps s=aked with MBRS PCR.
» Arry chamges o MEBR (ko bad other O5) will present
hockesd software from loading.

s Prévents reverss-anginearning

& Web cerver: seal server's SEL privabe key
o Goal:  only unmodified Apache can aooesss 551 key

s Prablem: ovpdates o Apache, config, or content

# General problem with software pabohes:

s 'When updating MBR, must re-seal blobs
s Mal 8 simple process

TPM Counters

& TP must support &t leask four handware counbers
» Inoresment rabe: every 5 saconds for 7 years.

& Apphcations:
n Provides time stamps on blobs.
w Supports “music will pay hor 30 days” policy.

Non-volatile TPM memaory

o Shrres:
s Showrage Root Key (SRK) iGeneraind whern
Owinex Passwoed e
= e oemership

s Endarsernent Key [EK)
+Creafes] onee for e We of e TP
+Certificate for EK issuved by TPM veridion
+Basi of albastabion

s Persistent lags (&g, ownershp Aag)

Attestation

Attestation: what it does

& Goal: prove to remote party what software &
rurming on iy rachine.

& Good applicatons:

» Bank allows money transfer only iF custonmes's
machine rurs “up-to-date™ 05 patches.

» Enterprise allaws laptop o cormect bo its network anly
if laptop runs “autharized™ softbwere

" players can join & ke netwark only iF their
clent is uramodified.

& CEM:
p MusicSlore sells content For authorized plavers only.




